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“Any technological advance can be dangerous. Fire was dangerous from the start, and so
(even more so) was speech - and both are still dangerous to this day - but human beings

would not be human without them.”
- Isaac Asimov



Abstract

The rapid advancements in AI, particularly in deep neural networks (DNNs), have prompted
the research community to face complex safety and security challenges, which must be
carefully addressed to ensure the correct integration of AI algorithms into human-centric
systems. AI threats can range from intentionally-crafted samples, such as adversarial
perturbations or real-world adversarial objects, to unexpected out-of-distribution sam-
ples. The presence of these threats raises numerous questions and considerations about
the security vulnerabilities and safety requirements of the models and applications under
analysis. Accordingly, it is crucial to thoroughly understand and design testing method-
ologies and mitigation strategies, taking into account specific aspects and requirements of
each application scenario.

This thesis delves into the domain of AI threats and countermeasures, with a specific
focus on computer vision applications in safety-critical environments like cyber-physical
systems, autonomous robots, and self-driving cars. The main research areas explored in
the thesis, within the context of trustworthy AI, include DNN testing and the design of
novel real-world attacks and defenses in complex outdoor scenarios.

Firstly, the thesis critically examines the landscape of DNN testing, with a particular
focus on the application of coverage criteria, a concept adapted from the field of software
engineering. In this context, we introduce a framework designed to utilize coverage criteria
for monitoring the behavior of neural networks at run-time. This offers a novel method-
ological perspective on leveraging testing techniques to assess model behavior. Through
an analysis of state-of-the-art approaches in coverage testing and the results obtained, the
thesis dedicates significant effort to paving the way for future research directions.

Then, in the realm of real-world adversarial attacks, the thesis reviews the literature
on attack and defense strategies, highlighting the gaps in analysis for certain computer vi-
sion tasks and applications. Additionally, concerning the understanding of state-of-the-art
defense mechanisms, the review underscores an insufficient awareness of the practical impli-
cations of current defense mechanisms when applied in safety-critical scenarios. Following
these observations, the work focuses on developing real-world attacks against semantic
segmentation tasks, providing a clear interpretation of the spatial robustness of DNNs.
The proposed attack methodology is achieved through novel optimization approaches and
the utilization of driving simulators. Subsequently, the thesis presents an in-depth study
of novel interpretable defense mechanisms, founded on provable and robust analysis.

In conclusion, this thesis offers an examination of AI threats from different perspec-
tives, merging theoretical discussions with practical applications. It aims at expanding
and reviewing the existing literature, stimulating further research, and enhancing the un-
derstanding of AI safety and security threats.
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Chapter 1

Introduction

The rapid advancements in artificial intelligence (AI) have demonstrated superhuman
performance in solving vision and language problems, such as complex scene understand-
ing [1, 2, 3], question answering [4, 5], control [6, 7], and content generation [8]. Supported
by the continuous growth in performance and research efforts, the wave of AI has also cap-
tured the interest of the tech industry, pushing towards the integration of learning-enabled
algorithms, such as deep neural networks (DNNs), into complex cyber-physical systems.

However, integrating advanced AI algorithms into human-centric systems presents sig-
nificant safety and security challenges. For instance, the deployment of complex DNNs in
autonomous systems, such as robots or self-driving vehicles, must meet rigorous safety and
reliability standards. In this context, the poor interpretability of DNNs makes the devel-
opment of sophisticated methods and analysis crucial for promoting a safe AI integration
where human safety is paramount.

Indeed, a critical ongoing challenge in incorporating AI into these systems lies in
proving and enhancing the trustworthiness of large and complex models. This raises
several research questions: Can we fully trust machine learning algorithms? How can we
effectively test and evaluate the robustness and accuracy of AI predictions? Are these
systems vulnerable to cyber attacks and what actions should we take in case of an attack?
Furthermore, given potential threats, how feasible is it to develop supporting algorithms
that improve model trustwortiness, while being computationally efficient? Addressing
these concerns require facing a range of issues across different software and hardware
domains, including security, safety, explainability, and predictability.

This Ph.D. thesis explores these questions from multiple perspectives, focusing on AI
threats in the realm of computer vision tasks for safety-critical applications.

This section provides a top-level overview of the main threats addressed and outlines
the structure and scope of the thesis.

AI Threats in Computer Vision

To improve the trustworthiness and robustness of recent AI models, various threats have
been identified and studied in recent years. These threats are often depicted as input
samples that produce unexpected outcomes, which need to be exhaustively identified and
analyzed.

Many samples that challenge the trustworthiness and robustness of AI systems can
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be categorized into adversarial samples (also known as adversarial examples) and out-of-
distribution (OOD) samples. Figure 1.1 illustrates these concepts, with further explana-
tions provided below.

Figure 1.1: Illustration of highly studied computer vision threats in the AI era: Figure (a) and (b)
present examples of out-of-distribution samples in the case of semantic shift (image from [9]) and
covariate domain shift ([10]), respectively. Figure (c) illustrates adversarial perturbations [11, 12],
and (d) shows real-world adversarial objects [13].

Out-of-distribution (OOD) samples, in the field of computer vision, refer to input data
that semantically or contextually differ from those used in model training, meaning they
fall outside the statistical distribution of the training set. For example, if a neural net-
work is trained on images of urban scenarios, an OOD sample might be an image set in
a nighttime landscape. This represents a domain shift in the appearance of the objects,
even though they retain a known semantic meaning. Conversely, another form of out-
of-distribution samples could refer to a semantic drift, such as depicting an object never
encountered during training (e.g., an obstacle in a driving scenario). Although there is a
vast and growing literature on out-of-distribution detection in computer vision [14, 15],
this thesis primarily focuses on adversarial examples.

Adversarial examples are intentionally crafted inputs, designed through specific op-
timization strategies, to mislead the model predictions. For the objective of this thesis,
it is important to differentiate between two types of adversarial examples: adversarial
perturbations and real-world adversarial objects.

• Adversarial perturbations have been extensively explored in literature [16, 11, 17].
These are subtle, human-imperceptible, modifications of the input sample that alter
model outputs by activating specific patterns.

• Real-world adversarial objects, in contrast, deceive the model in a different manner.
Unlike digital pixel-level perturbations, these are physical objects, such as patches
or 3D meshed objects, that fool the model outcome when captured by the camera
sensor.
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While both types fall under the field of adversarial attacks, their distinct natures lead to
different studies and attack scenarios.

Distinguishing Safety and Security in Adversarial Attacks

While adversarial attacks undeniably present a tangible threat to DNNs, there is an on-
going debate about their practical significance in terms of safety and security [18, 19].

In the realm of cyber-physical systems, such as self-driving vehicles and robots, it is not
entirely realistic to assume threat models where attackers have direct access to the digital
representation of frames captured by a vision system [20, 21, 22, 23]. Furthemore, assum-
ing the attacker can easily control the digital representation of the input, it overlooks other
potential attacks that could be more effective than complex and time-consuming adver-
sarial perturbations. For example, an attacker could introduce NaN pixels or unbounded
perturbations of the image.

Nonetheless, it is important to note that adversarial perturbations constrained under
a magnitude ϵ represent a well-defined approximation of a worst-case noise scenario. This
implies that proving the model robustness against ϵ-norm perturbations can lead to a
certified robustness of the model against any forms of ϵ-noise. Therefore, in the realm
of vision tasks, adversarial perturbations represent a more intriguing and useful tool for
understanding and improving the safety of AI systems than a concrete security threat.

In response to these observations, research efforts have increasingly focused on real-
world adversarial attacks [13]. These attacks leveraged physical objects, such as printable
billboards and patches, designed to deceive DNNs from an external environment [24, 19].
This approach effectively circumvents software-based intrusion detection modules, as illus-
trated in Figure 1.2, thereby representing a more realistic security threat. From a safety
perspective, these attacks also offer practical insights into model robustness, acting as a
proxy for worst-case scenarios involving unexpected objects. This poses real-world attacks
as also a valuable tool for evaluating the safety of DNNs in different threat scenarios.

Figure 1.2 illustrates the differences between real-world adversarial objects and ad-
versarial perturbations from an attacker perspective. Such distinctions are particularly
relevant in the context cyber-physical systems, such as autonomous vehicles or robots.
In contrast, applications like social networks, which fall outside the scope of this thesis,
present different challenges and attack scenarios, for instance, these platforms may facil-
itate the creation of black-box adversarial perturbations, leading to different discussions
and considerations.

The Need for Testing, Evaluation, and Defenses in AI Systems

The increasing awareness of potential AI threats has highlighted the importance of devel-
oping comprehensive testing criteria and additional strategies to enhance the reliability
and robustness of AI models. Traditional testing methods, which often rely on predefined
datasets, generally fall in considering a wide range of unexpected inputs and threats.

Close to the topic addressed in this thesis, the aforementioned challenges have prompted
the research community to explore more comprehensive testing strategies. These strate-
gies are designed to assess model responses by exploring as many internal behaviors as
possible. Taking inspiration from classic coverage testing in software engineering, coverage
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(a) injecting an adversarial perturbation

(b) injecting a real-world advrsarial attacks

Figure 1.2: Differences between real-world adversarial objects and adversarial perturbations from
an attacker perspective.

testing for DNNs focuses on systematically testing models by abstracting their behaviors
into operational states (e.g., combinations of neurons activations). This approach provides
a measure of the adequacy of a given test set as its level of coverage with respect to all
possible states of the network. Although these techniques have sparked several concerns
and discussions (as detailed in Chapters 2 and 3), they constitute an intriguing area of
interdisciplinary research, which has received particular interest, especially from software
engineering and cyber-physical systems communities.

Concerning real-world adversarial attacks instead, different considerations arise. The
nature of real-world adversarial objects presents unique challenges compared to classic
adversarial perturbations. Despite the already extensive literature [19], the study of real-
world attacks remains in its early stages, with in-depth investigations across various sce-
narios and settings still unexplored. In this context, it is crucial to accurately define and
evaluate new attack methods to understand their practical effectiveness in each real-world
application and task.

Furthermore, with the increasing interest in real-world adversarial attacks, several
defense strategies have been developed to enhance model robustness and reduce the attack
effectiveness. However, in this field, much more attention needs to be directed towards
design requirements that could lead to more suitable defenses for cyber-physical and real-
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time system domains. As highlighted in Section 2.4.2, it is of utmost importance to develop
defense mechanisms that not only provide high mitigation against real-world attacks but
are also robust, reliable, and computationally efficient.

1.1 Thesis Statement

Scope of the thesis. This thesis aims at presenting the results and contributions
from publications conducted during my Ph.D. studies. In addition, it poses strong
effort for extending and enriching the discussion of the current literature, hoping to
stimulate further research studies in all the addressed fields. The primary objectives of
the thesis are: (i) To integrate and discuss the main works listed below in a cohesive
and unified way, thus providing a broader perspective on how these studies fit together;
(ii) To critically examine the existing literature in each field, including the contributions
presented in this thesis; and (iii) To introduce novel ideas and perspectives that might
establish initial points for future investigations.

My personal goal with this thesis is to enhance both my own understanding and that
of the readers, encouraging an ongoing dialogue about these topics and setting the stage
for future work. Indeed, each chapter concludes with a discussion on potential future
research directions, inviting myself, colleagues, and readers to explore and contribute to
these emerging areas of study.

Topics Addressed

The thesis faces and discusses various challenges in the field of testing, evaluation, and
defense mechanisms for DNNs.

[Part A - Coverage Testing] The first part addresses the literature of coverage testing
for DNNs and then proposes the use of coverage testing for the purpose of real-time DNN
monitoring. Then, recalling the state-of-the-art landscape, we discuss future advancements
and directions to be explored in DNN testing.

[Part B - Real-World Adversarial Attacks] The second part of the thesis focuses
on real-world adversarial objects, specifically in outdoor scenarios related to autonomous
driving. It focuses on presenting a novel attack method to generate real-world adversarial
objects for semantic segmentation tasks. It also aims at extending the knowledge of the
spatial robustness for computer vision models and addressing future research directions.

[Part C - Real-World Adversarial Defenses] Finally, to explore novel strategies
for mitigating the effects of real-world adversarial attacks in computer vision tasks, we
present the benefits of the over-activation analysis to better understand and counteract
real-world objects. Various strategies are presented, supported by theoretical foundations,
which allow implementing efficient and computationally affordable defense mechanisms.
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1.2 Structure of the Thesis

The structure of the thesis is as follows:

• Chapter 2 introduces preliminaries on the formalisms and notations used. Then,
it provides a unified discussion of the literature on testing, real-world attacks, and
defense mechanisms;

• Chapter 3 introduces a new paradigm for enabling coverage testing for run-time
monitoring. Then, it provides a detailed discussion that poses insights for future
directions in DNN coverage testing;

• Chapter 4 presents formulations of the first real-world attacks for semantic segmen-
tation, focusing on crafting adversarial patches to maximize the spatial adversarial
effect in output predictions. An exhaustive set of experiments is performed under
various settings and scenarios.

• Chapter 5 presents several defense mechanisms to mitigate real-world adversarial at-
tacks, and assesses their robustness and efficiency through an over-activation analysis
reformuled by a novel perspective.

• Chapter 6 - Concludes the thesis with a recap of the future directions and the
contributions.

The contributions of this thesis are based on the following publications:

• [A] - G.Rossolini, A.Biondi and G.Buttazzo - Increasing the Confidence of Deep Neural Networks
by Coverage Analysis - IEEE Transactions on Software Engineering (TSE), 2023

• [B,C] - G.Rossolini, F.Nesti, G.D’Amico, S.Nair, A.Biondi and G.Buttazzo - On the Real-World
Adversarial Robustness of Real-Time Semantic Segmentation Models for Autonomous Driving -
IEEE Transactions on Neural Networks and Learning Systems (TNNLS), 2023

• [B] - F.Nesti* G.Rossolini*, G.D’Amico, A.Biondi and G.Buttazzo - Carla-gear: a dataset gen-
erator for a systematic evaluation of adversarial robustness of vision models - IEEE Transactions
on Intelligent Transportation Systems (T-ITS), 2023

• [C] - G.Rossolini, F.Nesti, F.Brau, A.Biondi and G.Buttazzo - Defending from physically-
realizable adversarial attacks through internal over-activation analysis - AAAI Conference on Arti-
ficial Intelligence 2023

• [C] - G.Rossolini, A.Biondi and G.Buttazzo -Attention-Based Real-Time Defenses for Physical
Adversarial Attacks in Vision Applications - International Conference on Cyber-Physical Systems
(ICCPS) 2024 - CPS-IoT Week 2024

For completeness, other works carried out during my Ph.D. that are not included in this
thesis are:

• F. Brau, G.Rossolini, A.Biondi and G.Buttazzo - On the Minimal Adversarial Perturbation for
Deep Neural Networks With Provable Estimation Error - IEEE Transactions on Pattern Analysis
and Machine Intelligence (TPAMI) - 2022

• G.D’Amico, M.Marinoni, F.Nesti, G.Rossolini, G.Buttazzo, S.Sabina, G.Lauro - TrainSim: A
Railway Simulation Framework for LiDAR and Camera Dataset Generation - IEEE Transactions
on Intelligent Transportation Systems (T-ITS), 2023
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• F.Nesti* G.Rossolini*, S.Nair, A.Biondi and G.Buttazzo - Evaluating the Robustness of Semantic
Segmentation for Autonomous Driving Against Real-World Adversarial Patch Attacks - Proceedings
of the IEEE/CVF Winter Conference on Applications of Computer Vision (WACV) - 2022

• F. Brau, G.Rossolini, A.Biondi and G.Buttazzo - Robust-by-design classification via unitary-
gradient neural networks - in AAAI Conference on Artificial Intelligence, 2023
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Chapter 2

Background and Related Work

2.1 Preliminary Definitions

This section provides preliminary definitions and concepts adopted across the rest of the
thesis. We consider neural networks for computer vision tasks that take as input an image
with dimensions H×W pixels and C channels, denoted by x ∈ RC×H×W . Without loss of
generality, the model output, denoted as f(x), depends on the specific vision task under
consideration. For examples,

• For a semantic segmentation model with Ny classes, the output f(x) ∈ [0, 1]Ny×H×W

is a tensor that encodes the semantic context of each pixel (i, j), i.e., the probability
distribution that each pixel as been classified with respect to each of the Ny classes.
The predicted semantic segmentation (SS) of the pixel (i, j), denoted by ŷ(i,j), is
then computed by extracting the class with the highest probability score, i.e., ŷ(i,j) =
argmaxc∈{1,...,Ny} f(i,j)(x). The complete semantic segmentation prediction SS(x) is
then the collection {ŷ(i,j), ∀(i, j)};

• For an image classification model, the output f(x) is a vector in RNy . The predicted
class, as for semantic segmentation, is obtained by selecting the class with the highest
probability score, i.e., ŷ = argmaxc∈{1,...,Ny} f(x);

• For an object detection (OD) model, the output f(x) is typically a set of tuples,
each representing an object detected in the image. Each tuple generally consists of
a class label, a probability score, and a bounding box;

Operative Notation. For simplicity, the notation is introduced by referring to a simple
feed-forward deep neural network, with a list of layers {L1, . . . , LNL

}, where the input is
forwarded sequentially through these layers. To this end, we use the following notation
f i→j to denote the processing flow of features from layer Li to layer Lj . The layer index
0 is used to refer to the input (x). For instance, f(x) is equivalent to f0→NL(x) or
f j→NL(f0→j(x)) for any j such that 1 ≤ j ≤ NL.

Features notation. We denote by hl ∈ RCl×Hl×W l
the features produced by any layer

Ll, where C
l, H l, and W l are the corresponding tensor dimensions, i.e., hl = f0→l(x).

15



16 CHAPTER 2. BACKGROUND AND RELATED WORK

The notation (∗)(c,i,j) is used to denote a single element of any 3D tensor ∗, where c, i,
and j are the indices for the channel, height, and width dimensions, respectively. If one
or more indices are omitted between (c, i, j), it refers to all the elements across the not

specified dimensions. For example, hl,(i,j) is a vector in RCl
that selects all the C l neurons

of layer Ll at the spatial position (i, j), while hl,(c,i,j) is a specific activation in layer Ll, at
the channel c and spatial position (i, j).

Time notation. Part of the research conducted in this thesis leverages iterative opti-
mization strategies and algorithms in multi-frame scenarios (e.g., Section 5.5), thus we
introduce a discrete-time notation with the index t to refer to symbols when related to
the t-th frame, where t ∈ {0, . . . , T}.

Note about the use of specific symbols. Due to the diversity of the algorithms
presented in the thesis, other symbols, as λ, γ, β, etc., will redefined intercenchably in
different sections to indicate particular propretiers and parameters of each algorithm under
consideration.

Training and Testing of Models

Without loss of generality, a task-specific loss function L(f(x),y) is used to measure the
quality of a prediction f(x) with respect to a ground-truth output y. The training process
aims at minimizing the average loss over the training dataset X , which can be formalized
as:

min
θ

1

|X |
∑

(x,y)∈X

L(f(x),y)

where θ represents the parameters of the model, |X | denotes the size of the training
dataset, and f(x) depends from its trainable parameters θ.

Various loss functions are adopted in computer vision tasks. For instance, the cross-
entropy loss is commonly used for image classification, while pixel-wise cross-entropy is
utilized for semantic segmentation. Often, a combination of multiple loss functions is
used [25].

Concerning the testing, a test set T is defined as a set of samples, which differ from
the training data, used to evaluate the model performance and other important metrics.
This set allows assessing how the model responds to data that has not encountered during
training, thereby providing a measure of the generalization capabilities, robustness, and
other properties. Some classic performance metrics include mean Average Precision (mAP)
for object detection; mean Intersection over Union (mIoU) or pixel accuracy for semantic
segmentation; for image classification. Beyond these standard metrics, this thesis will
explore in Section 2.2 and Section 3 a more detailed understanding of testing metrics
(criteria) for DNNs.
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Perturbed Samples

A sample x can be perturbed to get x̃. The type of perturbation can vary, for instance,
it can be achieved via data augmentation (e.g., rotation, scaling, masking, etc.), through
adversarial ϵ-bounded perturbations, or by adding real-world adversarial objects.

Concerning adversarial perturbations, we define x̃ = x + δ, where the perturbation δ
is usually crafted to be adversarial under a magnitude ϵ, such that ∥x − x̃∥p ≤ ϵ for a
specific norm p.

In the case of real-world adversarial objects (better discussed in Section 2.3), for a 2D
image, an object can be generalized as an adversarial patch [26], as commonly addressed
in the literature. Formally, an adversarial patch can be expressed as an unconstrained
perturbation δ ∈ RC×H̃×W̃ , where H̃ ≤ H and W̃ ≤ W . The patch is applied to the
image x to cover a specific area, which is indicated by a binary mask M ∈ {0, 1}H×W ,
such that the patch application is formulated as follows:

x̃ = M⊙ x+ (1−M)⊙ δ

where δ is in practice mapped into the image dimension through the use of zero padding,
and ⊙ denotes the Hadamard product operator on the spatial dimensions. Essentially,
this formula replaces the pixels of x with those of δ in the region indicated by M.

For simplicity, in sections where the use of real-world attacks or adversarial patch are
discussed, the application of δ is sometimes indicated by x̃ = x + δ or accomplished by
specific application function, with the exact position given by M.
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2.2 DNN Testing and Coverage Criteria

DNN Testing is a crucial step in the MLOps pipeline, aimed at validating the performance,
generalizability, robustness, and safety of trained models. Unlike traditional software
algorithms, DNNs present unique challenges for testing due to their complex architectures,
data-driven nature, and low interpretable decision-making processes.

2.2.1 Coverage Testing for DNNs

Coverage testing in DNNs [27, 28, 29, 30, 31, 32, 33], a concept adapted from the software
testing field, focuses on measuring how much different ‘behaviors’ (e.g., layers, neurons,
etc.) of the neural network have been stimulated (covered) during testing.

In particular, coverage testing refers to test objectives, as distinct elements of the model,
that require to be tested by one or more test samples. Under these considerations, the
coverage achieved by a test set T (i.e., test coverage) can be quantified as follows:

Test coverage =
Number of test objectives covered by T

Total number of test objectives
(2.1)

where the ‘number of covered test objectives’ refers to the sum of unique test objectives
activated (or effectively tested) by one or more test samples.

Formally, in accordance with the notation used in [34], given a DNN characterized by
a function f , a coverage criterion cov, which provides a definition of a set of test objectives
R, and a test suite T , the covered test objectives can be expressed as:

{α ∈ R | ∃(x1, x2, . . . , xk) ∈ T : cov(α, (x1, x2, . . . , xk)) = True}

where cov( ) is an auxiliary function that returns ‘True’ if the test objective α has been
stimulated by one or more test samples in (x1, x2, . . . , xk). This implies that within T ,
there exists a subset of samples that cover a test objective α from the set R.

Lastly, the ‘total number of test objectives’ refers to the complete set of test objectives
within the network architecture that are pertinent to the chosen coverage criterion, denoted
as |R|. Therefore, we can write the previous formula (2.1) as:

M(R, T ) =
|{α ∈ R | ∃(x1, x2, . . . , xk) ∈ T : cov(α, (x1, x2, . . . , xk)) = True}|

|R| . (2.2)

Figure 2.1: MLOps pipeline integrating coverage testing.

Similar to the steps conducted in software engineering, the pipeline for utilizing cov-
erage criteria is illustrated in Figure 2.1 and is described in more detail in the following
items:
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1. Design and Implementation of DNN Models: Initially, a DNN model is carefully
developed or selected to meet specific tasks and requirements. This stage involves
choosing the appropriate architecture, training methods, and datasets;

2. Training : The DNN model is trained with a dataset X , based on a specific training
strategy in order to reach satisfactory performance;

3. Selection of Coverage Criteria: After the training phase, one or more coverage cri-
teria for DNNs are selected based on the specific testing requirements;

4. Test Case Generation: Test cases are generated according to the selected coverage
criteria. These are designed to maximize coverage of the network under test, po-
tentially using optimization methods, to challenge the network and reveal possible
unsafe inputs. Formally, test case generation can be defined as an optimization
problem aimed at producing a test suite T represented as:

T =

{
maxT Mcov(R, T )

C1(T ), C2(T ), ...

where: Mcov(R, T ) is the test coverage based on the criterion cov, quantifying the
coverage of test objectives in R by the test suite T . While Ci(T ) represents the
i-th constraint on the test suite T . A constraint could include a bounded pertur-
bation magnitude (e.g., ϵ-normed adversarial perturbations), specific augmentation
techniques, and so on.

Common techniques in literature for test case generation include: adversarial at-
tacks [35], fuzz testing [31, 36, 30, 37, 32], symbolic execution and testing [38, 39],
testing via generative adversarial networks [40] and mutation testing [41, 42, 43].
Since the test-case generation process is not particularly related with the scope of
this thesis, a comprehensive review can be found in [34];

5. Testing and Coverage Analysis: The generated test cases are forwarded on the DNN,
and both the network output and the test objectives are observed and examined.
After executing the test cases, the coverage is analyzed to determine how much of
the DNN has been covered by the test set, i.e., Mcov(R, T ). This analysis helps in
understanding the degree of which the DNN has been evaluated and in identifying
any parts of the network that may require more thorough testing. In fact, if the
testing and coverage analysis reveals that certain areas of the network are under-
tested or exhibit unexpected behaviors, additional test cases can be generated to
target these areas or a new training phase should be run to improve the model
robustness and performance;

6. Final Evaluation and Deployment : Once satisfactory coverage is reached, and the
DNN behaves as expected across the test cases, it can be considered ready for de-
ployment. However, as it is known, continuous monitoring and testing might be
necessary as the DNN is exposed to real-world data and scenarios.
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2.2.2 Coverage Criteria

The following paragraphs explore specific coverage criteria for DNNs (properly listed
in [34]) and introduce critical viewpoints from the literature, questioning the practical
use and effectiveness of these criteria in DNN domains. This discussion sets the stage for
Chapter 3, where a novel use of coverage criteria for run-time monitoring is introduced,
and future research directions regarding coverage testing are more thoroughly presented
and schematized.

Classic Structural Coverage Criteria

Structural coverage criteria establish test objectives based on the internal components of a
given DNN, assessing the extent to which these components (such as neurons, layers, etc.)
have been activated during testing. Important works about structural coverage critiera,
better discussed in the following are: neuron coverage [33], layer coverage [44], and path
coverage [28].

Neuron Coverage (NC) [33] One of the first structural coverage criteria is neuron
coverage. This criterion evaluates whether a specific neuron n of the network f serves as a
critical test objective. The underlying assumption is that the activation of a single neuron
represents a specific behavior of the model. This is achieved by determining whether the
neuron is activated or not, based on a predefined threshold. The aim is to ensure that a
substantial portion of the neurons in the network are stimulated during the testing phase,
which could potentially reveal hidden vulnerabilities in the DNN.

Formally speaking, for a neuron n in a DNN model f , it is considered as an activated
if, given an input x, the output of the neuron n, denoted with ϕ(x, n), is larger than a
threshold τ . Given a set of inputs T , the NC is defined as the ratio of the number of
unique activated neurons for all test inputs and the total number N of neurons in a DNN
model.

NC(T, t) =
|{n, | ∃x ∈ T , ϕ(x, n) > τ}|

|N |

Inspired by neuron coverage, the following are more sophisticated coverage criteria.

k-multisection Neuron Coverage (KMNC) [32] For a neuron n, the upper and
lower boundary of its input values on training data can be denoted as upn and lown

respectively. The boundary [lown, upn] is divided into k equal sections, where Smn denotes
the m-th section of the neuron n. Then ϕ(x, n) ∈ Smn means the m-th section of n is
covered by at the input x. Hence, the KMNC test criterion is defined as

KMNC(T ) =

∑
n∈N |{Smn | ∃x ∈ T : ϕ(x, n) ∈ Smn}|

k × |N |

Neuron Boundary Coverage (NBC) [32] For test inputs T , the output values may
fall into (−∞, lown) or (upn,+∞) referred as corner-case regions instead of the (lown, upn)
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boundary derived from the training data. The NBC measures to what extent the corner-
case regions are covered outside the boundary derived from training data.

NBC(T ) =
|UCN(T )|+ |LCN(T )|

2× |N |

where UCN(T ) and LCN(T ) denote the sets of unique neurons with output values in the
upper and lower corner-case regions, respectively.

Strong Neuron Activation Coverage (SNAC) [32] This criterion semplifies NBC
by only measuring how many upper-corner neurons have been covered by the given test
inputs T .

SNAC(T ) =
|UCN(T )|

|N |
This metrics have then been extended to also calculate coverage from the layer per-

spective:

Top-k Neuron Coverage (TKNC) [32] Given a test suite T and a layer Ll of a DNN,
TKNC is defined as the ratio of the neurons that have been between the most active k
neurons of each layer on the given test data T .

TKNC(T ) =
|⋃x∈T

⋃
1≤l≤L topk(x, l)|
|N |

Top-k Neuron Patterns (TKNP) [32] For a test input x, the top-k neurons of each
layer form a specific pattern. TKNP measures how many patterns of the top-k neurons
are covered by the given test data T .

TKNP (T ) = |{(topk(x, 1), . . . , topk(x, L)) |x ∈ T}|

Despite several concerns raised in recent years about the use of the aforementioned
structural coverage criteria in DNN testing (points remarked also in the next paragraphs
and Chapter 3), these criteria are still under investigation and utilized for test case gen-
eration strategies [34].

Figure 2.2, from [45], provides an illustrative example of the structural coverage criteria
mentioned above, to demonstrate their differences, in terms neurons activation within test
objectives.

More Recent Coverage Criteria.

For completeness, it is important to mention other coverage techniques that, as discussed
in Section 3.2, could pave the ways for future research in this field.

Modified Condition Decision Coverage. One of the first works to explore the inter-
layer relationships as test objectives in the domain of DNN structural coverage testing
is [28]. This study introduces the concept of path coverage by examining connections
between neurons in adiacent layers, drawing from the Modified Condition Decision Cover-
age (MC/DC) concept traditionally used in software testing [46]. Specifically, in software
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Figure 2.2: Illustration of the neurons parts addressed by above mentioned structural coverage
criteria. Figure from [45].

engineering, MC/DC (Modified Condition Decision Coverage) is designed to verify that
each condition in an earlier part of an algorithm has a distinct influence on the decision
outcomes in subsequent instructions. Adapting this concept to DNNs, Sun et al. [28] pro-
posed a methodology aimed at determining if the activation of a neuron in layer Ll is a
primary cause for the activation of another neuron in the subsequent layer Ll + 1.

While this approach expands the range of coverable states beyond those addressed by
previous structural metrics, it encounters possible limitations in terms of scalability. The
large number of interconnections between neurons in consecutive layers poses a significant
challenge to the practical application of this method.

Despite this limitation, the adaptation of MC/DC to the realm of DNN testing repre-
sents an interesting and intriguing advancement for the development of more sophisticated
criteria.

Neuron Path Coverage. Xie et al. [47] proposed one of the first criteria linked with the
explainable AI field. The authors defined the concept of a Critical Decision Path (CDP)
from a set of critical neurons identified through the Layer-Wise Relevance Propagation
(LRP) algorithm [48]. These specific neurons act as the main components for the test
objectives used in the testing strategy. The strong integation of DNN testing with the use
of XAI methods poses this work as a pivotal idea for future research in the field.

Surprise Coverage. Another interesting study is the concept of surprise coverage, pro-
posed by Jinhan et al. [35]. The main idea behind surprise coverage crtieria is on measuring
the ”surprise” (novelty or difference) of test inputs with respect to the distribution of fea-
tures in the training data. To achieve this, the surprise criteria employ kernel density
functions, which are utilized to compute the distance of features from a given test input
from the known training distribution. The goal is to develop test-generation algorithms
capable of exploring novel areas in the DNN’s feature space.

Other recent works. Recent advancements have introduced novel concepts of coverage
criteria that go beyond traditional structural coverage metrics. In [45, 44], the authors
posed interesting observations for a correct design o coverage criteria for DNNs. These
approaches will be thoroughly discussed in Chapter 3.2 to address the current limitations
identified in existing literature while also exploring potential directions for future research.
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2.2.3 On the Properness of Structural Coverage Criteria

Despite the interest in classic structural coverage criteria across from related literature,
recent studies have raised questions about their adequacy.

In [49], the authors conducted a comprehensive comparison of structural coverage
metrics, focusing on functional diversity and defect detection capabilities. Specifically:
(i) functional diversity focuses on analyzing the testing benefits of test samples coming
from a diverse range of output classes. A test set that is sensitive to functional diversity
should report increased coverage when inputs from multiple classes are included. Ideally,
the coverage is expected to grow linearly as the variety of classes in the test set expands.
(ii) Defect detection ability evaluates the effectiveness of a coverage metric in identifying
malicious inputs within neural network models.

The study highlighted a general lack of sensitivity to both functional diversity and
defect detection, indicating a need for new coverage metrics.

Another interesting study that question the use of structural coverage criteria is [50],
which converged to similar results. The authors in [50] confirmed that increased neuron
coverage does not strongly correlate with enhanced defect detection capabilities. In fact,
only 2 out of 64 experimental outcomes supported this hypothesis, while 33 results indi-
cated a negative correlation. This suggests that higher neuron coverage could potentially
impair defect detection, when it is used to enhance datasets for retraining, as in adversar-
ial training scenarios. Furthermore, the study noted a poor naturalness of test-generated
inputs: increasing neuron coverage tends to produce more unnatural inputs. Finally, con-
cerning testing bias, the study revealed that certain class labels inherently have higher
neuron coverage, showing that some criteria could uncorrectly balanced with respect to
the set of output classes addressed.

The work presented in Chapter 3 also explores structural coverage criteria, adapt-
ing them for a distinct application, namely run-time monitoring. However, beyond this
different use case, the results obtained are in align with the observations made in the
aforementioned works ([49] and [50]).

The results achieved in the first part of Chapter 3, combined with the concerns raised
by these studies, have inspired a detailed discussion in Section 3.2, posing potential future
directions in the field of coverage testing.



24 CHAPTER 2. BACKGROUND AND RELATED WORK

2.3 Real-World Adversarial Attacks

The existence of adversarial examples have proved the poor robustness of deep learning
models, showing how imperceptible perturbations can easily deceive their outcomes [20,
51, 52, 12, 53, 16, 54, 55].

However, from the perspective of secure AI, in cyber-physical domains, like autonomous
cars and robots, special attention has been directed towards real-world attacks. As dis-
cussed in the introduction, real-world attacks pose a more intriguing and concrete security
threat due to their ability to inject adversarial effects through physically realizable objects.

2.3.1 Crafting Real-World Adversarial Attacks

Inspired by the categorization adopted by Wang et al. [19], we can define the taxonomy
of real-world adversarial attacks by addressing the attack settings and the attack imple-
mentations.

Attack Settings. With the attack settings, the attacker specifies:

• Reference vision task, for instance, image classification or semantic segmentation;

• Attacker knowledge, i.e., white-box or black-box attacks. Note that due to the dif-
ficulties on crafting real-world attacks in black-box settings (especially for dense
prediction tasks), we will focus our analysi on white-box attacks;

• Adversarial objective, i.e., targeted or untargeted attacks. This indicates whether
the intention is to guide the attack towards a specific targeted output or just reduce
the performance of the model.

In addition to these considerations, specifying the reference testing scenarios is ex-
tremely important. For instance, some attacks have been evaluated solely as digital
patches, i.e., the images are modifed at pixel-level by attaching the patch on top [26, 56, 57].
In contrast, more realistic scenarios involve creating printable objects that are then placed
and tested within the external environment [24, 58, 59, 60].

While the latter represents a more correct testing strategy, the challenges in evaluating
attacks in real-world scenarios pose practical obstacles. As a result, many studies focus
primarily on digital evaluations. Nevertheless, real-world evaluations are crucial, particu-
larly when facing target outdoor scenarios that might be influenced by varying shadows,
light conditions, and other natural transformations. As such, a more realistic evaluation
provides a deeper understanding of the robustness constraints required during the opti-
mization of the attack.

Attack implementation. Once the attack objective is defined, a crafting strategy
should consider:

• Optimization Strategy: many approaches focus on iterative gradient-based attacks,
while other works explore generative model-based approaches [61, 62]. In the follow-
ing, we focus on the iterative gradient-based approach, aligning with the contribu-
tions proposed in this thesis.
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• Robustness Constraints: These are constraints that must be integrated into the
optimization strategy to account for possible transformations that can occur in the
real world. Further details on this point will be discussed later.

• Application Surface: This represents the object or surface used to apply adversarial
features. Many works refer to patch-based attacks where the adversarial attack is a
2D surface depicted as a billboard or a digital patch [26, 24, 26]. In contrast, other
works (e.g., [63, 64, 65]) tackle more complex yet realistic use cases in a physical
environment by utilizing 3D surfaces. In such cases, the attack is depicted as a
texture attached to 3D objects. Some works additionally aim at crafting also the
shape of the surface, introducing an additional degree of freedom for performing the
attack [66]. Finally, certain works do not focus on texture-level attacks but instead
address optical attacks, by the means of laser [67] or flashlights [68].

Figure 2.3, from [19], presents a list of works that characterized the ongoing research
on real-world adversarial attacks.

Figure 2.3: Illustration of different types of freal-world attacks. Image from [19]

Adversarial Optimization Problem. A generalized formulation of a real-world attack
attack’s objective can be written through the following optmization problem:

δ = argmin
δ

Ex∈X,ζa∈Γa,η LAtt(f(x̃), yadv) (2.3)

where the pertubed image x̃ is obtained through a patch application function

x̃ = g(x, δ,Γa, η),

which allows to control possible transformation of the patch and its position within the
image. In particular, the patch application function replaces the area of the image x
specified by a patch placement function η with an modified version of the patch δ obtained
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by a transformation randomly selected from Γa, hence returning the patched image x̃.
More in details:

• A set of appearance-changing transformations Γa: Each element of Γa is a composi-
tion of different transformations, as illumination changes (brightness and contrast)
and noise addition (uniform or Gaussian). This set of transformations is randomly
sampled, and the selected transformation is directly applied to the patch δ. The
typical parameters of these transformations are randomized during the optimization
to make the adversarial features more robust across real-world environments.

• A patch placement function η: This function defines which portion of the original
image x is occupied by the adversarial features. The function η can have different
definitions depending on the chosen attack. For instance, it can address a simple
random 2D position or it can account for projective placement based on 3D trans-
formations.

Finally, the attack loss function LAtt depicts the objective function to be optimized.
LAtt consists of a weighted sum of multiple loss functions, including the adversarial attack
loss LAdv. To further ensure that the patch transfers well to the real world, additional
losses are considered for physical realizability of the patch. For examples, a a smoothness
loss LS and a non-printability score LN . These additional losses are both discussed more
in details in Section 2.3.1.

Note that the optimization problem in (2.3), also known as Expectation over Trans-
formation [13], has been formulated here in a completely generalized manner to fit with
different attack settings (e.g., targeted or untargeted). In the following subsections, we
better address all the differences across various settings and implementations.

Adversarial objective

As mentioned previously, we can consider two different attack objectives: untargeted at-
tacks and targeted attacks. Untargeted attacks aim at foolin a target model into outputting
predictions that deviate from the correct ground truth label (y). Conversely, targeted at-
tacks aim at returning a specific outcome chosen by the attacker.

Technically speaking, the attack objective is usually specified in the adversarial loss
function LAdv. For instance, in the case of untargeted attacks, in equation (2.3) yAdv should
resemble the ground truth label (yAdv = y), where the adversarial loss function included
in LAtt should be defined such that the optimization process causes the output to deviate
from having yAdv (e.g., negative cross-entropy loss for image classification). Conversely,
in the case of targeted attacks, yAdv could represent a desired class (yAdv ̸= y) and the
adversarial loss should push the prediction towards yAdv (e.g., cross-entropy loss).

It is important and also interesting to note that targeted attacks encounter more
obstacles. This is especially true when the relationship between the original and target
classes is semantically hard to get within the high-dimensional decision space [69]. This
implies that targeted attacks are often more complex to perform than untargeted ones [70,
52]. This assertion is also supported by our findings in Chapter 4, which explores semantic
segmentation tasks in driving scenarios. For instance, crafting adversarial patches to
misclassify ’road’ as ’tree’ proved to be challenging, whereas misleading the model to
misclassify ’road’ with ’sidewalk’ was notably easier.
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Transformations and Robustness Constraints.

Equation (2.3) aims at generalazing the attack to be robust against different transfor-
mations, which represents a crucial aspect in the optimization of real-world adversarial
attacks. To this end, the objective is to optimize the attacks across a broad set of trans-
formations, addressing changes in both appearance and position (in the 2D or 3D world).

However, the choice of transformations to consider is problem-specific and should be
made with careful consideration. While a larger set of transformations can enhance gen-
eralizability, it may also likely reduce the power of adversarial effectiveness. This is due
to the introduction of more constraints in the optimization problem.

Common approaches involve classic transformations such as rotation, scaling, trans-
lation, perspective distortion, reflection, brightness, blur, and so on. The specific set of
transformations, and also how they are weighted during the optimization, should be de-
cided accounting the tasks and the attack scenarios. For instance, in the case of small
indoor scenario some transformations could more important than outdoor driving envi-
ronments.

Projective 3D Transformations. In some works, e.g., [71, 66], and the work presented
in Section 4.3, 3D transformations are considered to improve the adversarial transferability
of the object in the 3D world. However, to allow the use of 3D projections, additional
information should be provided, such as the 3D rotation-translation matrix. Specifically,
using 3D rotation-translation in homogeneous formulation [72], it is possible to express
the position of a 3D point on the attackable surface pS (initially expressed in the surface
reference frame) from the perspective of the camera reference frame (e.g., the camera on
top of the autonomous veichle). Given T b

a , as the rotation-translation matrix from the
generic reference frame a to b, which is expressed as a composition of a rotation matrix
Rb

a and translation vector tba,

T b
a =

[
Rb

a tba
01×3 1

]
, (2.4)

the expression for a point on the attackable surface in the camera reference frame is

pC = TC
WT

W
S pS (2.5)

where TC
W is the World-to-Camera rototranslation, and TW

S is the Surface-to-World roto-
translation.

The resulting point can be projected with a pinhole camera model, which is the one
used by RGB camera sensor. The projection, which is expressed in pixels, and identify
the position of the point on the image, can be obtained as

ppixels = KpC (2.6)

where K is the intrinsic matrix of the RGB camera sensor. Its general form is

K =

f 0 cx
0 f cy
0 0 1

 (2.7)
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where f is the focal, and (cx, cy) is the center of the image expressed in pixels (and still
in homogeneous coordinate).

Retrieving these parameters can be difficult, to this end important tools are required.
For instance, as described in [73], to craft adversarial t-shirts, the authors used a checker-
board pattern to map pixels from one frame to another, providing parametric information
about the t-shirt deformation and movement.

In the context of driving scenarios, as those discussed in [24], many studies leverage
virtual environments, like Carla [74]. These simulations automatically provide 3D ma-
trices, which can then be integrated into the optimization processes with 3D projection
operations (see approach proposed in Chapter 4).

Non-printability score and smoothness loss. The transformations mentioned previ-
ously are typically applied as a preprocessing step. However, there are also other important
constraints, which need to be integrated into the loss function of the adversarial attack.

In particular, physical realizability is a crucial factor to consider in the optimization
process of digital adversarial features. This is because the printer used to print the adver-
sarial textures likely cannot replicate the entire continuous spectrum of colors (i), and may
not match the resolution of the digital representation of the features (ii). Additionally,
the level of detail and noise in images collected in specific environments can significantly
differ from those considered during the digital optimization (iii).

To addressed the first issue, the non-printability score [75] is introduced to take into
account this effect. Assuming that a pixel p of the patch δ is composed of an RGB triplet,
the non-printability score LN is defined as

LN (p) =
∏

c∈Colors

∥p− c∥ (2.8)

where Colors is the set of RGB triplets that compose the printable color palette of the
printer. The non-printability score is then averaged across all the pixels p of the patch δ.

Concerning the second and third issues, typical adversarial perturbations are generally
very noisy, since there is very little correlation between adjacent pixels. These patterns in
the real world are smoothed out by both the printing process, and the camera acquisition
process (which introduces noise and blurring). This effect can be taken into account by
considering a smoothness loss, defined as

LS =
∑
i

∑
j

[(δi+1,j − δi,j)
2 + (δi,j+1 − δi,j)

2] (2.9)

where (i, j) are the 2D index of the patch. This additional loss function introduces cor-
relation between adjacent pixels, and should help craft a more “smooth” perturbation,
without noisy patterns.

Overall adversarial attack loss. Considering only the previously mentioned losses1,
we can compute the final adversarial attack loss for physically-realizable real-world adver-
sarial attacks as follows:

LAtt = wadvLadv + wNLN + wSLS (2.10)

1additional losses may be required depending on the specific problem addressed
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where wadv, wN , wS are the weights corresponding to each loss component.

Implementation of formula.

As previously mentioned, many studies address an iterative gradient-based method for
solving (2.3). The process at step t can be defined as follows:

δt+1 = clip[0,1]

(
δt + ϵ ·

∑
x∈X

∇δk,tLAtt(f(x̃), yAdv)

)
, (2.11)

where x̃ = g(x, δ,Γa, η), and ϵ represents the step size.

2.3.2 Related work

A pioneering study on physical adversarial attacks is Kurakin et al. [54], which proposed
a strategy for crafting real-world adversarial pictures against image classifiers. Building
upon this foundation, Athalye et al. [13] introduced the Expectation Over Transformation
(EOT) algorithm, detailed above. This approach enabled the creation of objects that
maintain their adversarial properties when collected from different points of view.

Subsequently, [26, 76] introduced adversarial patches, as localized, image-agnostic ob-
ject capable of fooling neural networks when placed in the input scene. Adversarial patches
are still largelly explored and used in the literature, as a versatile tool for understanding
the real-world robustness of DNNs.

Later, a large set works have addressed patch-based physical attacks for vision tasks,
such as image classification and facial recognition [26, 75, 77], single-object detection [76],
and steering angle prediction [61]. Other works have extended the analysis of real-world
attacks to dense prediction tasks like, multi-object detection [78, 79, 80, 63, 81, 82, 83],
optical flow [84], LiDAR object detection [85], and monocular depth estimation [86]. Ad-
ditionally, interesting works have explored the use of adversarial attacks as textures on
wearable items, like adversarial T-shirts [73, 78].

Finally, it is also noteworthy that the large research in the community on real-world
adversarial attacks has inspired the realization of several surveys, including [34, 19, 87,
88, 89, 90, 91].

The studies conducted in this thesis primarily focus on dense prediction tasks, with a
particular emphasis on semantic segmentation models, an area not extensively explored
before, concerning real-world adversarial attacks. Addressing dense prediction tasks in vi-
sion, such as semantic segmentation or object detection, as opposed to single output tasks
like image classification, presents intriguing and novel challenges. Informally speaking,
these challenges arise because deceiving areas outside the adversarial patch becomes sig-
nificantly more complex due to the intrinsic architectural nature of convolutional models.

Attacks in Driving Scenarios

Many works across the literature of attacks on autonomous driving tasks [63, 64, 92, 71,
93, 94, 93] rely on single and multi-objects detection, and steering angle prediction.

Evaluating and attacking the robustness in the context of autonomous driving presents
inherent challenges, due to the need of getting precise control over complex outdoor driving
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environments. To address this, works like [63, 79] have turned to the use of autonomous
driving simulators, with Carla [74] being a particularly valuable solution. Different from
previous works that primarily focused on crafting 2D objects like patches [26], some studies
have pushed the attention towards attacks that encompass the 3D space. For instance,n ad-
versarial camouflage-based attacks that involve altering the appearance, shape, or texture
of 3D objects, studies like [71, 66] have introduced interesting techniques as differentiable
rendering [93] and adversarial optimization strategies [71, 66].

In our investigation, detailed in Chapter 4, we focused on optimizing 2D objects, such
as adversarial patches and billboards, while paying special attention to 3D transformations
during the optimization steps. This choice simplifies the optimization problem by focusing
on 2D objects instead of 3D objects, thereby enabling more effective attacks and well
transferability due to the use of 3D transformations.

On the Spatial Robustness

In addition to the discussed attack scenarios and tasks, important observations, which
have inspired our studies conducted in Chapter 4, arise from [56] and [95]. These works
provide fundamental insights concerning the robustness of convolutional neural networks
models on dense prediction tasks.

Specifically, [95] was one of the first works to explore the concept of spatial robustness
by empirically evaluating how much a patch can impact predictions beyond its local region.
Recognizing the poor robustness of various models, the authors introduced an adversarial
training mechanism designed to reduce the perceptive fields of the model. This approach
encourages the prediction of each input pixel to depend more on its local area. While their
method led to notable improvements in spatial robustness, we noticed that the capability
of an attack to influence regions outside the patch is more related to architectural aspects
of the model, rather than to the training of the model’s weights.

The second work, [56], was a pioneering study addressing the robustness of semantic
segmentation models against localized and image-specific perturbations (not necessarily
adversarial patches or real-world attacks). They crafted imperceptible and localized per-
turbations, in specific areas of driving scenarios to understand their impact beyond the
perturbed regions. Their extensive investigations across various models revealed signifi-
cant variations of the in attack effectiveness depending on the specific architecture used.
These findings have inspired us to conduct a deep investigations of the robustness of recent
semantic segmentation models in real-world scenarios.
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2.4 Defenses Against Real-World Attacks

Several defense strategies have been developed to improve the robustness of computer
vision models against real-world attacks. In the subsequent sections, we will delve into
the existing literature, with a specific focus on aspects and properties that are directly
relevant to the research conducted in this thesis (5).

2.4.1 Taxonomy of Real-World Defense Mechanisms

Different surveys in the literature have reviewed recent defense mechanisms [96, 34, 88, 97].
While these papers primarily categorize methods based on their performance and target
tasks, our approach will address the literature from various perspectives. In doing so, we
aim to highlight the importance of considering practical aspects beyond standard defense
performance. These aspects are crucial for demonstrating the applicability of a given
defense in real-world scenarios, particularly in safety-critical real-time systems.

Table 2.1 summarizes the list of defense mechanisms related with the works proposed
in this thesis (Chapter 5). The works have been categorized based on properties discussed
in the following paragraphs.

Defense method Objective CV Task Comp. Cost Evaluation

SentiNet [98] Det IM Multiple iterations +
XAI algorithm

Dig

Jujutsu [99] Det+Mask IM Multiple iterations +
XAI algorithm

Dig

PatchGuard [100] Det IM Multiple iterations Dig

DetectorGuard [101] Det IM XAI algorithm Dig

Lance [102] Det IM Multiple iterations +
XAI algorithm

Dig

LGS [103] Det IM (+) Filtering operation Dig

MRD [104] Det IM Multiple iterations. Dig

PatchCleanser [57] Det IM Multiple iterations Dig

HyperNeurons [105] Det IM (+) Statistical analysis Dig

MaskNet [106] Mask OD (+) Pre-filtering DNN Dig+RW

Segment Mask OD (+) Pre-filtering DNN Dig+RW

PatchZero [59] Mask OD (+) Pre-filtering DNN Dig+RW

ZMask (ours) [107] Det+Mask Mult. Statistical analysis +
Multiple inferences.

Dig+RW

FPDA (ours) [24] Det Mult. Statistical analysis Dig+RW

Table 2.1: Overview of related defense mechanisms. For each method, we report: (i) the objective
of the defense, which could be adversarial detection (Det) and/or adversarial masking (Mask); (ii)
the computer vision task to which it is applicable, where ’+’ indicates that, although not tested
in the original paper, the method could easily be generalized to other tasks. The absence of
’(+)’ indicates task specificity; (iii) notes on the computational cost of the method; and (iv) the
evaluation performed to assess the correctness of the approach, which could be digital (Dig), or in
real-world/simulated scenarios (RW).

Defense Objective

A first important categorization relies on the objective of the defense mechanisms. Closely
related to the contributions described in this thesis, we distinguish between defenses that
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perform adversarial detection and adversarial masking.
In adversarial detection the objective is to categorize samples that have been attacked,

suggesting to reject the output associated with the input. In this context, the approach
does not put particular effort into identifying the exact position of the real-world adver-
sarial object, leading to the entire output being rejected. The second class of approaches,
adversarial masking, aims at identifying the exact position of the real-world object, thereby
masking its presence with a zero mask. This helps perform a new inference with the real-
world adversarial object masked, ensuring that the output is no longer affected by possible
corruptions. Figure 2.4(a) clarifies this distinction, while in the following we formalize
these two objectives.

Adversarial detection A detection mechanism for adversarial patches is a binary clas-
sifier Dd(x, f) that outputs a binary decision, indicating whether a given image contains
an adversarial attack or not, considering the victim model f . Formally, we can express
Dd(x, f) as follows:

Dd(x, f) =

{
True, if x contains an adversarial attack,

False, otherwise.

The detector Dd needs to be sensitive enough to recognize the effect of possible real-
world adversarial attacks made by δ on the model f , while also limiting false alarms on
not attacked images.

Adversarial masking The goal of an adversarial masking mechanism instead can be
described by a function Dm, which aims at generating a mask M to cover the real-world
adversarial object. This masking function can be expressed as follows:

M = Dm(x̃, f),

where Dm processes x̃ and identifies the regions likely containing the adversarial patch,
outputting a mask M that can be used to filter out δ from x̃.

The mask M is typically a binary matrix of the same spatial dimensions of x̃. The
values in M indicate whether a pixel should be considered as part of the adversarial object
(0) or not (1). Once M is computed, the cleaned image can be represented as:

x̃cleaned = M⊙ x̃ (2.12)

The cleaned image x̃cleaned is then processed by the victim model f , removing the
effectiveness of the adversarial attack and preserving the integrity of the original image
content as much as possible. Formally speaking, the previous objective can be represented
through the following property:

L(f(x̃⊙M),y) ≈ L(f(x),y). (2.13)

Practical considerations By definition, the adversarial masking task can be easily
extended to include adversarial detection: once the location of a real-world adversarial
attack is computed (i.e., the generated mask contains at least a minimum amount of zero
pixels), the input can promptly be classified as adversarial.
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The practical decision to use adversarial masking or detection techniques relies on the
specific application context. In scenarios where adversarial attacks might dynamically
emerge across multiple consecutive frames, opting for masking algorithms is reasonable.
This avoids the need to reject numerous consecutive outputs, which could potentially
reduce the effectivness of the AI algorithm. On the other hand, in environments where
attacks are rare, non-consecutive, and where an sporadic reject of outputs is tolerable,
relying on a adversarial detection mechanism could be a valuable option.

Figure 2.4: (a) A toy illustration highlighting the main differences between adversarial detection
and adversarial masking. (b) A scheme of two sets of methods used to perform adversarial masking
and detection. The first set (top) utilizes a masking module, which is often an image-to-image DNN
as UNet [108]. This additional model is trained to compute a defense mask. In contrast, other
approaches perform statistical analysis of internal features to detect any malicious or unexpected
behaviors, thereby classifying the input as unsafe and allowing filtering out of the adversarial attack
(as indicated by the dotted line).

Other Objectives in the Literature. For the sake of completeness, it is worth men-
tioning the existence of other defense objectives.

Adversarial Training. Other works [95, 106, 109, 110] investigated the use of adver-
sarial training approaches to improve the model robustness against real-world attacks.
However, unlike adversarial perturbations, the idea of adversarial training is less feasible
for real-world adversarial objects. This is because the attacks based on adversarial objects
(or patches) are local and perceptible, implying a highly active and dynamic region in the
image. Moreover, the magnitude of noise in patch attacks is relatively much higher than
norm-based perturbations. This implies that adversarial training within real-world attacks
would lead to training on a divergent data distribution from the original one, impacting
the decision boundary and sacrificing natural accuracy.

It is worth noting that some of the works highlighted in Table 2.1 (e.g., [106, 59,
60]) employ adversarial training techniques to train secondary models for the adversarial
mask extraction. This form of adversarial training, while not altering the weights of the
victim model, allows the secondary model to identify and learn patterns of features that
are potentially adversarial for the victim model. Although these strategies have shown



34 CHAPTER 2. BACKGROUND AND RELATED WORK

promising results, they may lead to gradient masking issues [111, 112], thus producing a
false sense of security and affecting the trustworthiness of the defense strategy.

Conversely, the methods proposed in Chapter 5 diverge from the use of additional
DNNs, which introduce additional complexity and overhead. Instead, our approaches
directly target properties of internal model features that shown to be susceptible to ad-
versarial attacks. This is accomplished by running precise statistical analysis that address
the presence of possible anomalous behaviours in the features space. Figure 2.4(b) clarifies
this distinction.
Certified Approaches. Certifiable defenses are designed to provide provable guarantees
against specific types of attacks [113, 114, 113, 115]. These defenses are typically compu-
tationally intensive, as they involve assessing extreme bounds during operations to certify
the model robustness in worst-case scenarios. However, in line with the discussions in this
chapter, our research prioritizes practical applicability, considering both computational
efficiency and inference time. At the same time, we aim also to address crucial aspects
of real-world safety-critical systems, as extracting an interpretable robustness that could
practically provides a high sense of trustworthiness.

2.4.2 Practical Requirements

It is important to mention practical considerations that only a few works in the literature
take into account for the design of a defense mechanisms against real-world attacks. The
practical requirements listed below are essential for assessing the applicability and relia-
bility of defense methods, especially when implemented in safety-critical systems such as
autonomous robots and cars.

• Computation time: Due to the difficulties in providing certiable robust standalone
DNNs, many AI systems are required to integrate run-time defense mechanisms at
testing time. This introduces a strong need to understand the cost of the strategies
as they may impact the overall inference time.

• Transferability for different computer vision tasks: As shown in Table 2.1,
many defense mechanisms focuses on aspects only linked with image classification
models. Only a limited subset of these strategies can be readily adapted to dense
prediction tasks, such as object detection or semantic segmentation. This fact un-
derscores the necessity of developing techniques that are capable of generalizing
across different vision tasks, especially considering that many tasks, regardless of
their specific nature, often rely on similar backbone models.

• Exaplinable robustness and defense-aware attacks: Another crucial aspect is
the importance of providing clear interpretations of the operations perfomed by the
defense strategy. These should indicate also potential failures of the approach and
how an attacker might devise further adaptive attacks against it. Such transparency
not only enhances the trustworthiness of the defense mechanisms but also allows a
continuous refining against evolving threats.

• Evaluation scenarios: As for the evaluation of real-world attacks, realistic bench-
marsks and tests should be taken into account. It allows assessing the effectivness
of the defense mechanisms even when applied in a realistic environments.
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2.4.3 Related Work on the Over-Activation Analysis

Among all the works mentioned above, [105, 116] have demonstrated that real-world ad-
versarial attacks are strongly correlated with over-activations in network layers. More
specifically, in [116], the authors attempt to establish a solid foundation for the existence
of over-activation in image classifiers, particularly in relation to convolutional neural net-
works.

Without delving into the details of the formulations provided by [116], which will be
discussed more deeply in Chapter 5, the main idea is that the patch needs to strongly
over-activate features aligned with the weight of the target adversarial class. This is nec-
essary for prevailing over all the remaning not attacked features, i.e., those not belonging
to the patch. In Section 5.1, the formulation behind this idea will be reprosed from a
different perspective, and adapted also for the case of dense prediction tasks, serving as a
foundational concept for the contributions of this thesis.

Building upon the potential connection between over-activation and adversarial effects
induced by real-world attacks, the previous works have implemented strategies concerning
adversarial detection [105] or clipping layers to increase the robustness of the model [116].

In [105], the defense method relies on performing statistical analysis in internal network
layers to determine if the cumulative magnitude of the features exceeds a precomputed
threshold, hence deeming the input as unsafe.

In the second work, the authors in [116] implemented feature-norm clipping layers
designed to mitigate the spread of over-activation caused by the patch across network’s
layers. While the theoretical foundation of this work is a important milestone for the
research conducted in this thesis, the implementation of the feature-norm clipping layer
raises some concerns. Specifically, it could be somewhat disruptive to the architecture
of a pre-trained model, potentially affecting the performance and output decisions. Fur-
thermore, the specific implementation proposed [116] assumes a predefined size for the
adversarial patches, which could represent a strong assumption.

Inspired by the use of statistical analysis in the field, we noted that the approach
adopted in [105] can be further adapted for dense prediction computer vision tasks, such
as object detection and semantic segmentation. This adaptation and its implications are
discussed in detail in Section 5.2.1. Additionally, we have expanded the application of sta-
tistical analysis to extract adversarial masks by leveraing information from multiple layers,
as discussed in Section 5.3. Finally, we introduce an attention mechanism in Section 5.5,
for multi-frame applications, showing to speed up the computational cost of adversarial
masking defenses by leveraging temporal analysis of the over-activation.
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Chapter 3

Exploring New Perspectives of
DNN Testing

In the first part of the chapter, we introduce a novel approach conceived to extend the
use of structural coverage criteria for run-time monitoring of DNNs. Specifically, in the
following sections, we provide a discussion of the proposed run-time monitoring frameworks
and define new structural coverage criteria tailored to this particular application.

Then, in the second part of the chapter, inspired by the discussion of the literature
in Section 2.2, we explore new research opportunities for both DNN coverage testing and
run-time coverage monitoring.

3.1 Run-time Monitoring of DNNs via Coverage Testing

Safety-critical systems, such as those used in aviation, automotive, and medical devices, are
required to meet high standards due to their impact on human lives and the environment.
To ensure that these systems operate as expected, rigorous testing strategies are required.
However, it is also important to design proper continuous monitoring to keep track of
the system reliability and safety after deployment [117, 118, 119, 120]. In the software
engineering field, this process involves continuous observations and analysis of the systems
at run-time, in order to detect, report, and, if necessary, respond to anomalies from the
system intended behavior.

Inspired by the high similarity drawn between software algorithms and deep neural
networks (Section 2.2), we propose a framework to monitor the behaviors of DNNs at run-
time. Specifically, by leveraging the concept of coverage testing, where a test objective
(defined by a specific coverage criterion) represents a particular model behavior, we posit
that a similar approach could be also applied to interpret common patterns from known
training samples and to verify whether new patterns emerging from new samples at run-
time align with expected ones.

In this application scenario, the role of the coverage criterion diverges from the tradi-
tional concept of DNN coverage testing: its purpose is not to measure the patterns covered
within a test set. Rather, it is intended to serve as a tool for understanding the model
behavior based on previously learned data, enabling a check of whether the predictions for
new inputs align with known and expected patterns of the network. Figure 3.1 provides

37
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an illustration of our approach, contextualized within the MLOps pipeline.

Figure 3.1: Differences between coverage testing and run-time coverage monitoring in the pro-
duction pipeline of DNNs

Terminology and Notation

Before illustrating the proposed coverage monitoring pipeline and the coverage analysis
methods, we further introduce some formalism specific for this chapter. This notation
extends the preliminaries introduced in Section 2.1.

In this chapter, we omitted the use of the spatial and channel dimensions in internal
tensors, as instead introduced in Section 2.1. Therefore, to simplify the following expla-
nations, we can rearrange the 3D tensor representation into a 1D form by squeezing the
channel and spatial dimensions, i.e., representing f as a fully-connected model.

To correctly keep track of all the neuron indices in the model f , we denote the j-th
neuron at layer Ll by nl,j ∈ Nl, where Nl is the subset of all the neurons at layer Ll. The
whole set of neurons is defined as N = {nl,j | l ∈ {1, . . . , LNL

}, j ∈ {1, . . . , Nl}}.
Let Vl(x) ∈ R(Cl·Hl·W l) be the vector denoting the activations of the neurons in layer

Ll for an input x, i.e., Vl(x) = f0→l(x) and let vl,j(x) be the j-th element of Vl(x), the
neuron activation value is hence defined as

vl,j = ϕl(ul,j) with ul,j = bl,j +
∑

wl,h,j · vl−1,h, (3.1)

where wl,h,j is the weight of the connection between neurons nl−1,h and nl,j , bl,j is the bias
term of neuron nl,j , and ϕl is the activation function.

This work focuses on classification tasks, where the DNN associates a generic input x
to a class ŷ belonging to a set of Ny classes.

Note that, the formalism adopted is a generalization of the approach presented in
Section 2.1 and can be used also with convolutional neural networks (CNNs) [121].

3.1.1 Proposed Monitoring Framework

The core concept of the proposed monitoring architecture is to identify a series of activation
patterns that are considered safe based on a given coverage metric. Subsequently, at run-
time, the activation patterns from new inputs are compared against these safe patterns,
measuring the degree of match using a specific confidence metric.
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Figure 3.2: Overview of the monitoring architecture with its offline and online phases. Grey boxes
denote meta-algorithms, i.e., those whose behavior depend on the selected coverage criterion.

The workflow of the proposed architecture is illustrated in Figure 3.2 and consists
of an offline phase (also called Signature generation) and an online phase (also called
Trustworthy inference).

Offline phase (Signature generation). In this phase, the network processes a set
of trusted inputs, denoted by Trusted Set, that generate correct network outputs with a
high prediction score. Each sample in the Trusted Set is used to perform inference on the
target trained DNN. During inference, the intermediate results produced by the various
layers of the DNN (e.g., the neuron outputs) are collected and used to apply a certain
coverage paradigm, denoted by Coverage Analysis Method (CAM). The coverage results
across all inputs in the Trusted Set are then grouped by the corresponding output classes
and aggregated to produce a representation of the covered activation patterns (by the
Aggregation Algorithm). This representation is then compressed to produce a file called
DNN Signature. The DNN Signature encodes all network activation patterns that are
deemed safe for each output label, under a certain CAM. Both the Coverage Extraction
and the Aggregation Algorithm depend on the selected CAM.

Online phase (Trustworthy inference). The network is deployed together with
a DNN Signature. At inference time, given a new input xnew, the same CAM used to
generate the DNN Signature is applied to extract the coverage result generated by xnew,
which is referred to as DNN Active State. Given the class ŷ predicted for xnew, a Confidence
Evaluation Algorithm computes the matching level between the Active State stimulated
by xnew and the trusted one encoded in the DNN Signature corresponding to class ŷ,
producing a confidence value for the prediction. When such a confidence is below a
given threshold, the input xnew is deemed unsafe. The configuration of such a threshold
is addressed later. The Confidence Evaluation Algorithm also depends on the selected
CAM.
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Notes on the low level implementation with Caffe

With the goal of deploying the proposed solution on constrained devices, the initial imple-
mentation of our architecture was developed as an extension of the Caffe framework [122].1

The extension introduces a new type of layer in Caffe, called Coverage Layer (CV-
Layer), which operates in a transparent (i.e., pass-through) fashion, hence not altering
the DNN hyperparameters. The CV-Layer applies a coverage criterion at inference time
based on the tensor data it receives in input and is used during both the offline and online
phases. When installing a CV-Layer, given that it operates as a pass-through component,
connections between two layers, say Ll and Ll+1, can be preserved by connecting (i) the
output of Ll to the input of the CV-Layer and (ii) the output of the CV-Layer to the input
of Ll+1. Multiple CV-Layers can be installed depending on the behavior of the selected
CAM. For instance, CAMs that work by analyzing all neuron outputs of the network
require the installation of a CV-Layer after each layer of the original DNN. An example
installation of the CV-Layer is illustrated in Figure 3.3b.

Figure 3.3a illustrates the interconnection between the principal software blocks of the
tool and the Caffe framework. Under Caffe, networks are distributed via a prototxtmodel
file, which should include the CV-layers in the network architecture, and a caffemodel

file, which contains the trained weights (both referred to as ’Caffe params’ in the figure).
Regarding the tool, the required parameters (referred to as ’Tool params’ in the figure)
are a specification of the Trusted Set and the identifier of the selected CAM (to be chosen
among those supported by the tool). The tool will then instantiate the implementation of
the monitoring functions associated to the selected CAM.

Finally, the tool is capable of exporting and importing the DNN Signature using the
hdf5 file format by means of the hierarchical data format (HDF) API: It manages the
interaction with the DNN Signature, as the export at the end of the offline phase, or the
import at the beginning of the online phase. The tool also allows reading the confidence
evaluation outcome during the online phase, which represents the confidence metric of the
applied CAM.

Each CAM is developed both in CUDA and C++. Since the CV-Layers are totally
compliant with the other Caffe layers, the DNN framework will take care of forwarding
tensors to the selected implementation based on the available architecture (e.g., GPU or
CPU). At the same time, it is up to the tool to select the device implementation of the
Confidence Evaluation Algorithms.

Another feature offered by the tool is the possibility of computing the signature in the
offline phase using a mini-batch approach. The Trusted Set is split into multiple mini-
batches where each one represents a single, but large input tensor that is analyzed by the
CV-Layer on the same inference pass. The values extracted from the inputs of the mini-
batch, according to the selected CAM, are then merged into the DNN Signature with the
results obtained by previously-processed mini-batches. This approach significantly allows
speeding up the creation of the DNN Signature creation time, especially when it is possible
to parallelize the procedure.

1The rationale behind implementing the proposed mechanism in Caffe at the time was based on the
advantages of the low-level (C and CUDA) optimization provided by Caffe. This approach enables the
mechanism to also address constrained and embedded platforms effectively.
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(a)

(b)

Figure 3.3: (a) Overview of the tool architecture. (b) Example network architecture with two
CV-Layers installed after two ReLu activation layers.

3.1.2 Coverage Analysis Methods

This section presents three CAMs together with the corresponding algorithms required to
instantiate the monitoring architecture illustrated in Figure 3.2.

Note that classic structural coverage crtieria for DNNs, introduced in Section 2.2,
were conceived for the purpose of DNN coverage testing. Nevertheless, they inspire the
following CAMs, which are instead designed for being applied to the monitoring scheme
proposed in Section 3.1.1.

Single-Range Coverage (SRC)

This CAM is based on the Neuron Boundary Coverage criterion [32] and works by ana-
lyzing the range of output values produced by each neuron. During the offline phase, the
minimum and maximum output values produced by the neurons when testing the Trusted
Set are recorded to set the range of the “typical” behavior of the network when stimulated
by trusted inputs.

The Trusted Set S is split into Ny subsets S1, ..., SNy , one for each class, where Si
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denotes the set of inputs in S belonging to the i-th class. The DNN Signature σi for
the i-th class (with i = 1, . . . , Ny) is a collection of pairs σi,l,j = (vmin

i,l,j , v
max
i,l,j ), where v

min
i,l,j

and vmax
i,l,j denote the minimum and maximum output values produced by neuron nl,j ,

respectively, over all inputs in Si. The Aggregation Algorithm of SRC is summarized in
Algorithm 1.

Algorithm 1 Aggregation Algorithm of SRC.

Require: Trusted Set S, trained DNN
Ensure: DNN Signature σ
1:

2: Algorithm:
3: for Si ∈ S do
4: σi = {}
5: for nl,j ∈ N do
6: vmin

i,l,j = minx∈Si{vl,j(x)}
7: vmax

i,l,j = maxx∈Si{vl,j(x)}
8: σi,l,j = (vmin

i,l,j , v
max
i,l,j )

9: Add σi,l,j to σi
10: end for
11: end for
12: return σ = {σ1, . . . , σm}

During the online phase, given a new input xnew and the corresponding class ŷ predicted
by the DNN, the DNN Signature σŷ is compared against the output values produced by
the neurons, denoted as the DNN Active State. The Confidence Evaluation Algorithm of
SRC returns a confidence value that is computed as a function of the number of neurons
whose output value vl,j(xnew) is outside the range specified by pair σŷ,l,j . The confidence

is computed as c = exp(−η·ln(2)
τŷ

), where η is the number of neurons out of range and τŷ
is a class-dependent parameter, called threshold, which tunes the slope of the exponential
function (the higher the threshold, the faster the function goes to zero). Note that, if
η = τŷ, then c = 0.5. The specific values for parameters τŷ are set with a calibration
procedure presented in Section 3.1.3. The rationale of this formula is to map the computed
coverage cost η to a confidence value between 0 and 1, to be compliant with typical softmax
scores. A smooth exponential function is adopted also because it allows assigning a high
confidence when just a few values fall outside the ranges in the signature.

This procedure is reported in Algorithm 2, assuming to monitor all the network’s neu-
rons N . In practice, to balance performance with computation time, all these algorithms
can also be executed on a subset of N (see Section 3.1.1).

Multi-Range Coverage (MRC)

This CAM is based on the K-Multi-Section coverage criterion [32] and extends SRC by
introducing multiple ranges to analyze the output of the neurons. The offline phase works
as follows. First, as for SRC, the minimum and maximum output values produced by the
neurons when testing the Trusted Set are recorded. Then, each output range is evenly
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Algorithm 2 Confidence Evaluation Algorithm of SRC.

Require: input xnew, DNN Signature σ, trained DNN, thresholds τi
Ensure: confidence c
1:

2: ŷ = argmax1≤j≤Nclass
{f(xnew)}

3: η = 0
4: for nl,j ∈ N do
5: Extract σŷ,l,j from σŷ
6: (vmin

ŷ,l,j , v
max
ŷ,l,j ) = σŷ,l,j

7: if vl,j(xnew) /∈ [vmin
ŷ,l,j , v

max
ŷ,l,j ] then

8: η ++
9: end if

10: end for
11: return c = exp(−η·ln(2)

τŷ
)

split into Q sub-ranges. Finally, for all the inputs of the Trusted Set, the algorithm counts
the number of times in which the neuron outputs fall in a given sub-range.

Formally, using the same notation introduced for SRC, for each output class with
index i, the output range of each neuron nl,j is split into Q sub-ranges of size ∆i,l,j =
(vmax

i,l,j − vmin
i,l,j )/Q. For convenience, the last of such sub-ranges is defined as [vmin

i,k,j + (Q−
1)∆i,l,j , v

max
i,l,j ], while the others have open right endpoints. The DNN Signature σi for the

i-th class is a collection of tuples

σi,l,j = (vmin
i,l,j , v

max
i,l,j , λ

1
i,l,j , λ

2
i,l,j , . . . , λ

Q
i,l,j),

where λqi,l,j ∈ [0, 1] (with q = 1, . . . , Q) is given by the number of times the output of
neuron nl,j falls within the q-th sub-range when the network is stimulated by inputs in
Si, divided by the cardinality of Si itself. The Aggregation Algorithm of MRC, reported
in Algorithm 3, first computes the minimum and maximum output values of the neurons,
and then the corresponding occurrencies to produce the DNN Signature.

The idea behind the online phase of MRC is that the more a new input xnew produces
neuron output values outside the sub-ranges matched by the inputs in the Trusted Set,
the more xnew is likely to be unsafe. Given xnew, the DNN Active State is composed of
the identifiers of the sub-ranges to which the output of the neurons belong to, if any. This
is used to assign a cost Θl,j(xnew) ∈ [0, 1] to each neuron nl,j that quantifies how much
the neuron output is deemed unsafe. Being i the index of the class assigned to xnew, this
cost is formally defined as

Θk,j(xnew) =

{
1, if vnl,j

(xnew) /∈ [vmin
i,l,j , v

max
i,l,j ]

1− λq
∗

i,l,j , otherwise,
(3.2)

where q∗ denotes the index of the sub-range of nl,j to which vnl,j
(xnew) belongs to.

The Confidence Evaluation Algorithm, reported in Algorithm 4, computes the sum of
such costs Θl,j(xnew) over all neurons, denoted here as η. Hence, the confidence score is

computed as c = exp(−η·ln(2)
τŷ

).
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Algorithm 3 Aggregation Algorithm of MRC.

Require: Trusted Set S, trained DNN, number of sections Q
Ensure: DNN Signature σ
1:

2: for Si ∈ S do
3: σi = {}
4: for nl,j ∈ N do
5: vmin

i,l,j = minx∈Si{vl,j(x)}
6: vmax

i,kl,j = maxx∈Si{vl,j(x)}
7: ∆i,l,j = (vmax

i,l,j − vmin
i,l,j )/Q

8: λ1i,l,j = 0, λ2i,l,j = 0, . . . , λQi,l,j = 0
9: for x ∈ Si do

10: q = max{1, ⌈(vl,j(x)− vmin
i,l,j )/∆i,l,j⌉}

11: λqi,l,j++
12: end for
13: λ1i,l,j/ = |Si|, λ2i,l,j/ = |Si|, . . . , λQi,l,j/ = |Si|
14: σi,l,j = (vmin

i,l,j , v
max
i,l,j , λ

1
i,l,j , λ

2
i,l,j , . . . , λ

Q
i,l,j)

15: Add σi,l,j to σi
16: end for
17: end for
18: return σ = {σ1, . . . , σNclass

}

k-Nearest Neighbors Coverage (kNNC)

This CAM is based on the DkNN algorithm presented in [123], which was originally
proposed as an alternative inference logic and not as a way to detect unsafe inputs. The
key idea of the kNNC is to compute a confidence score by applying the k-Nearest Neighbors
(kNN) algorithm on the output values produced by the neurons of the various DNN layers.

For each output class with index i, the DNN Signature is composed of a collections
of sets σi,l of vectors, one for each layer Ll. Each set σi,l is composed by aggregating the
vectors Vl(x) obtained from all inputs x ∈ Si. The corresponding procedure is reported in
Algorithm 5.

During the online phase of kNNC, given a new input xnew and its corresponding pre-
dicted class ŷ, the kNN algorithm is used to compute the confidence value. In the follow-
ing, the parameter that controls the kNN algorithm is denoted as G, since l denotes the
layer index. Hence, the G vectors Vk(x) stored in the DNN Signature that are nearest to
Vl(xnew) are identified by the kNN algorithm and their corresponding output class indexes
are recorded and stored in a multiset Ωl. Finally, the number of occurrences of the class
index ŷ in Ωl is counted and denoted as η. Hence, the output confidence score is com-
puted as c = exp(−η·ln(2)

τŷ
). The rationale behind this computation is the following. Given

inputs x classified to the ŷ-th class by the DNN, the more vectors Vl(x) in the signature
are among the G closest ones to Vl(xnew), the more the active state produced by xnew
resembles the ones produced by the trusted inputs that the DNN classifies as for xnew,
hence positively contributing to the confidence value. The overall procedure is reported
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Algorithm 4 Confidence Evaluation Algorithm of MRC.

Require: input xnew, DNN Signature σ, trained DNN, thresholds τi, number of sections
Q

Ensure: confidence c
1:

2: ŷ = argmax1≤j≤Nclass
{f(xnew)}

3: η = 0
4: for nk,j ∈ N do
5: Extract σŷ,l,j from σi
6: Extract vmin

ŷ,l,j and vmax
ŷ,l,j from σŷ,l,j

7: if vl,j(xnew) /∈ [vmin
ŷ,l,j , v

max
ŷ,l,j ] then

8: η += 1
9: else

10: ∆ŷ,l,j = (vmax
ŷ,l,j − vmin

ŷ,l,j)/Q

11: q∗ = max{1, ⌈(vl,j(xnew)− vmin
ŷ,l,j)/∆ŷ,l,j⌉}

12: Extract λq
∗

ŷ,l,j from σŷ,l,j

13: η += 1− λq
∗

ŷ,l,j

14: end if
15: end for
16: return c = exp(−η·ln(2)

τŷ
)

Algorithm 5 Aggregation Algorithm of kNNC.

Require: Trusted Set S, trained DNN
Ensure: DNN Signature σ
1:

2: for Si ∈ S do
3: ∀l = 1, . . . , NL, σi,l = {}
4: for x ∈ Si do
5: for Ll ∈ L do
6: Add Vl(x) to σi,l
7: end for
8: end for
9: σi = {σi,1, . . . , σi,NL

}
10: end for
11: return σ = {σ1, . . . , σNL

}

in Algorithm 6.

Illustrative example

To illustrate the proposed approach, let us consider a simple example based on a LeNet-
4 [124] CNN trained on the MNIST dataset [125]. The Trusted Set consists of those
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Algorithm 6 Confidence Evaluation of kNNC.

Require: input xnew, DNN Signature σ, trained DNN, thresholds τi, number of nearest
neighbors G

Ensure: confidence c
1:

2: ŷ = argmax1≤j≤Nclass
{f(xnew)}

3: η = 0
4: for Lk ∈ L do
5: Ωl = kNN(G,Vl(xnew), σ1,l, . . . , σNclass,l)
6: η += |y ∈ Ωl : y = ŷ|
7: end for
8: return c = exp(−η·ln(2)

τŷ
)

MNIST samples that are correctly predicted by the network with a prediction score higher
than 0.9. The selected CAM is the SRC presented in Section 3.1.2. Unsafe inputs are
generated using the FGSM [12], setting ϵ = 0.05 to obtain adversarial examples with small
perturbations.

For simplicity, the SRC method is only applied to the first convolutional block, in-
cluding a convolutional layer, a pooling layer, and a ReLU activation layer. Figure 3.4a
illustrates a trusted input (i.e., a digit correctly classified as ‘8’ with a prediction score
of 0.974), which is not part of the Trusted Set, together with a histogram that reports
the number of neurons per channel that have an output value outside the corresponding
ranges [vmin

i,l,j , v
max
i,l,j ] representing the DNN Signature for class ‘8’ under the SRC. In particu-

lar, note that only two neurons have outputs that do not match the signature, producing a
prediction confidence c = exp(−2·ln(2)

τ8
) = 0.8705, where in this example all the thresholds

τi are set to 10. Conversely, Figure 3.4b illustrates an adversarial example, incorrectly
classified as ‘6’ (with a prediction score of 0.918), together with the corresponding his-
togram. In this case, there are 63 neurons in the first block whose activations are outside
the ranges stored in the DNN Signature for label ‘6’, resulting in a prediction confidence
c = exp(−63·ln(2)

τ6
) = 0.0126.

3.1.3 Experimental evaluation

This section reports the results of a set of experiments conducted to assess the performance
of the proposed methods in terms of running time, memory footprint, and capability of
detecting unsafe network inputs. Several types of unsafe inputs generated with state-
of-the-art methods have been considered, which are summarized in Section 3.1.3. Before
discussing the actual experimental results, Section 3.1.3 presents the experimental setting,
while Section 3.1.3 presents the calibration of thresholds used.

Unsafe inputs generation

In recent years, many adversarial attacks [16] have been disclosed to efficiently generate
adversarial examples (AEs) while minimizing the perturbation to be applied to turn a safe
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(a)

(b)

Figure 3.4: (a) A genuine sample and its corresponding activation histogram with respect to
a DNN Signature obtained in the first convolutional block of LeNet, under the SRC. (b) An
adversarial example and its corresponding activation histogram against the same DNN Signature.

input into an unsafe one. Besides AEs, a network can also fail for other types of unsafe
inputs.

Adversarial examples. We considered the following attack methods under different
settings for crafting both small and medium perturbations. The amount of perturbation
is usually refereed with the ϵ parameter. Among the first and famous adversarial attacks,
one is FGSM [12], which crafts adversarial perturbation in one shot. More advanced
adversarial attacks have also been considered: they are PGD [51], BIM [54] and CW [55],
which implement iterative methods capable of improving the attack effectiveness at each
iteration. The number of iterations and the amount of perturbation introduced at each
iteration are denoted by k and α, respectively. The attacks are configured as reported in
Table 3.2.

Out-of-distribution unsafe inputs. Another class of unsafe inputs are those that
are far from the distribution of data used to train the network, but are still predicted with a
high score by the model. They commonly exist because a DNN works as a global classifier
for the whole input space (e.g., all possible images of a given size and format). To test
this class of unsafe inputs, we generated new samples with large perturbations, obtained
with a variant of the FGSM attack, which are applied to samples in the training set of the
tested networks. In particular, using a multi-step targeted FGSM method starting from
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Dataset Model Accuracy

MNIST conv(20,5,1) - ReLU - CV - MaxPool(2,2) - conv(50,5,1) - ReLU - CV - fc(500) - ReLU - CV - fc(10) 0.9907

F-MNIST conv(20,5,1) - ReLU - CV - MaxPool(2,2) - conv(50,5,1) - ReLU - CV - fc(500) - ReLU - CV - fc(10) 0.9106

Table 3.1: Network models applied for the experimental evaluation. ’CV’ is a Coverage Layer.

safe inputs, given a target label yAdv, the approach can be formulated as:

x̃t = x̃t−1 −
ϵ

(k + 1)2
· sign(▽x̃t−1L(f(x̃t−1), yadv)), (3.3)

where x̃0 = x. The idea is to move the perturbation in the opposite direction of the loss
function gradient related to the input x and the target label yadv. In this way, the pertur-
bation leads the network to increase the confidence score of the target class. Note that,
differently by the others iterative adversarial attacks presented above, here the perturba-
tion is not clipped at each iteration within ϵ. In fact, the step size of the perturbation is
scaled proportionally with k, such that the method generates large perturbations during
the first step, and then smaller perturbations in the last ones to consolidate the prediction
of the model with the target class. In this work, this iterative generation has been stopped
when obtaining input samples that the network associates to yAdv with a corresponding
softmax score higher than or equal to 0.99.

Adversarial patches. Finally, we also studied the effect of adversarial patches. This
are crafted following an iterative approach as shown in Section 2.3.1. Due to the simplic-
ity of the addressed dataset here with respect to driving scenarios or large-scale images
(COCO or Imagenet), we reduce the set of transformations to rotation and scaling, while
the tested patches have a size of 8 × 8 pixels and are always placed at the top-left corner
of the image.2

Experimental setting

The datasets considered in the experimental evaluation are MNIST [125] and F-MNIST [126].
MNIST is a dataset of handwritten digits while F-MNIST is a dataset of clothes articles.
Both datasets contain grayscale images of 28x28 pixels, and provide 60,000 images for
training and 10,000 images for testing. F-MNIST is slightly more complex than MNIST
and DNNs usually achieve lower accuracy in classifying its images. Both the datasets
have been processed with a LeNet-4 [124] CNN trained on 8 epochs using the Adam
optimization algorithm [127] and a cross entropy loss function.

Please note that, within the scope of our work, we acknowledge that the models and
datasets used are baseline with respect to state-of-the-art models and datasets. Despite
potential concerns about the scalability of the evaluation, better discussed in the next
section, we opted to align our work with application scenarios and settings used with
previous works on classic structural coverage criteria.

Three Coverage Layers per network have been installed (different installations of Cov-
erage Layers are analyzed later). Table 3.1 summarizes the network architectures and
their corresponding classification accuracy on the original testing sets.

The experimental evaluation used the following sets of inputs:

2The size and position are decided to not overlapping the main content of images in MNIST and
FMNIST.
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• Trusted Set : it is the one used to generate the DNN Signature and has been obtained
by selecting from the original training set those samples that the DNN classifies
correctly with a prediction score (i.e., the softmax probability) larger than 0.9. This
set contains 59309 and 52680 samples for MNIST and F-MNIST, respectively.

• Trusted Test Set : it is the one used to assess the classification performance of the
DNNs when enhanced with one of the proposed CAMs. It is obtained by selecting
from the original testing set those samples that the DNN classifies correctly with a
prediction score > 0.9. This set contains 9000 samples.

• Adversarial Set : it is the one employed for evaluating the performance of the pro-
posed methods in detecting unsafe inputs. It contains unsafe inputs for which the
DNN makes a wrong prediction. Different definitions of this set have been tested
depending on the selected attack method (see Section 3.1.3): they are summarized
in Table 3.2 for both MNIST and F-MNIST. A prediction is considered to be wrong
when the DNN classifies such inputs in a wrong class with a prediction score larger
than 0.8, for AEs and adversarial patches, or larger than 0.99, for out-of-distribution
inputs. Such thresholds have been selected by empirically finding the largest values
that allowed generating a sufficient number of unsafe inputs to perform the experi-
ments. Note that the higher the thresholds the more difficult the generation of AEs.
Conversely, when using lower thresholds, the generated AEs tend to be less relevant,
as they could be simply discarded by comparing the softmax score produced by the
network against a certain threshold.

MNIST F-MNIST

Attack method Attack parameters
# of samples for

calibration
# of samples for

evaluation
Attack parameters

# of samples for
calibration

# of samples for
evaluation

FGSM-1 ϵ = 0.1 500 500 ϵ = 0.05 600 3400

FGSM-2 ϵ = 0.2 800 3200 ϵ = 0.1 600 1400

PGD-1 (ϵ, α, k) = (0.1, 0.015, 40) 800 1800 (ϵ, α, k) = (0.03, 0.015, 40) 600 3400

PGD-2 (ϵ, α, k) = (0.18, 0.015, 40) 800 3200 (ϵ, α, k) = (0.10, 0.015, 40) 600 3400

BIM-1 (ϵ, α, k) = (0.05, 0.004, 10) 450 500 (ϵ, α, k) = (0.015, 0.004, 10) 600 1500

BIM-2 (ϵ, α, k) = (0.18, 0.004, 10) 800 3200 (ϵ, α, k) = (0.10, 0.004, 10) 600 3400

CW k = 500 450 500 k = 500 200 300

Out of Dis. ϵ = 0.02, k = 80 - 4000 ϵ = 0.02, k = 80 - 4000

Patch ϵ = 0.02, k = 200 - 100 ϵ = 0.02, k = 200 - 1000

Table 3.2: Parameters and settings used to generate the Adversarial Set.

In the following, the experimental results are reported for four CAMs: SRC, two
versions of MRC with Q = {16, 32}, and kNNC with G = 75. Furthermore, we also
compared the results against state-of-the-art run-time methods used for detecting AEs:
FeaturesSqueezing [128] and VisionGuard [129].

Threshold calibration

This experimental evaluation was focused on a binary classification of the network inputs,
i.e., either an input was deemed safe and the prediction made by the network was accepted,
or the input was deemed unsafe, and the network prediction was rejected. This has been
implemented by calibrating the tolerances τi used by the various Confidence Evaluation
Algorithms so that an input is deemed safe if c ≥ 0.5 and unsafe otherwise.

The calibration of thresholds has been performed using Receiver Operating Character-
istic (ROC) analysis to compute the values τi, for each class with index i = 1, . . . , Ny, that
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MNIST F-MNIST
Input type SRC MRC-32 MRC-16 kNNC VG FS SRC MRC-32 MRC-16 kNNC VG FS
FGSM-1 0.998 0.976 0.946 0.958 0.986 0.976 0.855 0.848 0.827 0.915 0.880 0.881
FGSM-2 1.0 0.994 0.989 0.941 0.930 0.936 0.929 0.952 0.937 0.883 0.785 0.814
PGD-1 0.989 0.968 0.943 0.970 0.989 0.976 0.852 0.841 0.792 0.935 0.901 0.973
PGD-2 1.0 0.919 0.852 0.955 0.810 0.882 0.979 0.942 0.943 0.859 0.175 0.325
BIM-1 0.968 0.943 0.912 0.964 1.0 0.985 0.842 0.848 0.789 0.916 0.997 1.0
BIM-2 0.995 0.861 0.815 0.952 0.8425 0.870 0.986 0.924 0.939 0.831 0.161 0.239
CW 0.971 0.959 0.933 0.960 1.0 0.989 0.813 0.829 0.822 0.907 0.993 1.0

Out of Dis. 1.0 1.0 1.0 0.346 0.0 0.0 1.0 1.0 1.0 0.842 0.00 0.00
Patch 1.0 0.891 0.923 0.995 0.957 0.984 1.0 0.911 0.858 0.951 0.962 0.975

Safe Samples 0.991 0.951 0.919 0.955 0.925 0.938 0.89 0.892 0.851 0.921 0.671 0.732

Table 3.3: Detection accuracy of all the tested methods on MNIST and F-MNIST. VG and FS
correspond to Vision Guard [129] and FeatureSqueezing [128], respectively.

represent the best balance between minimizing the inputs that are wrongly rejected and
accepted. In this regard, portions of the Trusted Test Set and the Adversarial Set intro-
duced in the previous section have been used to test safe and unsafe inputs, respectively,
during a calibration based on a simple ROC curves analysis (see supplementary material
in [130]).

Detection performance

Experiments have been conducted to evaluate the performance of the four CAMs in cor-
rectly detecting whether an input is safe or unsafe using the thresholds τi calibrated as
described above. Tables 3.3 reports the detection accuracy, defined as the ratio of inputs
correctly classified as either safe or unsafe. The tables report the breakdown of unsafe
inputs for all the methods introduced in Section 3.1.3 (see Table 3.2 for the number of
samples used for the evaluation). The last rows of the tables are related to safe inputs,
which correspond to the remaining inputs of the Trusted Test Set that have not been
considered for calibration.

Although SRC is the simplest CAM, for inputs of the MNIST dataset it is often
capable of detecting unsafe inputs better than the others CAMs. The only exception
pertains to the BIM attack, but the performance of SRC is anyway extremely close to the
one of kNNC. Note that SRC and MRC are also capable of detecting all unsafe out-of-
distribution inputs, while kNNC exhibits very poor performance (close to coin tossing) for
that kind of inputs.

The results for the F-MNIST dataset are quite different. In this case, there is no
dominating CAM for AEs. Note that kNNC performs quite well with AEs generated
using low perturbations (e.g., CW and BIM), while SRC significantly outperforms kNNC
for unsafe inputs generated using the PGD attack. SRC and MRC are again capable of
detecting all unsafe out-of-distribution inputs. This suggests that, given proper accelerated
implementations, multiple CAMs could be used in parallel to improve the overall detection
performance of unsafe inputs.

Table 3.3 also provides the results achieved with Vision Guard and FeatureSqueezing.
They always obtain high performance with low-perturbation attacks on both MNIST and
FMNIST, but fail when the magnitude of the perturbation increases (e.g., PGD-2 and
BIM-2, which find more effective AEs). Moreover, they report worse performance on safe
samples, since they are incorrectly rejected more times than the proposed CAMs. Most
interestingly, Vision Guard and FeatureSqueezing totally fail with out-of-distributions
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unsafe inputs, while three of the proposed CAMs are very effective.

Running time and memory footprint

With respect to a regular deployment of a DNN, each of the proposed CAMs introduces an
additional inference time to execute the Confidence Evaluation Algorithm (implemented by
CV-Layers) and an additional memory footprint to store the DNN Signature. This section
is focused on evaluating these overheads, which in some cases may be very important
in selecting the most appropriate CAM. For instance, to deploy a CAM on a resource-
constrained, embedded device that has to operate in real time, it is essential to contain as
much as possible the additional inference time and the memory footprint, even accepting
reduced detection performance.

Additional inference time. The experiments for SRC, MRC, and NRC have been
performed on a machine equipped with an Intel(R) Core(TM) i5-4670K CPU @ 3.40GHz,
8GB of RAM, and an NVIDIA GeForce GTX770 GPU. Due to their demanding memory
requirements (see the results at the end of this section), the experiments for kNNC have
been performed on a Nvidia DGX Station V100. The implementation presented in Sec-
tion 3.1.1 has been used3. Figure 3.5 reports the additional inference time introduced by
the four CAMs together with the corresponding detection performance for a representative
setting (F-MNIST dataset and unsafe inputs generated by the FGSM-2 attack). Note that
the y-axis at the left of the figure has a logarithmic scale. The figure reports the results for
different installations of the CV-Layers, denoted by the sets reported on the x-axis of the
plot. They correspond to cases in which the CAMs operate on a subset of the entire set of
CV-Layers reported in Table 3.1. The calibration procedure presented in Section 3.1.3 has
been performed for each of them (i.e., each installation is assigned different thresholds).

As it can be noted from the figure, when all the 3 CV-Layers are installed ({1,2,3}
on the x-axis) the percentage increase of the interference time (with respect the original
network inference) is of the same order of magnitude for SRC, MRC-16, and MRC-32. As
one may easily expect, the best timing performance is achieved by SRC, with a percentage
increase of 22.9%. The additional inference time introduced by kNNC is instead quite high
and corresponds to a 1188% increase.

Interesting observations can be made by looking at the accuracy of the various instal-
lations and CAMs: SRC and MRC exhibit very poor detection performance if the first
CV-Layer is not installed, while kNNC exhibits only slights variations of the detection
performance when less CV-Layers are installed. Most interestingly, note that the detec-
tion performance may even increase when less CV-Layers are installed. For instance, these
results reveal that it is not convenient to adopt kNNC with the first two CV-Layers in-
stalled, as the same detection performance can be achieved with just a 255% increase of
the inference time, rather than a 1188% increase for the case in which all CV-Layers are
installed.

Memory footprint. Table 3.4 reports the memory footprint of the DNN Signature
of the various CAMs for each CV-Layer. As it can be noted from the table, SRC and

3Note that, due to implementation issues under resolution in integrating kNNC in our CUDA-based
implementations of CV-Layers, the experiments for kNNC have been performed with a Python implemen-
tation of the tool presented in Section 3.1.1 that uses the Pytorch framework [131] (with GPU acceleration)
and FAISS [132], which is notably the best-performing library that implements a GPU-accelerated exact
nearest neighbors search.
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Figure 3.5: Timing performance and detection accuracy for five installations of the CV-Layers.
The sets on the x-axis denote which of the CV-Layers reported in Table 3.1 are installed (numbered
in the order with which they appear in the table). For instance, {1, 2} refers to the case in which
only the first two CV-Layers are installed.

CV-Layer1 CV-Layer2 CV-Layer3

SRC 944 kB 278 kB 62,8 kB

MRC-16 8,3 MB 2,3 MB 387 kB

MRC-32 15,7 MB 4,4 MB 707 kB

NRC 483,6 kB 150,8 kB 42,8 kB

kNNC 2.6 GB 732 MB 114 MB

Table 3.4: Memory footprint of the DNN Signature (exported HDF file) of the various
CAMs for each CV-Layer.

NRC have a very modicum memory footprint (in the order of 1MB in total), while kNNC
is characterized by a huge memory footprint that even exceeds 3GB if all the three CV-
Layers are installed. These results, together with the ones of Figure 3.5, confirm that under
kNNC it does not worth to install CV-Layers between shallower layers of the network, and
that SRC is a very good choice to balance performance with overheads. The results for
the kNNC may vary if different (e.g., approximate) methods to implement the nearest
neighbors search are adopted.

Comparison with other detection techniques. The average running times of
both VG and FS were also measured. They introduce an additional latency of 138% and
237%, respectively, which correspond to the running time of multiple inferences, plus an
additional overhead introduced by the used transformations. As far memory footprint is
concerned, they are very lightweight approaches only when the multiple inferences they
require are sequentially performed (as in the evaluated setting). Conversely, if they are
performed in parallel, the overall memory footprint grows as a function of the amount of
space needed for instantiating and running multiple replicas of the network model.
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Figure 3.6: Illustration of the Loss-Signature for the case of a single neuron.

Adaptive attack and countermeasure

Although the presented CAMs are able to detect several kinds of unsafe inputs, ad-hoc
attacks can still be devised to optimize unsafe inputs by directly exploiting the knowledge
of the detection mechanism and the signatures.

Inspired by the famous gradient-based attacks (which are formally discussed in the
supplementary material), we designed a white-box attack method, called Signature-Attack,
for crafting adversarial inputs while trying to keep the activation of neurons within the
range of the signatures. This is accomplished by optimizing the adversarial perturbation
through two loss functions, LCE and LS . The former is the common cross-entropy loss,
also involved in all the other attacks tested in this work. The optimization process shall
maximize such a loss to intensify the adversarial effect of the final perturbation (i.e.,
increase the probability of misclassifying the perturbed input). The latter is a problem-
specific loss function, named Signature-Loss, which is conceived to return a positive cost
when the activation of a neuron is outside the signature range [vmin

ŷ,l,j , v
max
ŷ,k,j ], where ŷ is the

label associated by the network to the input to be perturbed. Technically speaking, the
Signature-Loss is implemented as LS =

∑
nl,j∈N ReLU(vl,j − vmax

ŷ,l,j ) +ReLU(−vl,j + vmin
ŷ,l,j),

where ReLU(x) = max(0, x). Figure 3.6 provides a sample illustration of function LS

in the case of a single neuron only. The Signature-Loss has to be minimized during the
optimization process to reduce the chance of the adversarial example being detected by
the proposed CAMs.

From a practical point of view, the optimization problem to accomplish the Signature-
Attack is solved through an iterative formulation similar to [51], but based on a specific
loss function L that takes into account both LCE and LS :

x̃t = x̃t−1 + α · sign(▽x̃t−1L(f(x̃t−1), ŷ)),

s.t. ||x̃t − x|| ≤ ϵ,
(3.4)

where α and ϵ denote the step size and the overall perturbation magnitude, respectively,
as in [51]. The gradient of the loss function L is defined as

▽xL = (1− γ) · ▽xLCE

|| ▽x LCE ||2
− γ · ▽xLS

|| ▽x LS ||2
, (3.5)

where γ is a parameter introduced to balance the importance of LCE and LS . Since the
gradients of LCE and LS may have very different scales, they are both subject to norm-2
normalization to ensure that their effect can be properly balanced using a single parameter
γ. Furthermore, it is also important to observe how the overall gradient of L goes in the
same direction of ▽xLCE and in the opposite direction of ▽xLS . Thus, optimizing the
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Figure 3.7: Average losses computed with inputs from the MNIST data set when attacked with
the Signature-Attack, under different configurations of the control parameter γ.

MNIST F-MNIST

γ SRC MRC-32 MRC-16 SRC MRC-32 MRC-16

0.0 0.984 0.957 0.935 0.968 0.908 0.912

0.25 0.779 0.775 0.701 0.881 0.805 0.785

0.50 0.756 0.769 0.690 0.879 0.797 0.781

0.75 0.749 0.742 0.687 0.874 0.793 0.778

Table 3.5: Detection accuracy on FMNIST and MNIST against adversarial examples
crafted with the Signature-Attack under four configurations.

perturbation in the gradient direction of L means increasing the classification loss function
LCE while reducing the Signature-Loss LS .

Effects of the Signature-Attack. Multiple versions of the Signature-Attack were
tested on both MNIST and FMNIST. Similar to the settings used in Table 3.2, we set α
and ϵ to 0.004 and 0.1, respectively, and we evaluated five values for γ: 0.0, 0.25, 0.50, 0.75,
and 1.0. The first and last values were tested for studying the behavior of the proposed
attack in two limit cases (i.e., when only one of the two loss functions is considered).

Figure 3.7 reports the average classification loss LCE and Signature-Loss LS computed
on the MNIST data set for the tested values of γ. Note that the classification loss (to be
maximized) preserves a large value for the tested values of γ < 1, while the Signature-Loss
(to be minimized) has a considerably low value for the tested values of γ ≥ 0.5.

The effectiveness of the generated adversarial examples can be observed from the results
reported in Table 3.5 as a function of γ (the results for γ = 1.0 are omitted since it was
not possible to generate adversarial examples with this setting). As it can be noted from
the table, the detection performance of the proposed CAMs is reduced, with respect to
the results of Table 3.3, on both MNIST and FMNIST, demonstrating the effectiveness of
the Signature-Attack with γ > 0.

Countermeasure. To counteract the Signature-Attack, we included a portion of the
adversarial examples crafted with that attack to the calibration set in order to re-calibrate
the thresholds. This approach helps improve the mechanism by tuning the thresholds
at lower values such that also CAM-specific adversarial inputs can be detected without
significantly reducing the accuracy of all the others.

To this purpose, we refined the set of inputs used for calibration (see Section 3.1.3) by
adding 800 adversarial examples obtained by the Signature-Attack with γ ∈ {0.25, 0.75}.

Other 8000 adversarial examples (2000 for each γ ∈ {0.0, 0.25, 0.50, 0.75}) are ap-
pended to the test set introduced in Table 3.2. Table 3.6 shows the final results obtained
after the re-calibration, i.e., by testing the detection mechanisms with the new thresholds.
By comparing Table 3.6 with Table 3.5, it can be noted that the detection accuracy of the
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MNIST F-MNIST
Input type SRC MRC-32 MRC-16 kNNC SRC MRC-32 MRC-16 kNNC
FGSM-1 1.0 0.986 0.962 0.969 0.839 0.845 0.829 0.922
FGSM-2 1.0 0.995 0.991 0.951 0.925 0.948 0.922 0.891
PGD-1 0.991 0.953 0.887 0.969 0.849 0.842 0.804 0.939
PGD-2 1.0 0.977 0.960 0.953 0.961 0.889 0.874 0.868
BIM-1 0.993 0.910 0.953 0.923 0.839 0.847 0.792 0.919
BIM-2 0.999 0.967 0.940 0.949 0.980 0.921 0.924 0.844
CW 0.987 0.977 0.953 0.960 0.813 0.825 0.822 0.907

Out of Dis. 1.0 1.0 1.0 0.34 1.0 1.0 1.0 0.851
Patch 1.0 0.889 0.921 0.988 1.0 0.907 0.853 0.954

Signature-Attack (γ = 0.0) 0.998 0.896 0.841 0.973 0.963 0.889 0.884 0.851
Signature-Attack (γ = 0.25) 0.949 0.939 0.782 0.972 0.935 0.861 0.852 0.852
Signature-Attack (γ = 0.50) 0.939 0.831 0.767 0.971 0.933 0.861 0.852 0.853
Signature-Attack (γ = 0.75) 0.925 0.820 0.763 0.971 0.931 0.858 0.847 0.851

Safe Samples 0.986 0.938 0.89 0.957 0.890 0.886 0.854 0.916

Table 3.6: Detection accuracy after the re-calibration, performed with also unsafe inputs crafted
from the proposed Signature-Attack.

proposed CAMs is improved for all the tested versions of the Signature-Attack. Also note
that the re-calibration of thresholds did not significantly affect the detection performance
for the other kinds of unsafe inputs, which shows similar results with respect to Table 3.3.

3.1.4 Summarizing the results

The following list summarizes the main results and insights of the previous work:

• Coverage metric for run-time monitoring. Inspired by classic coverage cri-
teria, we propose a coverage-based real-time monitoring framework. The Coverage
Analysis Method serves as a defense mechanism based on DNN signatures extracted
in a data-driven manner.

• On the limitations of simple structure coverage metrics. The Coverage Anal-
ysis Methods proposed in this work extend the applicatoin scenario of traditional
structural coverage criteria, demonstrating effective defense results for simple models
and datasets, such as MNIST and FMNIST. However, we acknowledge the limited
defense performance on medium and complex datasets and models (e.g., CIFAR10
and Imagenet). This limitation aligns closely with the constraints and concerns high-
lighted in the literature regarding classical structural coverage criteria, as discussed
in Section 2.2.3.

Despite this limitations, we see potential for future improvements in real-time cover-
age monitoring for DNNs. This can be achieved by implementing more sophisticated
coverage analysis methods, which leverage the observations detailed in the follow-
ing section. Additionally, we believe there are new opportunities to explore DNN
applications beyond just computer vision. These could include various use cases
in safety-critical systems, such as control or regression problems, including the ‘re-
maining useful life’ (RUL) problem, as discussed in Ferreira et al. (2022) [133] and
Natural Language Processing.
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3.2 Future Directions in Coverage Testing

The main concepts behind classic coverage criteria for DNN testing, such as neuron cover-
age, are based on the premise that DNNs and algorithms share similar logical structures
and reasoning. However, this assumption remains somewhat vague and challenging to
evaluate. Therefore, gaining a deeper understanding of the distinctions between these
algorithms and DNNs could reveal fresh perspectives and insights.

3.2.1 Comparing Traditional Algorithms and DNNs

As known in software engineering, traditional algorithms are based on explicit rules set
by programmers, which makes them more predictable. On the other hand, DNNs learn
statistical relationships directly from data, providing a high degree of generalizability
across different tasks and datasets.

Another significant difference lies in the interpretability: traditional algorithms, with
their rule-based nature, are generally more straightforward to understand and interpret. In
contrast, DNNs often face challenges with transparency and interpretability [134, 34]. In
the following, we provide a more schematized list of differences between common software
algorithms and deep neural networks.

Traditional Algorithms

1. Rule-Based: Traditional algorithms often follow ex-
plicit rules and instructions derived from logic and
defined processes.

2. Deterministic Output: The output of these algo-
rithms is usually deterministic, meaning for a given
input, the output is predictable and consistent.

3. Explicit Programming: They require explicit pro-
gramming for handling different scenarios and condi-
tions.

4. Limited Adaptability: Traditional algorithms are
typically less adaptable to new, unforeseen data or
scenarios unless explicitly programmed for them.

5. Transparency and Interpretability: They are
generally more transparent and easier to interpret,
as each step of the algorithm is defined and under-
standable.

Deep Neural Networks

1. Data-Driven: DNNs learn from data. They identify
patterns and make decisions based on the data they
have been trained on, without explicit rule-based in-
structions.

2. Probabilistic Outputs: The outputs of DNNs are
often probabilistic, providing predictions or classifica-
tions with associated confidence levels.

3. Self-Learning: DNNs are capable of learning fea-
tures and patterns from data. This reduces the need
for manual feature extraction and programming.

4. High Adaptability: They are highly adaptable to
new data. With adequate training, DNNs can gen-
eralize and make accurate predictions on data they
have not seen before.

5. Interpretation Challenges: DNNs are often con-
sidered ”black boxes” because it’s challenging to in-
terpret how they arrive at a specific decision or out-
puts.

Based on the previous observations, we pose next discussions under two distinct direc-
tions. First, we explore the idea that more interpretable coverage criteria might emerge
when the model in question closely resembles classical algorithms, for example, decision
trees. Conversely, when considering a generic model, a more effective approach to im-
plementing coverage criteria may involve leveraging statistical and data-driven aspects,
inherent to DNNs.
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3.2.2 Approaching DNNs from an Algorithmic Perspective

In recent years, numerous studies have explored the integration of decision-tree structures
and methodologies with DNNs [135, 136, 137, 138, 139, 140, 141, 142, 143]. These studies
highlight the significant advantages of incorporating decision trees into DNNs, particularly
in terms of improvements in explainability, robustness, and performance [144, 145].

The integration of decision-tree-based methods with deep neural networks has led
to hybrid approaches, as in [141], where the authors introduced Neural-Backed Decision
Trees (NBDTs). In this architecture, the last fully connected layer of the DNN is adapted
to follow a hierarchical class path. Specifically, classes are grouped into superclasses,
and specific weights are assigned to predict if an input belongs to each superclass. This
structure enhances the decision process granularity, offering a better approximation of
a traditional decision-tree logic. In the context of coverage testing, an intriguing test
objective can be devised to challenge the model by attempting to shift the predicted
superclass to an incorrect one, while still maintaining accurate predictions within the
correct class. This approach essentially tests the model’s decision-rule behavior: if the
model inaccurately identifies the superclass despite predicting the correct class, it may
reveal a deviation from the intended decision-rule logic, thus exposing potential weaknesses
in the model.

Conversely, another intriguing direction could involve utilizing surrogate models,based
on more interpretable architectures like decision trees, for testing a reference and generic
model. In this scenario, it is important to evaluate the level of transferability from samples
generated from the surrogate models to the original one. This approach could potentially
broaden the scope of coverage testing to include specific algorithms for generating black-
box test cases, with a particular focus on the transferability.

To summarize, despite the increasing interest in leveraging decision tree models to
boost the interpretability of DNNs, there is a noticeable gap in research concerning the
integration of decision-rule-based methods for testing DNNs and developing coverage met-
rics.

3.2.3 Statistical Learning in DNN Testing

By definition, DNNs learn through identifying patterns based on data correlations. Thus,
it becomes reasonable to push testing methodologies towards more statistical approaches
rather than structural metrics.

In fact, a more statistical paradigm should move testing away from viewing individual
neurons as well-defined decision units. Instead, it should emphasize the understanding
of a set of neurons as distributions that contribute to characterize the decision-making
logic of the model. This is also in accordance with known limitations of classic structural
coverage techniques, which not adequately address the non-linearity and statistical nature
of DNNs (see Section 2.2.3).

Out the domain of coverage testing, statistical analysis have been addressed by a many
defense algorithms. For instance, across the literature some works implement defenses
against adversarial examples and OOD samples based on Mahalanobis distance [146],
kernel Gaussian functions [147, 148] and and support vector machines [149] for discerning
safe regions within the feature space and identifying anomalous input samples. For the
sake of clarity, also the defense mechanisms proposed in this thesis in Chapter 5 are based
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on statistical analysis.
Also in the domain of coverage testing, there is a growing attention of the need for

approaches that align more closely with the statistical nature of these networks. One of
the firsts approache has been the idea of surprise coverage criteria [35], already discussed
in Section 2.2. Similarly, the third Coverage Analysis Method (CAM) presented in 3.1
aims at assessing the safety of inputs by evaluating their distance from known data points,
hence pretty close to the idea of surpire coverage but in the context of run-time coverage
testing.

A noteworthy contribution to the field of statistical analysis for coverage testing is the
research presented in [44]. This study offers an in-depth analysis that advocates for the use
of layer-wise and distribution-aware criteria in DNN coverage testing. The authors start
by demonstrating through preliminary investigations that existing coverage metrics fail to
accurately capture the distribution of neuron activations. Building on this analysis, they
propose eight requirements for correctly designing coverage criteria, which are summarized
in the following:

• 1. Coverage criteria should accurately represent the continuous output of neurons,
differently as simple metrics that binarize neuron activation via a threshold [33] or
sign [150].

• 2-3. Coverage criteria must characterize the correlations between neurons and how
the outputs of neurons in a layer are distributed, in contrast to traditional criteria
that treat each neuron independently [33, 32].

• 4-5. Coverage criteria should incorporate knowledge from training data, reflecting
the fact that DNNs, unlike classic algorithms, rely on training data for internal
functionality. Specifically, coverage criteria should emphasize the density of neuron
output distributions relative to training data, as anomalous samples are often those
that deviate from the expected distribution.

• 6-8. Coverage criteria should be computationally efficient, compatible with existing
frameworks, facilitate incremental updates (such as online model updates), and be
user-friendly, i.e., ”ideally without the need for complex hyperparameter tuning”.

Leveraging these insights, the authors introduced a novel coverage criterion called NeuraL
coverage (NLC), which is designed to capture the distribution of training samples features
within a given layer.

From a personal viewpoint, the eight requirements reported in [44] represent a signifi-
cant advancement in the field of coverage criteria for deep neural networks. However, we
believe further clarifications should be pointed out:

• Concerning point (4), while categorizing malicious samples as out-of-distribution in
the input space is reasonable, generalizing the same for feature of a specific layer
might be wrong. This is because it is possible to craft samples (e.g., adversar-
ial examples) that could intentionally appear in-distribution within specific layers.
Therefore, it is worth adding a requirement that extends the analysis to encompass
all layers and their interconnections, as indicated in [28]. This may broader the
scope of analysis, making the testing more challenging and computationally hard.
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• An important aspect not covered in sections 6-8 is the role of coverage criteria
in the test-case generation process. It is crucial to design coverage metrics that
are compatible with appropriate test-case generation strategies. For example, in
methods such as gradient-based generation, it becomes essential to develop coverage
metrics that are differentiable, or to devise approaches for approximating them as
differentiable functions.

• Explainability and Interpretability: we believe that the user-friendliness in 8 extends
beyond the absence of hyperparameters tuning. A crucial factor is the development
of more explainable and interpretable metrics, as preliminary investigated in [47].

3.3 Summarizing Future Directions

To conclude this chapter, we draw upon the insights gained from previous discussions and
the state-of-the-art in coverage criteria. This sets the stage for an exploration of promising
future directions:

• Explainability in testing metrics: The trustworthiness of any testing method
is deeply connected to the interpretability of the criteria used. In this realm, we
can distinguish two types of interpretability: (i) a structural and stand-alone inter-
pretation of the test objective, as done in classic structural coverage criteria, which
considers the activation of neurons as representative of distinct model behaviors, and
(ii) the integration of coverage criteria with explainable AI methods (e.g., [47]).

In the case of a structural interpretation, it is critical to establish a realistic relation-
ship with the underlying assumptions. For example, assessing the existence of strong
correlations between individual neurons and distinct model behaviors is important.
The lack of such consideration in initial coverage works has led to the emergence of
various studies that have raised concerns, as discussed in Section 2.2.3.

Regarding the second approach, it is important to recognize that explainable AI
methods themselves might not be entirely trustworthy. This presents challenges in
providing comprehensive testing mechanisms.

Nevertheless, the importance of developing coverage criteria that are interpretable
and explainable from a human perspective should be a priority in future research.

• Distribution-aware criteria: Drawing inspiration from [44], it becomes evident
that recent coverage criteria based on statistical distribution and pattern correla-
tions, appear well-suited to yield better results in the context of DNNs. While
pursuing this direction is certainly worthwhile, an important aspect to keep in mind
is the explainability of the identified patterns. That is, ensuring that the patterns
identified are not only statistically significant but also human-interpretable.

• Inter-layer criteria: In [28], Sun et al. proposed structural coverage criteria focused
on the relationships between activations in adjacent layers. Drawing inspiration
from this idea, future efforts should aim to propose more scalable strategies. This
could involve integrating distribution-aware approaches into the inter-layer analysis
framework, thereby enhancing the applicability of these criteria.



60 CHAPTER 3. EXPLORING NEW PERSPECTIVES OF DNN TESTING

• Expanding coverage metric analysis beyond adversarial perturbations:
Much of the current research on coverage metrics focuses on test sample gener-
ation using gradient approaches and ϵ-bounded perturbations, as done for classic
adversarial attacks [51, 12]. Nevertheless, other malicious and unsafe scenarios can
compromise the model robustness and performance in real-world applications, both
from security aspects (e.g., patch adversarial attacks, universal adversarial attacks)
and safety perspectives (out-of-distribution samples, domain shift scenarios).

• Addressing coverage testing in continuous domain shift and OOD sam-
ples: Designing continuous training strategies for DNNs to tackle domain shift prob-
lems presents a well-known challenge in various application scenarios, including au-
tonomous driving and natural language processing. In this context, it is crucial to
develop metrics that assess the model’s ability to handle potential domain shifts
and evaluate its generalizability. Conversely, it is also important to create coverage
metrics that assess the model robustness against out-of-distribution samples [151].

• Independent testing of backbone and classifier head: Exploring testing tech-
niques that target the backbones and classifier heads of DNNs separately could prove
to be worthwhile. This direction would be strongly supported by the growing trend
of using pre-trained large models, where task-specific fine-tuning typically involves
adapting only the final network layers, while leaving the backbone part unchanged.



Chapter 4

Evaluating Real-World Attacks in
Driving Scenarios

Real-world adversarial attacks, which involve the manipulation of physical objects, repre-
sent an alarming and important challenge that demands particular attention, as discussed
from in Section 2.3.1. Due to the complexity of providing exhaustive testing techniques in
the context of real-world attacks, it becomes crucial to delve deeper into the robustness
of vision models by defining more effective attacks. To this end, this chapter introduces a
set of attack strategies and conducts comprehensive experiments on real-world adversarial
attacks in the realm of semantic segmentation (SS) models for driving scene understand-
ing. A preliminary illustration of the effects induced by adversarial patches, crafted using
the proposed methods, is shown in Figure 4.1.

Figure 4.1: An example of the attack proposed to assess the spatial robustness of semantic segmen-
tation models: the adversarial patch was crafted with the intention of maximizing misclassification
throughout the entire driving scene.

4.1 Proposed attack

In Section 2.3, we pose initial definitions that serve as the foundation for crafting physical
adversarial attacks aimed at deceiving a broad spectrum of computer vision tasks. The
subsequent sections in this chapter extend these formulations into the context of multi-
patch attacks.

All patch-based attacks considered in this analysis are generated using the pipeline
illustrated in Figure 4.2. Similar to the approach described by Equation (2.3) in Sec-
tion 2.3.1, the scheme shown in Figure 4.2 also represents a generalized optimization
pipeline. It allows for the customization of attack parameters and settings. All these
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aspects and settings of the attack are evaluated and discussed in the following paragraphs.

Add patch

Appearance
Transformations

Projective
Transformations

Patched images

Loss Function

Optimization step

Spatial
Transformations

EOTScene-SpecificInput images Predicted SS

Ground Truth SS

...

Patches

SS Model

Figure 4.2: Scheme of the proposed approach for crafting both the EOT-based and the scene-
specific patches.

4.1.1 Generalize to Multi-Patch Attacks

In the context of multi-patch attacks, we first need to expand our initial definition (Equa-
tion (2.3)) to consider a set of patches ∆ = {δk : k = 1, ..., Np}, where Np is the number
of patches used for the attack. In particular, the objective is to find an optimal patch set
∆∗ by optimizing a certain loss function LAtt for all the patched images in expectation,
according to the distribution of transformations used to apply the patch set ∆ on the
image set X.

To this end, the optimization problem defined in Equation (2.3) can be extended as
follows:

∆∗ = argmin
∆

Ex∈X,ζa∈Γa,η LAtt(f(x̃), yadv) (4.1)

Hence, following an iterative approach, as introduced in Section 2.3.1, the attack imple-
mentation for multi-patch can be define as:

δk,t+1 = clip[0,1]

(
δk,t + ϵ ·

∑
x∈X

∇δk,tLAtt(f(x̃), yadv)

)
, (4.2)

where δk,t=0 is the random inizialized k− th patch, x̃ = g(x,∆,Γa, η), k = {1, ..., Np}, and
ϵ represents the step size. Please note that, we made revisions of the appearance-changing
transformation function and the patch placement and application functions, previously
defined in 2.3.2, to account for multiple patches:

• A set of appearance-changing transformations Γa: each element of Γa is a
composition of illumination changes (brightness and contrast) and noise addition
(uniform or Gaussian). This set of transformations is randomly sampled and directly
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applied to the patches ∆. We defined the specific set of transformations in the
experimental settings 4.2.

• A patch placement function η that defines which portion of the original image x
is occupied by the patches. The function η can have different definitions depending
on the chosen attack. Section 4.1.3 provides details of the patch placement function.

• A patch application function g(x,∆,Γa, η) that replaces the area(s) of the im-
age x specified by η with transformed versions of the patches in ∆ obtained by
transformations randomly selected from Γa, hence returning the patched image x̃.
In following, the patches positions are both addressed with randomly 2D masks
(digital evaluation and classic EOT optimization), but also by using 3D projective
transformations (see scene specific attack discussed later).

4.1.2 Attack Objectives

The attacker objective is encoded in the performed optimization to craft adversarial
patches. In particular, in case the attacker might want to maximize the prediction error
of the network, regardless of the output classes (untargeted attack), or force the network
prediction towards a specific output (targeted attack). In the next sections, we evaluate
the models robustness against both untargeted and targeted attacks, which are formulated
as follows:

Untargeted Attacks. In our formulation, the objective of an untargeted attack is then
to minimize the loss function Ladv(f(x̃), y), where y is the ground-truth label. Hence,
in Equation (4.2), Ladv(f(x̃), y) = −L(f(x̃), y). Note that additional losses, in LAtt, for
physical realizability of patches are omitted for simplicity. Therefore, the minimization of
Ladv implies a maximization of L(f(x̃), y).

Targeted Attacks. Conversely, to perform a targeted attack, the attacker has to first
specify the desired prediction of the network. There are many ways to define a target for
this problem (for instance, providing the label of a completely different scene [152]), but
we focus to a case that is more interesting for real-world applications: forcing the network
to make a specific class “disappear” from its prediction. This can be done by uniformly
changing the pixels belonging to class cattacked into the ones of another class ctarget, or by
applying the nearest neighbor algorithm [56], as illustrated in Figure 4.3. The nearest
neighbor algorithm associates to each pixel belonging to cattacked the class of the closest
pixel of a different class.

We define our target label as yt = τ(y, cattacked, ctarget), where cattacked might indicate
either a specific class, or the nearest neighbor approach (specified as a pseudo-class NN).
The targeted attack is then performed by considering, in Equation (4.2) Ladv(f(x̃), yt).

4.1.3 Scene-Specific Attacks

The patch placement within the image might follow two different approaches: (i) random-
izing the patch position, scale and rotation at each iteration (i.e., using the EOT method),
or (ii) using accurate projective transformations.
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Figure 4.3: Illustration of how the original label (left) can be modified to attack the class pedes-
trian: by changing pedestrian with road class (middle), or by using the nearest neighbor approach
(right).

While the first is a general-purpose method for real-world adversarial patch generation
(hereby, refered to as “EOT-based attack”), the latter, named scene-specific attack, ex-
ploits the geometrical information provided by the CARLA simulator to compute camera
extrinsic and intrinsic matrices, and the pose of the attackable surface (a billboard). This
enables the computation of precise camera-to-billboard 3D rototranslation (see Section
2.3.2) to warp the patch according to the point of view of the camera in each image of the
dataset.

Formally, the function η in Equation (4.2) is a composition of randomized translation,
rotation, and scaling for the EOT-based attack, or a precise projective transformation for
the scene-specific attack. This novel method presents two main advantages: it generates
stronger attacks (since the placement is more accurate and specific), and it eliminates
the need to extensively randomize the patch placement, thereby saving time during the
optimization process.

To apply this method, a digital representation of the target scene is required to extract
geometrical data. Although CARLA can import cities via OpenStreetMaps1, some amount
of manual effort is required to model 3D meshes and include objects in the virtual world.
Such objects must be carefully designed to ensure that patches will transfer well to the
real world.

Motivating the scene-specific attack. The main motivations that inspire us to present
and study this approach is that it helps the optimization process focuses the attack on
specific reallistic placements. Although it reduces the generalization of the attack (not
accounting for all the possible positions within the scenario), on the other hand it helps
increases the effectivness of the attack on predetermined positions. Practically speaking,
we assume that these such positions are chosen in advance by the attacker, which could
depict a reasonble attack setup up for ourdoor scenarios.

In the experimental section, we provide a comparison of this method against the EOT-
based attack. Furthermore, it represents a main attack block of the pipeline benchmarking
tool, based on CARLA, proposed in Section 4.3.

4.1.4 Weighted Pixel-Wise Cross-Entropy Gradient

The pixel-wise cross-entropy (CE) loss, denoted by LCE , has been shown to work
well for common untargeted adversarial examples by adding a perturbation r to pixels
values [56] [153]. In this case, the loss is Ladv(f(x+ r), y) = 1

|N | ·
∑

i∈N LCE(fi(x+ r), yi),

1https://www.openstreetmap.org/

https://www.openstreetmap.org/
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where fi(x + r) ∈ [0, 1]Ny is the output of the model for each pixel (i.e., a probability
distribution over the Ny classes), and N = {1, ...,H ×W} is the entire set of pixels in x̃.

However, we noticed that in the case of localized attacks, as adversarial patches, the
previous formulation is not effective since some output pixels tends to produce a larger
gradient magnitude so reducing the attention of attacking the others. Therefore, we
propose a new formulation of the use of the loss function in the iterative optimization
process of Equation 4.2.

Let Ñk ⊆ N represents the set of pixels belonging to a patch δk, and the entire set
of pixels comprising all the patches defined as Ñ = ∪Np

k=1Ñk. The previous pixel-wise CE

loss computed on the subset of pixels N \ Ñ can be split into two terms:

Lx̃
M =

∑
i∈N\Ñ

SSi(x̃)=yi

LCE(fi(x̃), yi), Lx̃
M

=
∑

i∈N\Ñ
SSi(x̃)̸=yi

LCE(fi(x̃), yi) , (4.3)

where ŷi(x̃) is the predicted class for the pixel i ∈ {1, . . . ,H × W}, Lx̃
M

is a new loss

function that accounts for the cumulative CE for the misclassified pixels, while Lx̃
M is the

same but for the other pixels. Note that both Lx̃
M and Lx̃

M
do not include pixels of the

patch (i ∈ N \ Ñ ) to focus the attack on image areas away from the patch.

That said, the previous loss terms allow us to balance the contributions given by
correctly and incorrectly classified pixels. This is accomplished by defining the gradient
of the overall adversarial loss as follows:

∇δkLadv(f(x̃), y) = γ · ∇δkLx̃
M

||∇δkLx̃
M ||2

+ (1− γ) ·
∇δkLx̃

M

||∇δkLx̃
M
)||2

, (4.4)

where γ ∈ [0, 1] is a balancing factor that determines whether the optimization should focus
on decreasing the number of still correctly classified pixels or improving the adversarial
strength for the currently misclassified pixels, and k = {1, . . . , Np}. In other words, γ
balances the importance of LM and LM at each iteration t of the optimization problem
in Eq. (4.2).

To provide an automatic tuning of γ at each iteration, an adaptive value of γ = |Υ|
|N\Ñ |

is proposed, where Υ = {i ∈ N \Ñ |SSi(x̃) = yi}. The idea is to initially focus on boosting
the number of misclassified pixels. As this number increases, the focus of the loss function
gradually shifts toward improving the adversarial strength of the patch on the misclassified
pixels.

Motivating the weighted pixel-wise gradient. The main rationale that expired us
to split the use of the cross-entropy loss into two distinct subsets of pixels relies on the
fact that the behavior of pixel gradients of δk during the t-iteration appear significantly
different across all the image’s pixels and needs a balancing to properly update the attack
at each step. In particular, using the baseline approach (i.e., computing and updating
the patch pixels accordingly with the gradient of the simple pixel-wise loss function), we
observed that pixels close to the patch yield, on average, larger gradients. This observation
is reasonable since, dealing with CNNs, a lower distance provides to the patch a higher
control [154, 116]. In fact, during the initial update steps, the closer pixels are more prone



66 CHAPTER 4. REAL-WORLD ATTACKS

to being manipulated and so fooled. However, even if these pixels are misclassified, they
pertain a large gradient within the overall computation of the update. This, in turn,
makes it challenging to allocate room for fooling other pixels, which are more likely to be
situated farther away from the adversarial patch and so with a lower gradient in the loss
function.

Therefore, the main objective of the following formulations is to strike a balance in
considering the gradients of pixels both near and far from the patch. As shown in the
experimental part (Section 4.2), this strategy is more spatially effective, impacting pixels
across various distances from the patch. Moreover, we also noticed that it allows a faster
convergence in the attack optimization.

Notes on other robustness losses. As mentioned in Section 2.3.1, other losses are
addressed in addition to the adversarial loss, such as the smoothness loss and the non-
printability score. In practice, we noticed that the adversarial loss (for the untargeted
attack formulation) tends to increase in norm during the optimization. This increases
masks the effect of the other losses during the advancement of the optimization. To make
the weighting actually effective, the gradient of each loss is computed individually, then it
is normalized, and then averaged according to the weights. This total gradient is applied
to advance the optimization as in Equation (4.1).

Note that overall loss used account also the smoothness loss described in Section 2.3.1.
In particular, the weights of the losses are: wadv = 1, wN = 0, wS = 0.1. Empirically, we
noticed that the non-printability score is not strictly needed for this kind of evaluation,
while the smoothness loss is crucial for transferring to the real world.
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4.2 Experiments on Digital Attacks

This section presents the set of experiments carried out to evaluate the performance of
the proposed attack and defense approaches2. First, the experimental setup is described,
including the networks, the datasets, the hyperparameters, the performance metrics, and
the hardware involved. Then, the results of the untargeted (single- and double-patch) and
targeted attacks are presented on Cityscapes; and lastly the effect of untargeted single-
and double-patch attacks are reported for the CARLA-generated images.

4.2.1 Experimental Setup

All the experiments were performed using PyTorch [131] and a set of 8 NVIDIA-A100
GPUs, while the CARLA simulator was run on a system powered by an Intel Core i7 with
12GB RAM and a GeForce GTX 1080 Ti GPU.

The optimizer was Adam [127], with learning rate empirically set to 0.5. The effect
of the adversarial patches on the semantic segmentation (SS) models was evaluated using
the mean Intersection-over-Union (mIoU) and mean Accuracy (mAcc) [155] on the subset
of the image pixels not belonging to the patch.

Datasets Several datasets were used for the experiments. The Cityscapes dataset [156]
is one of the most common dataset of driving images for semantic segmentation. It is
composed of 2975 and 500 high resolution images (1024×2048) for training and validation,
respectively. This dataset was used to perform single- and multi-patch attacks, both
with untargeted and targeted formulation. These patches were optimized on 250 images
randomly sampled from the training set, while the entire validation set was used to evaluate
the effectiveness of the resulting universal patches.

Other datasets were created using the CARLA simulator by modifying the built-in
Town01 map to insert some billboards that served as attackable surfaces. In particular,
two different versions of three scenes (denoted by ‘scene1 ’, ‘scene2 ’, and ‘scene3 ’) were
considered: one for single-patch attacks (i.e., one billboard close to the road), and one
for double-patch attacks (i.e., two billboards). To mimic the setting used in Cityscapes,
RGB images of size 1024 × 2048, along with their corresponding SS tags, were collected
by placing a camera on-board the ego vehicle.

For each CARLA scene (three single-patch and three multi-patch), a dataset of 150
images was collected (with no patch attached) for patch optimization. These datasets con-
tain information about the position and orientation of both the camera and the billboard,
to allow computing the roto-translations and projection matrices for different points of
view in the scene. Details can be found in the supplementary material.

Once optimized, the resulting patch is imported in CARLA and applied on the target
billboard. Additional 100 images per scene were collected and used for the performance
evaluation of the attack. Please note that, since these datasets already include a patch, the
metrics are evaluated on the entire image, and therefore produce lower mIoU and mAcc
values in the random case with respect to the Cityscapes dataset.

To obtain an acceptable performance of the selected networks on such CARLA datasets,
it was necessary to fine-tune them. To this purpose, a training and a validation dataset

2The code is available at https://github.com/retis-ai/SemSegAdvPatch

https://github.com/retis-ai/SemSegAdvPatch
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Model mIoU / mAcc

cityscapes CARLA (val - scene1 - scene2 -scene3)

ICNet 0.78 / 0.85 0.70 / 0.84 - 0.53 / 0.70 - 0.64 / 0.74 - 0.62 / 0.74

BiSeNet 0.69 / 0.78 0.47 / 0.69 - 0.47 / 0.69 - 0.61 / 0.74 - 0.47 / 0.73

DDRNet 0.78 / 0.85 0.72 / 0.88 - 0.54 / 0.74 - 0.62 / 0.76 - 0.64 / 0.78

Table 4.1: mIoU and mAcc of the tested models on Cityscapes (pre-trained) and our CARLA
dataset (fine-tuned).

(denoted by ‘val ’) were also collected.

Finally, an additional custom dataset of real-world images was collected to optimize
the real-world patch that was eventually printed. This dataset is detailed in Section 4.2.6.

Models Three real-time SS models suited for autonomous driving applications were
used to evaluate the attacks addressed, namely DDRNet [3], BiSeNet [2], and ICNet [157].
These models were tested in two settings: one with Cityscapes, using the pre-trained
weights provided by the authors, and one on CARLA, where the models were refined with
our fine-tuning procedure (further details are reported in the supplementary material
of [24]). Table 4.1 summarizes the performance of these models.

4.2.2 Effects of Untargeted Attacks on Cityscapes

The untargeted attack is evaluated on the Cityscapes dataset using both single- and
double-patch attacks. Three patch sizes were used to test the effect of small, medium, and
large patches. In particular, the sizes considered for the single-patch attack are 150× 300,
200 × 400 and 300 × 600 pixels, while, for the double-patch attacks, we used 106 × 212,
141× 282, and 212× 424 pixels. This setting allowed to make a fair comparison between
the double and single-patch formulations, since the overall area covered in each type of
attack is roughly the same.

Transformation Γa includes only Gaussian noise with standard deviation 5% of the
image range, whereas the patch placement function η includes random scaling (80%−120%
of the initial patch size) and random translation defined as follows: if (cx, cy) is the center
of the image, the position of the patch is randomized within the range (cx± r̃ · W̃/2 , cy ±
r̃ · H̃/2), where r̃ ∈ [0, 1] is random variable with a uniform distribution. The translation
range was kept limited, rather than considering the full image space, to ensure better
optimization stability and faster convergence. The same transformation settings were used
for the double-patch attack, with the only difference that the center (cx, cy) corresponding
to each of the two patches are the center of the left and right halves of the image. The
patches were optimized over 200 epochs.

As shown in Table 4.2, the double-patch formulation achieves, in general, higher at-
tack performance with respect to the single patch version. In particular, for DDRNet and
ICNet, the double-patch attack gets a lower mIoU in all the tested sizes. Different con-
siderations arise for BiSeNet, where patches with small and medium sizes achieve better
results on the single-patch attack. These results suggest that, for some models, the per-
patch size could be more relevant than the number of patches involved. Further results
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Model
mIoU - mAcc (rand / EOT)

150× 300 200× 400 300× 600
double - 106× 212 double - 141× 282 double - 212× 424

ICNet
0.76 / 0.62 0.84 / 0.72 0.75 / 0.55 0.83 / 0.66 0.75 / 0.43 0.82 / 0.48
0.74 / 0.49 0.83 / 0.57 0.72 / 0.38 0.81 / 0.47 0.68 / 0.21 0.77 / 0.30

BiSeNet
0.67 / 0.48 0.76 / 0.63 0.67 / 0.32 0.75 / 0.46 0.65 / 0.22 0.74 / 0.34
0.64 / 0.50 0.72 / 0.64 0.63 / 0.45 0.71 / 0.57 0.60 / 0.20 0.68 / 0.30

DDRNet
0.77 / 0.70 0.84 / 0.79 0.77 / 0.63 0.84 / 0.74 0.76 / 0.53 0.83 / 0.60
0.75 / 0.60 0.82 / 0.71 0.73 / 0.55 0.81/ 0.62 0.72 / 0.35 0.79 / 0.43

Table 4.2: Adversarial patch results in mIoU and mAcc (calculated out of patches areas) extracted
from the validation set of Cityscapes. Each cell reports the mIoU obtained from a random patch
(no optimization) and the EOT optimization. The white rows refer to single patch attacks, while
the grey rows refer to double patches having the same areas of the single configuration.

are provided in the supplementary material of [24]3.

Figure 4.4 shows the adversarial effect produced by the proposed attacks, illustrated
for the single (300× 600) and double-patch formulation (212× 424).

(a) (b) (c) (d) (e)

Figure 4.4: Images of the Cityscapes validation set and their semantic segmentations obtained
from DDRNet with (a) no patch, (b) random patch (300× 600), (c) adversarial patch, (d) double
random patches (212× 424) and (e) double adversarial patches.

4.2.3 Effects of Targeted Attacks on Cityscapes

While the objective of an untargeted attack is to induce to maximize misclassifications
in the network predictions, regardless of the classes that are predicted, a targeted attack
must follow a much more constrained optimization process.

In particular, with a targeted attack, by pushing the network prediction towards the
target label yt, we are asking the patch not only to change the prediction on the pixels
originally belonging to the class cattacked to the class ctarget but also to keep all the other
pixels untouched (those corresponding to not attacked classes). This resulted to be a
very difficult task, especially when considering image-agnostic attacks: the patch should
generalize the targeted attack for an entire set of images that might differ largely on the
distribution of the attacked class (e.g., pedestrians have different location and appearances
in different images).

3We omitted a complete illustration of all the results for enhancing the discussion and readability of
the thesis.
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Previous work [56] on targeted localized adversarial perturbations for SS models only
deal with image-specific (i.e., non image-agnostic) attacks: this means that the perturba-
tions are tested on the same single image they are optimized on.

We provide a similar analysis to understand whether there are classes that can be
easily attacked with a real-world attack, further validating our loss function formulation
when attacking particular classes of interest for the real-world case.

Table 4.3a reports the effects of some image-specific patch attacks of interest for the
real-world case. We decided to perform a double-patch attack with a total area of 600×300,
since it is the strongest attack we tested. In fact, we empirically found that it is very diffi-
cult to carry out these targeted attacks with a single patch. The table shows the IoU of the
attacked class at the beginning and at the end of the optimization process. IoU values are
averaged on 100 different attacks. Different networks show different strengths and weak-
nesses: in particular, DDRNet and BiSeNet are easily attackable with a road→sidewalk
attack, while ICNet is not. Conversely, ICNet suffers the sidewalk→NN attack, while
BiSeNet does not. This table also gives us an indication of whether it might be possible
to perform universal attacks. In fact, if an average image-specific attack is not completely
successful (i.e., IoU ≈ 0 on the attacked class), there is no hope that the attack will extend
to an entire set of images.

Attack ICNet BiSeNet DDRNet

road → sidewalk 0.96 / 0.81 0.96 / 0.07 0.97 / 0.00
sidewalk → NN 0.77 / 0.12 0.78 / 0.47 0.84 / 0.08
pedestrian → NN 0.48 / 0.19 0.56 / 0.30 0.65 / 0.26
car → NN 0.86 / 0.45 0.86 / 0.44 0.90 / 0.30

(a) Image-specific attacks

Attack ICNet BiSeNet DDRNet

road → sidewalk 0.98 / 0.94 0.98 / 0.37 0.98 / 0.12
sidewalk → NN 0.84 / 0.71 0.85 / 0.83 0.90 / 0.52
pedestrian → NN 0.76 / 0.73 0.85 / 0.70 0.89 / 0.88

(b) Universal targeted attacks

Table 4.3: Effectiveness of (a) some image-specific attacks and (b) selected universal targeted
attacks for different networks. Each cell reports the IoU of the attacked class at the start and at
the end of the optimization among 100 samples of the Cityscapes validation set.

We empirically assessed this argument by performing universal targeted attacks for the
attacks defined above. Table 4.3b presents the IoU of the attacked class for each attack
and each network. Please note that these values are only indicative of the performance of
the attack: in fact, since we are evaluating image-agnostic attacks, we are applying the
same patch to each image of the validation set, which surely differ for the distribution of
the pixels belonging to each class. These experiments lead to the conclusion that each
network shows robustness for different classes. The only universal targeted attack with
good performance is road → sidewalk. The others tested attacks resulted less effective.
Figure 4.5 illustrates some of the attacks performed during the evaluation.
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(a)

(b)

(c)

Figure 4.5: Effect of targeted patches: (a) an image-specific road→ sidewalk attack on DDRNet,
(b) an image-specific sidewalk → NN attack on ICNet, (c) a universal road → sidewalk attack
on DDRNet. First column is the original image, while middle and right columns are the predictions
with random and adversarial patches, respectively.

4.2.4 Effects of Untargeted Attacks on CARLA

The scene-specific attack is evaluated against the EOT-based attack using single- and
double-patch attacks in CARLA. As explained in Section 4.1.3, additional information on
the relative pose of the camera and the billboards are extracted from CARLA together with
the corresponding images and then used to apply accurate patch warping transformations
during the optimization process, to account for different points of view of the same urban
scene.

We decided to use patches of 150×300 pixels (corresponding to a real-world dimension
of 3.75m×7.5m). For all the following experiments, Γa includes contrast and brightness
changes (both randomized within ±10% of the image range) and Gaussian noise (with
standard deviation equal to 10% of the image range).

Since this paper investigates the effect of real-world adversarial patches, the mIoU and
mAcc scores are evaluated on an additional dataset for each tested network: this time,
the patch is not digitally projected, but rather is imported in CARLA and applied to a
virtual billboard as a decal object. Hence, the resulting dataset includes images of the
billboards with an adversarial patch already applied and rendered with the same level of
graphic detail. This allows simulating real-world adversarial examples in CARLA.

The third column of Table 4.1 reports the performance of the tested networks on the
considered scenes (with no patch), while Table 4.4 reports the corresponding adversarial
effect in terms of mIoU and mAcc scores for both single- and double-patch attacks. Note
that, for each setting reported in Table 4.4, the scene-specific attack achieves better results
than the EOT formulation.

For single-patch attacks, the performance of the two approaches is comparable and
their adversarial effect is marginal. While for the Cityscapes dataset we considered double-
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patch and single-patch attacks with the same total patch area, in this case, double-patch
attacks use total areas two times larger than those for single-patch attacks (i.e., we used
two patches with the same size 3.75m×7.5m). This choice was due to the poor performance
of single-patch attacks.

In the double-patch case, the performance of the attack largely improves, as well as
the difference between the performance of the scene-specific and the EOT-based attacks.

It is worth observing that the performance of the tested networks on CARLA scenes is
worse than the one related to Cityscapes: this is partly due to the differences in evaluating
the performance for Cityscapes and for the CARLA-generated datasets. For Cityscapes,
the area corresponding to the patch is not considered during the evaluation: this helps
ignore parts of the image that are wrongly predicted as occluded by the patch. Con-
versely, for CARLA images, we decided to take into account also the patch area, since it
is already present in the 3D virtual scene of CARLA. Figure 4.6 shows the effect of some
representative attacks on CARLA images.

Model mIoU | mAcc (rand / EOT / scene-specific)

Scene1 Scene2 Scene3

ICNet
0.51 / 0.49 / 0.48 0.60 / 0.56 / 0.54 0.64 / 0.61 / 0.61 0.74 / 0.73 / 0.73 0.63 / 0.59 / 0.59 0.76 / 0.73 / 0.74
0.43 / 0.43 / 0.39 0.56 / 0.55 / 0.50 0.58 / 0.57 / 0.55 0.66 / 0.67 / 0.67 0.64 / 0.61 / 0.54 0.76 / 0.73 / 0.68

BiSeNet
0.44 / 0.36 / 0.31 0.63 / 0.55 / 0.49 0.60 / 0.58 / 0.58 0.76 / 0.74 / 0.74 0.47 / 0.46 / 0.45 0.74 / 0.73 / 0.73
0.39 / 0.37 / 0.23 0.88 / 0.54 / 0.53 0.55 / 0.54 / 0.53 0.75 / 0.72 / 0.70 0.44 / 0.43 / 0.42 0.74 / 0.67 / 0.62

DDRNet
0.51 / 0.46 / 0.46 0.70 / 0.69 / 0.69 0.62 / 0.52 / 0.49 0.76 / 0.71 / 0.66 0.65 / 0.58 / 0.59 0.78 / 0.76 / 0.76
0.48 / 0.48 / 0.39 0.67 / 0.66 / 0.66 0.58 / 0.57 / 0.47 0.75 / 0.74 / 0.69 0.66 / 0.66 / 0.58 0.79 / 0.78 / 0.76

Table 4.4: Adversarial patch results on the three scene CARLA datasets. The Table reports the
mIoU and mAcc obtained with random, EOT-based and scene-specific patches. For each network,
the first row indicates results for single-patch attacks, whereas the second row reports results for
double-patch attacks.

(a) (b) (c) (d) (e)

Figure 4.6: Semantic segmentations obtained with BiSeNet on CARLA scene-1 with (a) no patch,
(b) single random patch, (c) single scene-specific patch, (d) double random patches, and (e) double
scene-specific patches.

4.2.5 Evaluating the proposed loss function and parameters

The proposed loss function formulation presented in Section 4.1.4 was evaluated against
the standard cross-entropy loss for several values of γ and for the different attacks.

Figure 4.7 shows the evolution of the mIoU score during the optimization process for
the untargeted EOT-based attack on Cityscapes and the scene-specific attack on CARLA.
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In both cases, for each tested value of γ, our loss formulation outperforms the standard
cross-entropy, both in terms of attack performance and convergence rate.

Figure 4.8 shows the optimization process of the image-specific targeted attack pedes-
trian→NN (the values are averaged on 100 different attacks). The plot at the top shows
the IoU of the attacked class against the original labels, while the one at the bottom shows
the IoU of the class road against the target labels. As it is shown in the latter plot, the
IoU of the class that is not under attack grows because the target label includes pixels
of the class road (or other classes) that replaced the attacked class, and the prediction
is forced to mimic the target label. Please note that, in the targeted case, the tested γ
values are the ones that perform best, i.e., those < 0.5. This is opposed to the untargeted
case, since the attack is formulated to minimize the loss, and not to maximize it. Also in
the targeted case, our loss formulation outperforms the standard cross-entropy loss.

0 25 50 75 100 125 150 175 200

Epochs

0.500

0.525

0.550

0.575

0.600

0.625

0.650

0.675

m
Io

U

EOT Cityscapes
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Figure 4.7: Comparison of adversarial patch optimizations (200× 400) on ICNet and Cityscapes
using different loss functions: two versions of the standard pixel-wise cross-entropy and our for-
mulation with multiple values of γ. LCE on N is the original version used by [56], while LCE on
N \ Ñ is an improved version based on the rationale presented in Section 4.1.4.

4.2.6 Real-World Evaluation

To prove the effectiveness of the attack pipeline proposed in semantic segmentation models,
we used a custom dataset to craft an adversarial real-world patch using the EOT-based
formulation and fixing γ = 1.0 for the proposed loss function optimization in Eq. (4.2).
The dataset is composed of 1000 images that were collected by mounting an action camera
on the dashboard of a real car, using a setup similar to the one of the Cityscapes dataset,
and then driving the car through the streets of our city. The patch was optimized for 200
epochs on the original pre-trained version of ICNet (since it showed good performance
also on our personal real-world dataset). Figure 5.5a shows a sequence of frames recorded
while moving in the direction of the adversarial patch, printed as a 1m× 2m poster. The
illustrations remark how the optimized patch can alter a significant area of the predicted
SS when it appears close to the camera. In fact, we can also see as the attack performance
increases as we move close to the patch.

It is worth remarking that testing adversarial patches for autonomous driving in the
real world poses a series of difficulties that heavily limited the tests. First, it is not easy to
find a proper urban corner that shows good performance and is not crowded with moving
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Figure 4.8: Summary of the optimization process for an image-specific pedestrian→NN attack.
The IoU values at each epoch are averaged over 100 different attacks. Top image shows the IoU
of the class pedestrian, whereas bottom image shows the IoU of the class road. For each value
of γ tested, our loss formulation outperforms the standard cross-entropy loss.

(a)

Figure 4.9: Real-world evaluation on ICNet of the attack method and the defense algorithm.
In inset (a), the first row contains the original images with the printed adversarial patch, while
the second row contains their obtained semantic segmentations. The third row instead shows the
outcomes obtained by masking the patch areas of the previous inputs with white pixels.

vehicles (which might be dangerous). Second, the patch must be printed in the highest
resolution possible on a large rigid surface, which might get expensive.
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4.3 A systematic Tool for Assessing Robustness

Expanding upon our prior results on the CARLA simulator, which allows us to craft
precise patches using 3D data information, we have extended the use of CARLA in a more
systematic manner. The objective of the study conducted in this section was to create a
comprehensive tool for systematically assessing the robustness of computer vision models
in driving scenarios.

The core concept behind CARLA-GeAR (Generation of datasets for Adversarial
Robustness evaluation with CARLA) is straightforward: Given an urban scenario avail-
able from the CARLA tool, where an adversarial patch might be placed (for instance, on
a billboard), CARLA-GeAR first integrates the patch onto the selected surface. Sub-
sequently, it iteratively positions the vehicle and its camera around the scene, capturing
high-definition RGB images, ground-truth labels, and additional information regarding
camera intrinsic and extrinsic matrices, as well as the billboard’s pose in the scene.

In cases where the patch is not readily available, the tool provides an automatic pipeline
for generating the attack scenario. This is achieved by initially gathering a dataset around
a specific billboard with no patch attached and then executing the scene-specific optimiza-
tion algorithm discussed in Section 4.1.3.

The resulting patched dataset can be employed to assess the performance of different
defense mechanisms or to evaluate the adversarial robustness of a target Convolutional
Neural Network (CNN). Multiple datasets, encompassing diverse attack scenarios, can
be collected and utilized for a more systematic and comprehensive evaluations of several
vision tasks. Figure 4.10 illustrates some representative driving scenarios considered in
CARLA-GeAR.

4.3.1 On the Need of Benchmarking Real-World Attacks

Addressing the vast literature on real-world adversarial attacks, we acknowledged that no
much attention was devoted in the literature to the development of datasets or bench-
marks for a systematic evaluation of the adversarial robustness of CNNs against physical
adversarial attacks, nor for assessing the performance of adversarial defense methods in
a unified framework, in particular concerning autonomous driving scenarios. This might
be due to the practical difficulties in the autonomous driving domain, which could result
poorly customizable and/or dangerous. However, the rise of high-definition simulators is
paving the way for fully-controllable, photo-realistic driving scenarios that allow for an
extensive evaluation of potentially dangerous situations.

Looking at the literature, only a few works proposed datasets and benchmarks for a
systematic evaluation of the real-world robustness of models. In fact, most of them are
focused on digital adversarial examples [158], [159], [160], [161] and none of them considers
the autonomous driving context. In [162], the authors systematically evaluate the effective-
ness of adversarial patches. Other works explore other kinds of attacks against autonomous
driving systems [61, 163]. A work close to CARLA-GeAR is DeepBillboard [164], which
generates adversarial patches to be attached on billboards. However, DeepBillboard at-
tacks end-to-end autonomous driving models, whereas CARLA-GeAR allows addressing
multiple perception tasks individually. Furthermore, being built on a simulator, CARLA-
GeAR allows for fully-controllable scenarios, which is a crucial feature for evaluating of
the robustness of a system.
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Figure 4.10: Examples of different attack scenarios and tasks. Best viewed in digital, zooming
in. DDRNet for semantic segmentation on the billboard04 scenario, Faster R-CNN for 2d object
detection on billboard05, GLPDepth for monocular depth estimation on billboard02, and Stereo
R-CNN for stereo 3d object detection on billboard09. First column shows the RGB image, second
column shows the ground truth generated by CARLA, and the third column shows the prediction
of the corresponding CNN.

To the best of our records, APRICOT [58] is the only publicly available dataset that
includes physical-world adversarial patches. However, it can only be used to test 2D object
detection models on COCO-like images. Furthermore, the dataset does not include non-
adversarial images, the patches are not always effective due to patch bending or extreme
view angles, and it does not address specifically driving scenarios.

This lack in the literature motivates us for the design of datasets and benchmarks for
the evaluation of the adversarial robustness of CNNs and defense methods in the physical
world. To this end, we present CARLA-GeAR (Generation of datasets for Adversarial
Robustness evaluation with CARLA), a tool built on top of the Python API of the CARLA
simulator [74], which allows constructing photo-realistic synthetic datasets for four vision
tasks, namely semantic segmentation, 2D and 3D stereo object detection, and monocular
depth estimation.

Attack situations This work considers real-world adversarial attacks based on patches.
The tool considers two different types of situations: (i) a patch (or two in the case of multi-
patch attacks) on a billboard on the side of the road, and (ii) a patch on the back of a
truck placed in front of the camera. Each billboard situation is specified in a yml file as the
fixed position of the billboard in the map. The same file specifies the spawn positioning
limits of the ego vehicle and the NPCs relative to the billboard. The spawning is then
randomized within these limits, as illustrated in Figure 4.11. In this way, it is possible to
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Figure 4.11: An example of spawn area for ego vehicle and NPCs. All the distances are
relative to the billboard.

generate different views of the same potentially dangerous scene.

While the billboards have fixed positions, the truck is randomly spawned in the map,
and the ego vehicle is spawned behind it at different randomized distances.

simulation_config.py
billboard_library.yml
collection_config.yml

Figure 4.12: Complete generation flow (top) and detail of the data generation and collec-
tion phase.

Configuration files Three configuration files are required: (i) collection config.yml,
which is the main collection configuration file, (ii) the billboard config.yml file, which
includes information about the billboard positioning and the limits for the spawning area
of the ego and NPC vehicles, and (iii) the simulation config.py file, which sets the seed
and other simulation parameters (number of NPCs in a scene and other Unreal utilities).

The pipeline described in this section generates single dataset splits (train, validation,
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test, and so on) starting from the main configuration file collection config.yml, that
specifies:

• The target task (one between semantic segmentation, 2D object detection, stereo
3D object detection, monocular depth estimation). This directly specifies the folder
structure and the ground truth annotation types required;

• The CARLA town. Any CARLA town would work, but the one used throughout
this thesis is Town10HD, since it is the town with the most photo-realistic meshes
in CARLA;

• The dataset root folder and split;

• The desired scene. As explained in Section 4.3.1, this configures the adversarial
surface positioning, the ego vehicle, and NPCs spawning.

• The desired patch to be uploaded and additional info on it. The patch path, if
specified, is used to render the patch on the surface selected. If it is not specified,
no patch is rendered. This possibility is better detailed in Section 4.3.1.

The aforementioned billboard config.yml and simulation config.py configura-
tion files are then read to define the attack situation and simulation settings.

Data generation algorithm Figure 4.12 shows the data generation and collection
pipeline, which is discussed next.

1. Read config files is a set of parsers that extract information from the configuration
files presented in Section 4.3.1.

2. Setup simulation and data collection sets up the client-server communication
with CARLA through its Python API and writes a few necessary settings. It then
loads the specified town and spawns the selected billboards. It also sets up the
camera types required for the specific task, the seed for repeatability, and generates
the folder tree to properly store images and annotations.

3. Data Generation and Collection is the core of the pipeline illustrated in Figure
4.12. The dataset is constructed by iterating three steps: (i) cleanup of any addi-
tional vehicle/pedestrian, (ii) spawn of the ego vehicle, its sensors, and randomized
NPCs following the spawning limits of the specific situation, (iii) save the RGB im-
age, the ground truth (this task-specific operation is detailed in Section 4.3.1), the
billboard, and the camera poses. Additional details are provided in the supplemen-
tary material of [165].

Dataset structure and annotations RGB images are always saved as uint8 with
different resolutions, while each task has different ground-truth annotations and folder
structure: semantic segmentation datasets follow the CityScapes [156] format, 2D object
detection uses the COCO format [166], stereo 3D object detection the Kitti Stereo Object
Detection format[167], and monocular depth estimation the Kitti Depth format. This
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choice is motivated by the fact that the same original metrics, evaluation procedures and
deep learning framework data loaders can be used to evaluate these custom datasets.

CARLA has special semantic segmentation and depth camera sensors that allow im-
mediate ground-truth computation. It can also compute all the 3D bounding boxes in
the simulated world. However, the 2D and 3D bounding boxes that are visible in each
scene must be computed heuristically (details are reported in the supplementary material
of [165]).

Additionally, CARLA-GeAR collects all the billboard positions together with the
camera extrinsic and intrisic matrices. This allows knowing the precise pose of the attack-
able surface in the scene, which is crucial to make an accurate digital patch placement
(see details in Section 4.3.1) and obtain the ground truth for evaluating the accuracy of
masking defense methods against adversarial patches.

Patch generation As described in Section 4.3.1, the collection config.yml file spec-
ifies the path of the patch that must be uploaded and rendered on the selected billboard.
If the file path is not defined, the tool does not render anything on the billboard. This
is useful to have an additional test split to check the performance of a CNN or a defense
method in a non-adversarial case. Furthermore, these non-adversarial dataset splits can
be used to train adversarial patches for that specific situation. We follow the scene-specific
attack method proposed in Section 4.1.3, which requires camera and billboard poses to
accurately reproject the digital patch to maintain differentiability and the possibility to
perform white-box attacks.

4.3.2 Testing The Tool

This section presents an instance of how the CARLA-GeAR toolbox might be used to
benchmark the robustness of CNNs and the performance of a set of defense and detec-
tion algorithms. In Section 4.3.2, preliminary tests were performed to set the simulation
configuration used for the generation of datasets. Furthermore, in Chapter 5 the datasets
generated are used to compare a selection of state-of-the-art defenses and detection meth-
ods for each task. The experimental setup is briefly listed in Section 4.3.2 and better
detailed in the supplementary material, together with additional experiments and illus-
trations from the datasets.

CARLA-GeAR’s settings

The CARLA simulator version 0.9.13 was used (UnrealEngine 4.26 on Ubuntu 18.04) on
a machine equipped with an Intel i7-4790K CPU @ 4.00GHz × 8 and an NVidia GTX
1080Ti GPU. The adversarial patch optimizations were performed on an NVidia Tesla
A100 GPU using PyTorch.

The CNNs used were DDRNet23Slim [3] and BiSeNetXception39 [2] for semantic seg-
mentation, Faster R-CNN [168] and RetinaNet [169] for 2D object detection, GLPDepth
[170] and AdaBins [171] for monocular depth estimation and Stereo R-CNN [172] for stereo
3D object detection.



80 CHAPTER 4. REAL-WORLD ATTACKS

The comparison metrics used are (i) mIoU for semantic segmentation, (ii) the COCO
mAP for 2D object detection, (iii) root mean square error (RMSE) in meters for monocular
depth estimation, and (iv) kitti AP for “moderate” label difficulty for stereo 3D object
detection.

Life-cycle of a patch To evaluate the effects of real-world adversarial patch attacks in
CARLA it is necessary to follow a few steps. Given a certain task and an attack scenario,
it is possible to collect a training dataset split to digitally optimize the patch to attack a
specific CNN using the scene-specific optimization algorithm. The same training set can
be used to craft patches for different networks but for the same task. Once the patch is
optimized, it can be imported in CARLA and applied to the billboard to generate the
test set. In this way, it is rendered realistically as the other objects in the scene and
it constitutes a “virtual” real-world adversarial object. Different patches (for different
networks) are used to generate different test sets. However, each test set shares the same
seed. This allows generating datasets with exactly the same images, except for the selected
patch, hence providing a more fair comparison. Furthermore, each adversarial patch is
tested against a control test set that includes a random patch or no patch.

The datasets used in the following evaluation include 10 attack situations, namely 9
billboard-based attacks (billboard01 to billboard09, of which billboard05 to billboard07
are double billboard for double patch attacks) and 1 truck-based attack.

Each of these dataset includes images collected around the attack surface, which are
arranged in the following splits:

• A train split (100 images) with no patch attached. This can be used to optimize
patches for the specific situation.

• A val split (50 images) with no patch attached. It can be used as a validation split
during the patch optimization.

• A test net split (50 images), which includes a patch crafted specifically for the model
indicated by “net” (e.g., ddrnet, bisenet, adabins, and so on).

• A test random split (50 images), which includes a random patch.

• A test nopatch split (50 images), which includes no patch on the attack surface.

Please note that each test split has the same seed. Therefore, the only difference between
the three test split images described above is the patch applied on top of the attack surface,
as showed in Figure 4.13. This is useful for a fully controllable and fair comparison of the
adversarial effect of the patch, as well as the evaluation of the adversarial robustness of
different defense methods and models.

Furthermore, for the conducted tests we provide a no billboard dataset, which in-
cludes only a train split (100 images) with no billboard spawned. The ego vehicle and
its camera are moved randomly around the city. This dataset can be used as a reference
for the distribution of the scenes produced by CARLA. In fact, it was used to update the
batch normalization parameters of DDRNet, BiseNet and AdaBins to improve the per-
formance and handle an unavoidable domain shift between CARLA scenes and realistic
images from Cityscapes. It was also used to train the defense methods that required a set
of not attacked samples. (see Section 5.3).
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(a) (b) (c)

Figure 4.13: Comparison of RGB images (top) and network prediction (AdaBins, bottom)
for a sample of the dataset billboard02: (a) test nopatch, (b) test random, (c) test adabins

On the flexibility of CARLA-GeAR. The proposed framework is aimed at sys-
tematically evaluating the adversarial robustness in several attack situations. However,
the experimental results presented in this section are just a subset of those that can be ob-
tained with the proposed tool. More specifically, we tested untargeted attacks that produce
highly effective patches based on robust and flashy adversarial input patterns.Different
threat models might be considered during the patch generation phase to obtain more in-
conspicuous patterns (such as the one in [61]) or different attack settings (illustrated in
Section 2.3.1).

Ablation studies

This section reports the results of ablation studies performed in the early stages of
the experimentation to set the parameters used for the data generation. The objective
was to find a good trade-off between the CNN performance and the attack effectiveness
while maintaining reasonable computation times. We decided to use the same billboard
configuration that allows the application of a 3.7m×7.4m patch with 150×300 pixels. The
CNNs used for these studies are Faster R-CNN for 2D object detection, GLPDepth for
depth estimation, and DDRNet for semantic segmentation.
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Figure 4.14: Time required for the generation of a dataset item for each task. The error
bar represents the standard deviation.

Computation time. The creation of such datasets is a time-consuming task. In
this section we show the average time required to generate and save an RGB image and
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ground-truth annotation for each task. From the results reported in Figure 4.14, it is clear
that the most time-consuming task is semantic segmentation. This is attributed to the fact
that segmented images (and ground-truth labels) have the highest resolution, following
the Cityscapes format. Then, stereo 3D object detection and depth estimation follow,
since the first saves pairs of RGB images and the latter saves an RGB and a depth image.
2D object detection is the least expensive task for generation, since it has to save the RGB
image only, while the annotation is a json file. The timing data have been collected during
the generation of the same 50-sample test set, changing the seed ten times. Hence, the
generation of a 50-sample dataset takes roughly eight minutes on average.
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Figure 4.15: (a) Performance of the attack for each task as a function of the number
of samples used for the optimization of the image-agnostic patch. The experiment was
performed on billboard02 ten times, changing the seed for each experiment. The dash-
dotted line represents the baseline performance (random patch) whereas the error bar
represents the standard deviation. (b) Effect of the different weather presets of CARLA
on the baseline performance (random patch) against the attack effectiveness for each
task. The experiments were performed for three different attack situations with different
camera-sunlight relative orientations.

Number of samples for the optimization. An important parameter that must be
set is the number of samples required to run the optimizations properly. Too few samples
might not be enough to obtain effective attacks, while too many samples slow the gener-
ation and optimization processes down. Figure 4.15a shows the attack performance with
respect to the baseline CNN (obtained with a random patch) as a function of the num-
ber of samples for each task. The results were averaged over ten different optimizations,
changing the seed each time. Since optimizing a patch with 100 samples leads to better
results overall, we set the training set dimension to 100 images in the generation stage.

Weather conditions. The CARLA simulator allows full control of the weather pa-
rameters, ranging from the time of day (i.e., the elevation angle of the sun) to the amount
of rain and wetness of the road, from the fog density to the Rayleigh scattering. Given
the large number of different parameters to evaluate, which would lead to a combinatorial
explosion in the number of settings, we decided to limit the study to the weather presets
available in CARLA, ignoring those that lie outside the distribution of the datasets used to
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train the CNNs under test (i.e., no heavy rain, puddles, night, or fog). The tested weather
presets were CloudyNoon, ClearNoon, CloudySunset, ClearSunset, SoftRainNoon. Nev-
ertheless, note that in CARLA-GeAR the weather parameters are fully configurable.

We decided to restrict the search to three attack situations with different billboard
orientations (and, hence, camera orientation) with respect to the sunlight position: bill-
board02 has the sun behind (shining directly on the billboard), billboard04 has the sun
on the side, and billboard09 has the sun in front. The results in Figure 4.15b show that,
for each task tested, the baseline performance (i.e., applying a random real-world patch)
when using presets CloudySunset and ClearSunset is almost always slightly worse. The
attack performance resulted not to be particularly influenced by the weather conditions.
Hence, we used the ClearNoon weather for the following experiments, since it performs
slightly better overall. We reported additional illustrations of the adversarial effect of
patches under different weather conditions in the supplementary material of [165].

Evaluating Defense Mechanisms

The scenarios addressed in CARLA-GeAR offer a valuable tool for evaluating the per-
formance of defense algorithms, particularly in executing adversarial detection or imple-
menting adversarial masking on top of DNNs for various specific tasks. The results and
advantages offered by CARLA-GeAR are detailed in Chapter 5, which includes a com-
prehensive description of the defense mechanisms proposed in this thesis.
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4.4 Discussion and Future Directions

This section summarizes the results achieved in this chapter and outlines open perspectives
for future research.

4.4.1 Evaluating the Spatial Robustness

The extensive experiments presented in Section 4.2 offer a new perspective for studying
semantic segmentation models in autonomous driving. The tested networks demonstrated
a quite interesting degree of robustness to real-world and patch attacks. This was partic-
ularly evident fully real-world and simulated settings, where the impact of the patch was
mostly confined to the area of the attacked surface. Through this investigation, several
promising research directions have emerged.

Addressing the robustness of specific blocks We observed significant variance in
the effectiveness of the attacks across the set of models tested. Further investigations
revealed that these vulnerabilities in the models are heavily dependent on the intrinsic
characteristics of specific blocks used in each architecture, which increase the network
susceptibility to real-world attacks.

More specifically, from preliminary experiments, we have observed that the use of
global average pooling layers for channel-attention, such as the Squeeze and Excitation
Block in BiSeNet [173], can compromise the spatial robustness of the model. In brief,
it facilitates an adversarial patch in influencing features belonging to areas far from the
patch itself.

These preliminary insights inspire further in-depth analysis with the goal of establishing
design principles to enhance the robustness of future models.

On the relationship between targeted and untargeted attacks. It is worth noting
that, despite the apparent differences between the target and untargeted formulations,
our experiments have revealed that untargeted attacks often exhibit patterns that closely
resemble targeted ones. More specifically, untargeted attacks tend to focus on a particular
target class and propagate their influence beyond the mask region (see ICNet and DDRNet
in Figure 4.4). We believe that this phenomenon is not only reasonable but also linked
to the universal property of a real-world attack, where the fact that the patch needs to
generalize the adversarial effect across different images is, in some sense, closely tied to
the necessity of addressing a specific target class. This insight may highlight the need of
investigate the interconnections between untargeted and targeted approaches in the realm
of univesal and physically-realizable adversarial attacks.

4.4.2 Future directions with the use of simulators

In the second part of the chapter, we introduce CARLA-GeAR , a tool for an automatic
generation of adversarial, photo-realistic synthetic datasets in driving scenarios. The ex-
perimental results presented in this chapter, and in the next chapter 5, focus on its use
for evaluating real-world robustness of pretrained models and defense strategies. This
represents a step towards benchmarking real-world attacks in outdoor driving scenarios.
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Ethically, this work highlights security and safety concerns regarding the deployment
of safety-critical systems that rely on AI vision applications. We contend that the ex-
tensive customization options and photo-realism provided by CARLA-GeAR not only
offer a systematic tool for evaluation but also reveal crucial insights into the effectiveness
of testing neural networks and defense strategies against physical adversarial attacks in
driving scenarios.

Despite the novelty of this work, it is important to acknowledge some limitations and
open problems, which also suggests possible directions for future research.

Domain shift on CARLA. Although the meshes used in Town10HD of CARLA are
photo-realistic, there is a clear domain shift between the CARLA-generated images and
common real-world datasets used for scene-understanding (e.g., COCO, CityScapes, Kitti).
This raises concerns about the generalizability of the evaluation conducted with our tool to
real-world scenarios. Nevertheless, real-world evaluations are challenging and expensive
to achieve, as pointed out by related studies (e.g., [24] and [61]), thus remarking the
necessity of using simulators. The need for clarification on the proper understanding
of result generalization opens further avenues for investigation. To address this, future
efforts might focus on two areas: firstly, understanding the level of transferability in light
of recent advancements in photorealism within driving simulators; secondly, developing
new optimization attack methods that adapt adversarial features to transfer also within
real-world scenarios.

Testing scenarios. Another issue with the simulated images is that the urban scenarios
in CARLA towns are inevitably too limited and thus do not allow for a comprehensive
evaluation of driving scenarios. In other words, the scenarios addressed in this paper do
not cover all the possible patch attacks in the wild. In our experiments, we tried to bridge
the gap between the complexity of real-world scenarios and simulated environments by
randomizing Non-Playable Characters (NPCs), such as pedestrians and cars, across all
images within a given scenario. Additionally, we proposed two types of attack settings:
static attacks using adversarial billboards and dynamic attacks with adversarial trucks.
These settings are designed to effectively generalize CARLA-GeAR across various attack
scenarios. For instance, we can simulate adversarial road signs or walls using billboards.
Despite these efforts, we acknowledge that the intrinsic limitations of the CARLA environ-
ments might not provide the same diversity of scenarios as the real world. This recognition
guides our future work, where we plan to delve deeper into these issues.

Computational and timing costs. The proposed dataset generation pipeline is com-
putationally intensive and requires a considerable amount of time, even with a powerful
machine. Such costs are mainly due to the optimization algorithms involved in craft-
ing proper adversarial attacks. Future work will need to refine these optimizations, thus
reducing the processing time and making the pipeline affordable even for more resource-
constrained architectures. Nevertheless, at the current stage, we aim at alleviating this
problem by (i) providing a set of datasets with pre-computed patches for a set of CNNs
spanning four different tasks, and (ii) providing support for custom patch and dataset
generation upon request to the authors.
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Ad-hoc robustness metrics. To comprehensively evaluate the real-world robustness
of CNNs, designers should face with the definition of proper ad-hoc, model-specfic metrics
that can better express the model robustness. In this work, we considered common task-
based metrics (such as mAP for object detection, MioU for semantic segmentation, and
RMSE for depth estimation), which are typically involved in evaluating the model perfor-
mance on not attacked scenarios. The use of these metrics is a common practice for the
majority of related work. Future work should instead be devoted to the derivation of more
expressive metrics, which better depict and measure the concrete adversarial robustness
of a given model.



Chapter 5

Interpretable Defenses Against
Real-World Attacks

Recent works have proposed various methods to mitigate real-world adversarial attacks.
However, as discussed in Section 2.4.2, merely pointing out the defense performance is not
sufficient. It is also crucial to consider practical constraints, which may include computa-
tional cost, interpretability of the steps taken by the method, and an ‘explainable sense’ of
robustness (i.e., achieving a sufficient level of transparency in understanding the potential
failures and weaknesses of the approach).

As known in the literature, achieving these requirements can be hard and might con-
strain the performance of defense strategies. To address these challenges, this chapter
introduces several works focused on developing effective yet interpretable defense mech-
anisms for both adversarial detection and adversarial masking. The primary emphasis
on high robustness and interpretability is based on an over-activation analysis, which is
introduced in Section 2.4.3 and explored more in depth in Section 5.1.

We organized the chapter’s sections as follows: Firstly, to introduce and consolidate the
theory behind the over-activation analysis, we reexamine the over-activation phenomenon
produced by real-world adversarial attacks. As previously mentioned in the related litera-
ture (Section 2.4), Yu et al. [116] investigated the relationship between over-activation in
internal network layers and adversarial patches, with a focus on image classifiers. Inspired
by their analysis, we extend that investigation from a different viewpoint, broadening its
applicability to dense prediction tasks.

Then, we report in the subsequent sections three defense algorithms. In Section 5.2.1,
we present a fast adversarial detection mechanism tested within semantic segmentation
tasks to quickly and robustly flag the presence of adversarial patches. Then, in Sec-
tion 5.1, we extend the use of over-activation analysis to the case of masking by introduc-
ing modules that enable the extraction of over-activation-based heatmaps without relying
on unpredictable blocks like additional neural networks. Finally, we tackle the challenge
of implementing more efficient and straightforward adversarial masking, with a focus on
computational cost and inference time, in multi-frame applications. This is achieved by
providing further insights into the over-activation phenomenon and integrating proper
temporal attention mechanisms.

87
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5.1 Over-Activation Analysis

The theoretical insights provided by Yu et al. in [116] offer a mathematical explanation on
the existence of over-activation in internal neurons when the model is exposed to an adver-
sarial patch. In their formulation, Yu et al. confined their analysis to image classification
scenarios, and introduce multiple assumptions during the theoretical derivation.

In this section, inspired by the work of Yu et al., we propose new insights into the
necessity of over-activating internal features to successfully inject adversarial effects in
real-world attack scenarios. We employ straightforward algebraic constructions and focus
on models for dense prediction tasks

Let us consider a semantic segmentation model f : R3×H×W → RNy×H×W . Let us
denote LB as the last layer of the backbone, i.e., the last convolutional block before the
fully connected classification layer. For simplicity, we can assume HB = H and WB =W ,
indicating that the height and width of the backbone’s output match those of the input.
Let us also focus on a targeted output pixel (i, j) that we want to misclassify through a
targeted adversarial attack, i.e., maximizing the probability of the model output towards
an adversarial class yadv.

We define h ∈ RCB×1×1 as the feature vector at layer LB corresponding to pixel (i, j). 1

Similarly, the feature vector for pixel (i, j) in the case of the attacked image x̃ is represented

as h̃ ∈ RCB×1×1, computed from f0→B(x̃). Note that the attacked image x̃ is generated
using a universal patch attack δ.

As illustrated in Figure 5.1, the perturbation in the feature space of the layer LB,
concerning the feature at the position (i, j), can be represented as

ĥ = h̃− h.

Figure 5.1: Representation of the used notation in the features space. The yellow area depicts
the yadv-class region, while the orange one is the correct y-class region.

Let us assume that y is the ground truth class for the pixel (i, j). The attack is
successful if the final logit for yadv is significantly higher than for any other class y ∈
{1, . . . , Ny} \ {yadv}. This ensures that the output probability for the class yadv is close to
1. Let us also assume that the non-attacked features h achieved a high probability score
with the correct class y, meaning the logit vector of h in y is much higher than with the
other classes. Thus, to craft an effective attack, we need:

1Note that for simplicity, we have omitted the layer and spatial indices in h, as in this analysis we
consistently refer to layer LB and pixel (i, j). For clarity, h = hB,(i,j) = f0→B(x)
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W T
yadv

h̃ ≫ W T
y h̃

To simplify the problem, we introduce the weights W̄ =Wyadv −Wy, such that we can
write the previous disequention as a binary class problem:

W̄ T h̃ ≫ 0

Thus, considering that h̃ = ĥ+ h, as illustrated in Figure 5.1, we can write:

W̄ T ĥ+ W̄ Th≫ 0

From a · b = ∥a∥ · ∥b∥ · cos (∠(a, b)), we have:∥∥W̄∥∥ · ∥∥∥ĥ∥∥∥ · cos (∠(ĥ, W̄ )) +
∥∥W̄∥∥ · ∥h∥ · cos (∠(h, W̄ )) ≫ 0

=⇒
∥∥∥ĥ∥∥∥ · cos (∠(ĥ, W̄ )) + · ∥h∥ · cos (∠(h, W̄ )) ≫ 0

We now make the following assumptions to account for the dynamics of universal
adversarial attacks:

1. Alignment of universal perturbation with target adversarial class weight : A crucial
assumption is cos (∠(ĥ,Wyadv)) ≈ 1. This suggests that for a successful universal
attack, the perturbed feature vector at pixel (i, j) should closely align with the
weight vector of the target class yadv. This alignment is a key characteristic of
universal attacks (perturbations and patches), which are effective across various
input samples (see [174]). Formally, we can support this assumption by observing
that, to fool different samples x ∈ X, the direction should, on average, align to the
target class in order to generalize:

Ex∈X cos (∠(ĥ|x,Wyadv)) → 1

where ĥ|x indicates the feature perturbation for the pixel (i, j) induced by δ when
applied to a generic input x. Following this assumption, since we have reformulated
the problem as binary class problem, we have

cos (∠(ĥ, W̄ )) ≈ 1

2. Alignment of the non-attacked sample with the correct class weight : Building on the
initial assumption that the input x is correctly predicted with the ground class y, we
have that 1 ≤ cos (∠(h,Wy)) > 0. If the classification is given with high confidence,
the previous values should be close to 1.

Following similar considerations, we have −1 ≤ cos (∠(h,Wyadv)) ≤ 0, implying that
the input has been classified with y ̸= yadv.

With these assumptions, we have the following derivation:∥∥∥ĥ∥∥∥ · cos (∠(ĥ, W̄ ))︸ ︷︷ ︸
≈1

+ · ∥h∥ · cos (∠(h, W̄ ))︸ ︷︷ ︸
<0

≫ 0 =⇒
∥∥∥ĥ∥∥∥≫ ∥h∥ · α
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where α > 0 is defined as α = − cos (∠(h, W̄ )). Note that α is indicative of the extent to
which the non-attacked features align with the correct class-y features. We assume that
for a well-trained model, an input classified correctly could yield α ≈ 1.

This analysis prove that ĥ needs to produce a high over-activation, which implies an
over-activation also for the vectors h̃.

It is important to note that the proposed analysis is also valid for the case of universal
adversarial perturbations. In fact, the critical aspect is the universal property, which is
assumed both in the case of patches/objects and universal perturbations. Different consid-
erations arise in the case of non-universal perturbations (common adversarial examples),
where the condition cos (∠(ĥ,Wyadv)) → 1 could not be true.

Although these preliminary insights showing an over-activation required by universal
attacks (either patch or perturbation), the subsequent paragraphs will delve into additional
constraints specific to real-world adversarial objects (e.g., patches), which further increase
the level of over-activation required by the attacks.

Spatial Decay for Localized Attacks

In [154], Luo et al. discussed the properties of effective receptive fields to measure how
much each input pixel can impact the output features. Specifically, let us consider a CNN
with N convolutional layers. Luo et al [154] studied the impact of the input pixel (p1, p2),
with respect to the feature vector corresponding to a pixel at the position (i, j).

The effective receptive field analysis measures how much a pixel x(p1,p2) contributes

to hl,(i,j) by calculating the expectations of the partial derivative
∂hl,(i,j)

∂x(p1,p2)
. The authors

demonstrated that the analysis converges to the probability density function of a 2D
Gaussian distribution:

ΦN ∼ N (d((i, j), (p1, p2)),Var[Ωn]) , n = 1, 2, . . . , N

where d((i, j), (p1, p2)) is a lp-distance between (i, j) and (p1, p2), and Ωn is a random
variable following the distribution of the weights of the n-th convolutional layer.

Based on this assumption, we can infer that the activation induced by an adversarial
pixel should be more pronounced when the attacked pixel is distant from (p1, p2). In
other words, the propagation of the adversarial effect should result in significant over-
activation of specific features to counterbalance the spatial decay constraint. Indeed, as
demonstrated in the previous chapter, this spatial decay factor significantly increases the
challenge of crafting adversarial patches within large images.
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5.2 Fast Patch Detection Algorithm

Leveraging insights from previous observations, this section introduces the first defense
method of the chapter, namely the Fast Adversarial Patch Detection Algorithm (FPDA) [24].
The evaluation of the method follows the setup presented in Chapter 4, covering both dig-
ital and real-world attacked scenarios for semantic segmentation models.

5.2.1 Proposed Method

This section describes the FPDA, designed to recognize output predictions affected by
adversarial patches (adversarial detection). Inspired by the HN method [105], the basic
idea of the proposed approach relies on identifying and measuring the presence of over-
activated internal features, which are likelly induced by adversarial attacks.

Given a semantic segmentation (SS) model f and a specific layer Ll, the pseudo-code
of FPDA is reported in Algorithm 1. The function getActivation(f,x, l) (line 1 ) returns
all the neuron activations at the layer Ll, denoted by

hl = {hl,(c,i,j), ∀c, i, j}.

Since the number of neurons at layer Ll might be large in semantic segmentation models,
making the next algorithmic steps computationally expensive at run-time and therefore not
suited for real-time applications, a features-compression is performed at line 2, returning

Cl = {max
c∈Cl

|hl,(c,i,j)|, ∀i, j}.

This operation preserves the properties of the over-activated neurons by using the max
operator.

Algorithm 7 Fast Patch Detection Algorithm

1: hl = getActivation(f,x, l)
2: Cl = { maxc∈Cl

|hl,(c,i,j)| , hl,(c,i,j) ∈ hl}
3: Ĉl = (Cl − µl)/σl
4: Sl = Ĉl.where(Ĉl > θν)
5: score =

∑Sl

6: if score > ϱ then
7: Return True
8: end if
9: Return False

Then, Cl is normalized (line 3 ) using the mean µl and standard deviation σl, which are
computed offline from a dataset of clean images (i.e., no patched inputs). The normalized
features are so denoted as Ĉl.

To filter out all the common activations resulting from clean inputs, a subset of Ĉl is
selected (line 4 ), including only those neurons with an activation larger than a selection-
threshold θν and thus deemed as unsafe. The threshold θν is determined offline as the
ν-percentile value computed on the normalized features Ĉl of the previously defined clean
dataset.
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Finally, a score value is obtained (line 5 ) as the sum of these over-activated features.
Such a score is then compared (line 6 ) with a decision-threshold ϱ in order to decide
whether the prediction f(x) is safe or not (i.e., whether x is genuine or includes an adver-
sarial patch). Threshold ϱ is tuned offline on a second dataset, composed of both clean
and patched images.

The performance of the proposed algorithm depends on ν, ϱ, and the two datasets
used to extract µl, σl, θν , and ϱ. These parameters and the related tuning strategies are
discussed in details in evaluation part (5.2.2).

It is useful to highlight the main differences between the proposed method and HN
[105]. Although both achieve similar detection performance, our approach has a signifi-
cantly smaller computation time thanks to the features-compression step described above.
Furthermore, while the features-selection step of HN is performed at run-time on the layer
activations, our approach exploits an off-line computation of a threshold θν , computed on
a given clean dataset, to reduce the run-time detection latency.

5.2.2 Experiments

This section provides a set of experiments aimed at assessing the detectability of patched
images and the real-time performance of the algorithm. A comparison with the original
HN formulation is also provided. Finally, a comprehensive analysis against defense-aware
attacks is shown to illustrate the strengths and weaknesses of FPDA. The setup of the
experiments is the same as proposed in Chapter 4, where both digital patches on Cityscapes
and real-world patches have been evaluated.

Tuning the thresholds

The Cityscapes dataset is used to set the algorithm’s parameters µl, σl, ν-percentile. In
particular, a set of features Cl extracted from 1000 images of the original training set are
used to compute µl and σl. Then, after the normalization, the corresponding features Ĉl
are used to compute the ν-percentile (where ν is set to 0.999 for both HN and FPDA) and
so θν . A second dataset (composed of other 1000 clean images from the training set, plus
the corresponding adversarial images) is used to compute the decision threshold ϱ.

The detection algorithm requires specifying a given layer Ll. The choice of the layer has
been the subject of many preliminary experiments. The real-time SS models considered
in this paper fuse information extracted from different parallel branches. The layer Ll is
chosen as the first layer that joins all the model’s branches, which resembles the last or
close to the last conv block. We noticed that it is reasonable to detect anomalies in the
first fusion point: it might be possible to create adversarial patches capable of bypassing
the detection mechanism placed within some branches of the model by exploiting the
vulnerabilities of others.

For completness, in Table 5.1 we report the list of layers addressed for FPDA and
HN for DDRNet, BiseNet and ICNet. We also list the settings used to evaluate FPDA
and HN with other vision tasks for the evaluation performed through CARLA-GeAR in
Section 5.4.
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Net Layers (FPDA and HN)

DDRNet layer5

BiseNet context path 2

ICNet conv5-4-k1

FRCNN backbone.body.layer1[1].conv1

RetinaNet backbone.body.layer4

Ababins encoder.original model.blocks[1][0]

GLPDepth encoder.patch embed1.proj

Stereo-FRCNN RCNN smooth1

Table 5.1: Settings for FPDA and HN. For reproducibility, layer names refer to the modules
names available in the code at github.com/retis-ai/CARLA-GeAR.

On the validity of the method

Figure 5.2 reports the distribution of clean and patched images extracted from the val-
idation set of Cityscapes as a function of the score computed by the proposed method
with the BiSeNet model. The same kind of patches analyzed in the untargeted attacks of
Section 4.2.2 are used (150× 300, 200× 400, 300× 600).
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Figure 5.2: Distribution of the clean and patched images as a function of the features over-
activation score computed by the Algorithm 1 with BiSeNet. The grey area highlights the set of
ϱ thresholds that achieve a perfect detection accuracy with the tested images.

As shown in Figure 5.2, the distribution of the clean images is much closer to zero
than all the other adversarial distributions. In particular, the larger the adversarial patch
(and consequently more effective), the higher the score computed by Algorithm 1. The
area of score values colored in grey highlights the set inside which any selected threshold
ϱ is able to detect all the adversarial images without introducing false negatives (i.e., no
clean image is detected as unsafe).

Timing analysis

The following experiments show how the proposed method allows the processing of large-
sized layer activations (see Table 5.1) without affecting the timing performance of the

github.com/retis-ai/CARLA-GeAR
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Figure 5.3: Additional inference time computed as the ratio between the execution time of the
detection algorithm and the original model inference time.

model. Figure 5.3 plots the additional inference time averaged over 8000 iterations: the y-
axis reports the relative execution time fraction introduced by Algorithm 1 with respect to
the nominal inference time required by the model. As it can be noted from the figure, the
proposed method adds a small latency, whereas HN presents larger additional execution
times: from 20% with the ICNet model to 50% with BiSeNet.

While it is fair to remark that HN is not conceived for semantic segmentation models
(where the number of features to take into account is usually larger than common image
classification models), the proposed approach solves this issue by processing a large number
of features in negligible additional time.

Defense-aware attack

Although the adversarial patches tested in Section 5.2.2 are easily detectable by FPDA,
it is important to assess the goodness of FPDA against ad-hoc attacks that exploit the
knowledge of the applied defense. To this purpose, an extension of the attack formulation
proposed in this paper was concevied to craft untargeted adversarial patches with the
intention of also deceiving the FPDA.

Since the FPDA is based on the detection of over-activated features, we crafted patches
that are adversarial (i.e., capable of misclassifying a large number of pixels predicted in SS
outcomes), while, at the same time, are able to keep the activated features within the range
of the original distribution (i.e., minimizing the over-activations). This is accomplished
by solving the iterative optimization method discussed in Section 2.3.1 but using a loss
function L(f(x̃), y) that includes both the adversarial loss function Ladv(f(x̃), y) (in short
Lx̃
adv) and an additional activation loss Lx̃

Ĉl
. The former is the loss function introduced

in Section 2.3.1, while the latter is a new loss function that returns a cost proportional
to the squared over-activation of the normalized features Ĉl (computed by performing the
first operations of Algorithm 1 on x̃), i.e, Lx̃

Ĉl
= ||Ĉl||22.

Therefore, the gradient of L(f(x̃), y) used during the optimization method was rede-
fined as:

∇δkL(f(x̃), y) = β · ∇δkLx̃
adv

||∇δkLx̃
adv||2

− (1− β) ·
∇δkLx̃

Ĉl
||∇δkLx̃

Ĉl
)||2

, (5.1)
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where β is a parameter introduced to balance the importance of Ladv and LĈl , and k =
{1, ..., Np}. In particular, when β = 1.0, the resulting patch will be optimized to minimize
the activated features. Conversely, moving β to lower values reduces the previous effect
and increases the adversarial strength.

The following experiments investigate the relation between detectability and adver-
sarial effect. To this end, several adversarial patches (300x600 and 200x400 pixels) are
crafted using several values of β ∈ {0.0, 0.1, 0.2, 0.3, 0.4, 0.5, 0.6, 0.7, 0.8, 0.9, 1.0}. In par-
ticular, given an adversarial patch crafted with a certain β, the detectability is evaluated
by performing an ROC analysis with 1000 images of the Cityscapes train set and the
corresponding attacked ones. Thus, such a subset is used to study the True Positive Rate
and False Positive Rate as a function of the decision threshold ϱ. On the other side, the
adversarial effect is evaluated using the mIoU computed on the Cityscapes validation set.
Lower values indicate a more effective adversarial attack.

Figure 5.4a shows a comparison between the detection accuracy, specified through the
AUC values (extracted from each ROC curve) and the adversarial effect obtained with each
tested version of β. Clearly, for low values of β (when the optimization is mainly focused
on keeping the activated features small), the detectability of all the tested methods is very
poor. However, these patches have a low adversarial effect since the obtained mIoUs are
close to the ones computed with random patches. Increasing the value of β, the adversarial
effect of the patches increases but, at the same time, also their detectability grows. These
results remark that it exists an intrinsic relation between the adversarial effect and the
over-activation of features, such that highly effective patches are more prone to be detected
by the proposed strategy.
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Figure 5.4: Figure (a) reports a comparison between the detectability and adversarial effect of
mulitple patches crafted changing the β parameter; Figure (b) plots the ROC curves corresponding
to all the previous tested adversarial patches and highlights their TFPs/FPRs corresponding to
an unique threshold selected with β = 0.8. These results were obtained with the ICNet model.

Figure 5.4b illustrates another important result, showing all the ROC curves computed
for the 300× 600 patches (their AUC score is the one shown in Figure 5.4a). By looking
at these curves, it is to possible to figure out the True Positive Rate (TPR) and False
Positive Rate (FPR) with respect to a fixed threshold ϱ. The threshold ϱ is set as the
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optimal value (cut-off point) of the ROC analysis performed with β = 0.8, where the AUC
achieves 1.0, meaning that safe and unsafe samples can be perfectly classified for that β
value.

As highlighted by the plot’s legend, only the most dangerous patches are detected
correctly (those with β ≥ 0.8). Also, and most importantly, all the ROC points have an
FPR equal to 0.0, meaning that clean images are always classified as safe.

The above experiments were also performed on the BiSeNet and DDRNet models,
showing similar results (see supplementary material [24]).
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Figure 5.5: Real-world evaluation on ICNet of the attack method and the defense algorithm. In
inset (a), already shown in Section 4.2, the first row contains the original images with the printed
adversarial patch, while the second row contains their obtained semantic segmentations. The third
row instead shows the outcomes obtained by masking the patch areas of the previous inputs with
white pixels. Inset (b) shows the over-activation score of the corresponding frames for the SS
predictions in rows 2 and 3, and which of them are detected by using a proper selection threshold.
Also, the adversarial effect is shown for each frame, which is extracted by comparing the original
attacked images with the corresponding white-masked version.

Detectability of a Real-World Patch

We tested FPDA on the real-world frames presented in Section 4.2. Figure 5.5b reports
the over-activation score corresponding to each frame shown in Figure 5.5a. The red
dashed line represents the threshold ϱ, used to distinguish safe and unsafe predictions. To
provide a clear visualization of the spatial effect caused by the printed adversarial patch
(second row in Figure 5.5a), we also report the SS obtained from the same images where
the adversarial patch was masked with white pixels (third row in Figure 5.5a) and their
corresponding scores (light blue in Figure 5.5b).
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Since the mIoU does not properly encode the adversarial effectiveness on individ-
ual images, we show a different metric that we call adversarial effect, computed as 1 −

1
|N\Ñ |

∑
i∈N\Ñ (yi == SSi(x)). The adversarial effect measures the average pixel dissimi-

larity between the predicted SS and a ground truth y. Given the absence of proper ground
truth labels y, we use the SS predicted from the white-masked images. As done in Section
4.2.2, when evaluating the effect of patches on Cityscapes, we did not consider those pixels
corresponding to the masked areas (which approximate the patch placement in the real
world).

Note that in this real-world experiment the tuning of ϱ was performed on the same
1000 images of the Cityscapes dataset with an adversarial patch having β = 0.8 and
300× 600 (the same patch used to compute the threshold in Figure 5.4b). However, it is
worth noting that transferring patches in a real-world environment reduces the activation
level of the perturbed features (as well as their adversarial effect). To this purpose, the
threshold ϱ should be decreased. This can be obtained by considering an FPR equal to
0.01 as a reasonable compromise (i.e., 1% of clean images in the calibration set are wrongly
classified as unsafe). This helps shift the threshold to a lower value, more likely to be closer
to the over-activation score implied by patches transferred in the real world.

As it can be noted from Figure 5.5b, frames 22 and 24 are above the threshold ϱ
(red line) meaning that the detection mechanism works also in a real world scenario.
Moreover, their masked counterparts achieve a lower score, clearly below threshold ϱ,
which stems to reason that high over-activations are mainly caused by the presence of
the printed adversarial patch. Conversely, earlier frames are classified as safe, meaning
that the internal features do not have a considerable number of over-activated values. In
fact, in these latter frames the patch has a lower adversarial effect, which is under 0.15,
meaning that less than 15% of out of patch pixels are classified differently from the masked
versions.
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5.3 Adversarial Masking via Over-Activation Analysis

In this work [107], we proposed a novel use of the over-activation analysis. The objective
here is to address over-activations by extracting adversarial masks, thereby mitigating
the impact of physically-realizable adversarial objects. The proposed method, namely
Z-Mask, utilizes specific processing modules, which have been tested in this section and
in Section 5.4 across 2D and 3D object detection, semantic segmentation, and depth
estimation models. Furthermore, as in the first study conducted for FPDA, we analyzed
the method against adaptive attacks to assess a worst-case scenarios.

5.3.1 Proposed Method

Inspired by the spatial propagation effect of CNNs [175] and the over-activation phe-
nomenon, we noticed that a set of shallow layers contains high/medium over-activations
in the spatial image areas corresponding to adversarial objects, while in deeper layers such
over-activations grow in magnitude while referring to lower spatial resolutions. Based on
such evidences, Z-Mask combines the analysis of multiple layers to precisely detect and
mask potential adversarial objects. Figure 5.6 illustrates the proposed defense approach

Figure 5.6: Illustration of the proposed approach.

for the case of semantic segmentation. To extract preliminary adversarial region pro-
posals, Z-Mask runs an over-activation analysis (presented in Section 5.3.1) on a set of
selected layers. This analysis exploits a Spatial Pooling Refinement (SPR) to filter out
high-frequency noise in over-activated regions. For each of these layers, the analysis pro-
duces an adversarial region proposal expressed through a heatmap. Then, all the heatmaps
are aggregated into a shallow heatmap HS and a deep heatmap HD, which summarize the
over-activation behavior at two different depth levels. Finally, these two heatmaps are
processed by a Fusion and Detection Block (described in the following Sections) that flags
the presence of an adversarial object and generates the corresponding defense mask.
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From an Over-Activation Heatmap to a Adversarial Mask

Given an attacked input x̃, a defense mechanism based on internal analysis studies one
or more deep features to extract a heatmap Hl ∈ RHl×W l

, which highlight the position of
the adversarial object within the input image.

Then, the heatmap can be scaled and binarized, using a threshold, to obtain a mask
Mδ ∈ {0, 1}H×W , where the elements set to 0 are deemed adversarial while those set to 1
are not. Formally speaking, in the case of a single layer under analysis Ll, the above steps
can be summarized by means of a function

Λξ : RCl×Hl×W l → {0, 1}Hl×W l
, (5.2)

which takes as input the features hl from a given layer Ll and produces a mask Mδ based
on a pre-determined threshold ξ. The resulting mask Mδ can then be applied following
the Equation 2.12

Generalizing the formulation for the case of multiple layers under analysis, we can
define Λξ as:

Λξ : RCl1×Hl1×W l1 × ...× RC
l|LA|×H

l|LA|×W
l|LA| → {0, 1}H×W , (5.3)

where LA = {l1, l2, . . . , l|LA|} is a set of layers under analysis.

Layer-Wise Over-Activation Analysis

In this work, the adversarial mask Mδ is generated by leveraging multiple over-activation
analysis (from multiple layers), which are then aggregated through a Fusion Block.

As introduced in Section 2.1, let hl ∈ RCl×Hl×W l
be the output features of layer Ll,

obtained during the forward pass of f0→l(x), where H l and W l are its spatial dimen-
sions. The heatmap Hl is obtained by applying the following operations to hl (illustrated

in Figure 5.7). First, for a layer Ll, the channel-wise Z-score zl =
hl−µl

σl of hl is com-

puted, where µl and σl are the channel-wise mean and standard deviation of the output
features, respectively, obtained from a dataset X that does not include attacked images.
The Z-score is then processed in cascade by a sequence of m Average-Pooling operations
(A1, . . . , Ai, . . . Am) as follows:a

(l)
i = R(Ai(R(z(l))))⊙ a

(l)
i−1

∥a(l)
i−1∥∞

, i = 1, . . . ,m

a
(l)
0 ≡ 1,

(5.4)

where each Ai has kernel size ki and R is an operator that resizes (by interpolation) the
spatial dimensions of a given tensor to a configurable size HR ×WR. Note that the ith

kernel is larger than the (i + 1)th one. Also, the resize operation is performed before
and after each Ai to enable the use of the pixel-wise product and the same sequence
of Average-Pooling operations on different network layers, which otherwise may require
working with tensors of different sizes. The rationale for using such Average-Pooling
operations is the following. Observe that the Z-score itself provides a pixel-wise metric
capable of highlighting the over-activated pixels (i.e., pixels with internal activation values
that are significantly far from µ(l) in terms of σ(l)). However, since we aim at masking
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Figure 5.7: Over-activation pipeline performed by Z-Mask on a given layer with m = 3
Average-Pooling stages. The scale blocks refer to the ∞-norm used in Equation 5.4.
Resizing operations are omitted in the figure.

adversarial patches, we are interested in highlighting contiguous over-activated portions
of the image rather than spurious over-activated pixels (i.e., pixels whose neighbors have
activation values close to µ(l)). To do that, the SPR implements a cascade filtering [176]
that reduces the effects of spurious over-activated pixels. The process is iteratively refined:
first larger kernels identify macro-regions that include over-activated contiguous pixels and
then smaller kernels refine the analysis within such macro-regions. Finally, to obtain the

desired heatmap Hl (of size 1×HR×WR), the absolute values of a
(l)
m are averaged across

the channels. As shown in the experimental section, this process yields a heatmap of the
over-activated region with sharper areas (Figure 5.10).

Fusion and Detection Mechanism

This section explains how the mask Mδ is generated by merging the information of two
sets of heatmaps, S and D. The set S contains NS heatmaps belonging to the selected
shallow layers only, while D contains ND heatmaps belonging to deeper layers and pos-
sibly to shallow layers. Leveraging these sets of heatmaps, we reduce the analysis to
two aggregated heatmaps HS = F(S) and HD = F(D), where F(·) is an operator that
merges multiple heatmaps belonging to a given set. In practice, a pixel-wise max func-
tion is used for F(·). HS and HD summarize the over-activation behavior at different
depths in the model: HS represents the over-activated regions in the shallow layers, while
HD takes into consideration also deep layers. The reason for using these two heatmaps
emerged after a series of experimental observations. From a practical perspective, HS
allows highlighting the over-activated portions of the image (i.e., the regions that may
contain adversarial objects): it provides a high spatial accuracy, but a limited capabil-
ity of discriminating adversarial and non-adversarial regions. Conversely, HD provides a
high accuracy in identifying adversarial over-activations, but with a much lower spatial
accuracy. In fact, experiments showed that over-activations coming from non-adversarial
regions do not propagate their effect to deeper layers (a more detailed analysis of this
effect is provided in the supplementary material). Hence, HD can be used to filter out
the regions highlighted by HS that are not adversarial, yielding a more accurate heatmap.
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Figure 5.8: Fusion and Detection Block.

Figure 5.8 illustrates the operations performed by the Fusion and Detection Block. The
merging process leverages two soft-thresholding blocks. The first block extracts a region of
interest from HD, which is then multiplied by HS to pose attention only to over-activated
areas in the deeper layers. The second block extracts M̃ , a soft version of the final mask
with real pixel values in [0, 1]. Each soft-thresholding block consists of two sequential lin-
ear layers (both with 1-dimensional weight and bias), activated by a tanh and a sigmoid
function, respectively.

Finally, to apply the masking only when an adversarial region is detected, we measure

the over-activation as d = ∥HS⊙HD⊙M̃∥1
∥M̃∥1

and compute the mask M as follows:

Mδ =

{
1− ℏ(M̃), d > λ0

1, otherwise,
(5.5)

where ℏ is the Heaviside function centered in 0.5 and λ0 is a given threshold. The soft-
thresholding parameters (eight in total) are fitted by supervised learning, while the thresh-
old λ0 is configured through an ROC analysis. The main motivation of using this module
is its high deterministic behavior, since it mimics a soft-threshold operation in a differen-
tiable manner. This allows testing against gradient-based defense-aware attacks and offers
a transparent robustness by constraining an attacker to reduce the over-activation values
to fool the defense (see experimental part).

5.3.2 Experiments

This section presents a set of experiments carried out on several convolutional models for
object detection (OD) and semantic segmentation (SS) to evaluate the effectiveness of
the proposed defense. All the experiments were implemented using PyTorch [131] on a
server with 8 NVIDIA-A100 GPUs. For both SS and OD tasks, the effectiveness of an
adversarial attack was measured by evaluating the drop of the model performance with
a task-dependent metric. For SS models, the mIoU was used on the subset of pixels not
belonging to the applied patch, as done by [24]. For OD models, the performance was
measured by the COCO mAP.

Datasets. The Cityscapes dataset [156] and COCO 2017 dataset [166] were considered
for these tests. Furthemore, to assess the proposed approach on real-world scenarios, we
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considered APRICOT [58], which is a COCO-like dataset including more than 1000 images,
each containing a physical adversarial patch for one between Faster R-CNN, RetinaNet,
and SSD. Concerning the models, we tested the defense mechanisms for ICNet, BiseNet
and DDRNet for semantic segmentation, while for object detection we considered R-CNN,
RetinaNet and SSD.

Attack and defense strategies. Different attack methodologies were used to craft
adversarial patches. For SS models, we leveraged the untargeted attack pipeline used in
[24], while, for OD models, we performed an untargeted attack on the classes, similarly to
[177]. The patches from APRICOT dataset rely on a false-detection attack [58].

Concerning defense strategies, we compared Z-Mask against different approaches for
both adversarial pixel masking and detection. For the masking task, we re-implemented
the Local Gradient Smoothing method (LGS) [103] and MaskNet [106], both with the
original settings described by the authors. For the adversarial detection, we considered
for comparisons FPDA [24] and HN [105].

Activation-aware patch optimization. We crafted adversarial patches while control-
ling the over-activation to understand its relation with the induced adversarial effect, as
well train the defense to properly scale into real-world scenarios. To do that, we proposed
the following optimization:

δ̂β = argmin
δ

Ex∼X,γ∼Γ
[
(1− β) · LOZ(f, gγ(x, δ)) + β · LAdv(f(gγ(x, δ)),y)

]
, (5.6)

where β ∈ [0, 1] is a control parameter and LOZ is a loss function that measures the
magnitude of over-activation of internal layers (details are available in the supplementary
material). The rationale behind this optimization problem is that a low value of β reduces
the importance assigned to the adversarial effect, while forcing the attack to generate
less over-activation in the internal layers, hence simulating real-world patches. Figure 5.9
illustrates the over-activation of these patches (computed with the SPR) both in shallow
and deep layers, remarking the relation with the induced adversarial effect. Furthermore,
Figure 5.12 (discussed later) provides a measure of the adversarial effect as a function of
the parameter β.

Details on the over-activation loss. Formally, we defined the loss function LOZ(f, gγ(x, δ))
used to control the over-activation, as follows:

LOZ(f, gγ(x, δ)) =
1

|LA| · |M̄ |
∑
l∈LA

1

Cl

∑
c

∣∣∣∣∣∣
∑
i,j

(z
(l)
c,i,j ⊙ (̄1−Mδ))

∣∣∣∣∣∣ , (5.7)

where z(l) is the channel-wise Z-score obtained through the forward pass of gγ(x, δ) in f
and l is a network layer selected between the set of layers under analysis LA, each having
a channel dimension C l. In short, LOZ(f, gγ(x, δ)) computes the average over-activation
in each layer l ∈ LA corresponding only to those neurons that are spatially associated to
the adversarial patch δ.
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None = 0.2 = 0.4 = 0.6 = 1.0

Figure 5.9: Visualization of the predictions and SPR heatmaps obtained from several β
activation-aware patches. The rows report x, f(x), HS and HD, respectively.

Z-Mask settings and training. For semantic segmentation models, the heatmaps in
S were generated with a SPR composed of four pooling operations, with kernel sizes
k1 = (64, 128), k2 = (32, 64), k3 = (16, 32), k4 = (8, 16). Instead, the heatmaps in D were
generated using two pooling operations with kernel sizes k1 = (64, 128), k2 = (32, 64).
After each pooling operation, the heatmaps were resized to (HR ×WR) = (150 × 300).
Please note that all the resulting heatmaps have a 1:2 aspect ratio, keeping the same
aspect ratio of the input images. For OD models, the SPR used k1 = (40, 40), k2 =
(25, 25), k3 = (10, 10) to build S, and k1 = (80, 80), k2 = (40, 40) to build D. The resizing
dimension was set to (400× 500). For all the tests, pooling operations were applied with
stride 1. These kernel settings were motivated by preliminary tests performed to analyse
the internal activations. To illustrate the benefits of the SPR, Figure 5.10 provides the
results of ablation studies by comparing the performance of the Fusion and Detection
block with different pooling settings and patches crafted with different β. The SPR block
always achieves a better IoU Patch Masking, which is computed as the IoU between the
predicted mask and its ground truth.

For completness, we summarize all the layers and the parameters addressed in the
experiments in Table 5.2, which also reports further models that will be included in the
evaluation performed in the Section 5.4 through CARLA-GeAR.

The parameters of the soft-thresholding operations inside the Fusion and Detection
block were trained in a supervised fashion by considering a set of patches crafted with
Equation 5.6 and minimizing the pixel-wise binary cross-entropy loss LBCE(M̃, M̄), where
M̄ is the ground-truth binary mask. To this end, we collected a set of adversarial patches
∆ = {δ̂β : β ∈ [β0, 1]}, where we set β0 = 0.5 to avoid generating patches with scarce
adversarial effect. These patches were used to craft the set X̃, which was obtained by
adding the patches in ∆ to each image of X. Set X̃ was used to train the Fusion and
Detection Block and make it robust to a wide spectrum of over-activations.

In our tests, X contained 500 images randomly sampled from the original training
dataset. The ADAM optimizer [127] was used for this purpose, with a learning-rate of
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Figure 5.10: Ablation studies on the masking accuracy with different pooling strategies
on 100 images of the Cityscapes validation set and BiseNet (a). Bottom figures are the
predicted masks of a same input, using a patch with β = 0.5.

0.01 and training for 15 epochs. The channel-wise std and mean of each selected layer was
computed on a different subset of the training set containing 500 clean (i.e., non-patched)
images. The detection threshold λ0 was deduced after the soft-thresholding training as the
cut-off threshold of the ROC curve. The ROC was generated by computing the measure
d on each input of a dataset, including the clean set X and the patched set X̃, labeled as
negative and positive samples, respectively.

Net Patch Defense Method (mAP Val)
Z-Mask MaskNet LGS None

F
R
-C

N
N

None 0.357 0.353 0.350 0.357
Rand 0.301 0.295 0.320 0.308
S 0.335 0.333 0.354 0.337
M 0.302 0.289 0.246 0.140
L 0.300 0.289 0.244 0.164

S
S
D

None 0.253 0.180 0.243 0.264
Rand 0.208 0.132 0.198 0.215
S 0.237 0.159 0.233 0.245
M 0.202 0.125 0.144 0.065
L 0.205 0.113 0.163 0.072

R
et
in
a
N
et

None 0.355 0.269 0.337 0.359
Rand 0.305 0.227 0.312 0.308
S 0.339 0.245 0.339 0.335
M 0.326 0.222 0.306 0.304
L 0.305 0.212 0.297 0.283

(a)

Net Patch Defense Method (mIoU Val)
Z-Mask MaskNet LGS None

D
D
R
N
et

None 0.778 0.739 0.777 0.778
Rand 0.731 0.710 0.769 0.761
S 0.741 0.701 0.741 0.702
M 0.723 0.699 0.719 0.663
L 0.691 0.689 0.642 0.532

B
is
eN

et

None 0.684 0.622 0.685 0.687
Rand 0.650 0.569 0.668 0.653
S 0.663 0.560 0.522 0.475
M 0.653 0.550 0.413 0.323
L 0.621 0.535 0.320 0.220

IC
N
et

None 0.785 0.783 0.782 0.785
Rand 0.768 0.736 0.764 0.746
S 0.748 0.737 0.657 0.625
M 0.729 0.718 0.593 0.549
L 0.747 0.725 0.528 0.430

(b)

Table 5.3: Robustness performance evaluated for different patch sizes for Object detection
on COCO (a) and Semantic Segmentation on Cityscapes (b).

Evaluation for Digital Attacks

Masking performance. The benefits of the proposed defense mechanism were evalu-
ated by attacking the validation sets of COCO and Cityscapes with different adversarial
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Net Pooling param Name Resize factor (H,W)

DDRNet (64,128), (32,64), (16,32), (8,16) layer5 (150,300)

ICNet (64,128), (32,64), (16,32), (8,16) res-block5, convbnrelu1-2 (150,300)

BiseNet (64,128), (32,64), (16,32), (8,16) context path 2 (150,300)

FRCNN (40,40),(25,25), (10,10)
backbone.body.conv1

backbone.body.layer1[0].conv1,
backbone.body.relu

(400,400)

RetinaNet (40,40),(25,25), (10,10)
backbone.body.conv1

backbone.body.layer1[0].conv1,
backbone.body.relu

(400,400)

Ababins (32,128), (16,64), (8,32)
encoder.original model.blocks[1][0]
encoder.original model.blocks[0][2]

(100,400)

GLPDepth (8,8), (4,4) encoder.patch embed1.proj (100,400)

Stereo-FRCNN (16, 32) RCNN smooth1 (100,400)

Net Pooling param Name Resize factor (H,W)

DDRNet (64,128), (32, 64) layer5 (150,300)

ICNet (64,128), (32, 64) res-block5, conv5-4-k1, convbnrelu1-2 (150,300)

BiseNet (64,128), (32, 64) context path 2 (150,300)

FRCNN (80,80), (40,40)
backbone.body.conv1

backbone.body.layer1[0].conv1,
backbone.body.layer1[1].conv1

(400,400)

RetinaNet (80,80), (40,40)
backbone.body.conv1

backbone.body.layer1[0].conv1,
backbone.body.layer4

(400,400)

Ababins (32,128), (16, 64) encoder.original model.blocks[1][0] (100,400)

GLPDepth (16, 16), (8,8) encoder.patch embed1.proj (100,400)

Stereo-FRCNN (16,32), (8,16) RCNN smooth1 (100,400)

Table 5.2: Pooling settings and selected shallow (above) and deep (below) layers for Z-Mask. For
reproducibility, the layer names refer to github.com/retis-ai/CARLA-GeAR

patch sizes. For Cityscapes, we used patches with size 600x300 (L), 400x200 (M) and
300x150 (S) pixels, whereas for COCO, due to the different image aspect ratio, we used
200x200 (L), 150x150 (M), and 100x100 (S). Also, an L-size random patch was evaluated
to test the case in which a portion of the image is occluded without the intent of generating
an adversarial attack.

As shown in Table 5.3, Z-Mask outperformed the other defense strategies, achieving
scores similar to the random case, when tested against adversarial attacks, and close to
the original model without applying patches, meaning that does not affect the nominal
model performance. Figure 5.11 illustrates the benefits of Z-Mask : attacked areas are
identified and covered without affecting other portions.

Detection performance. All the adversarial patches evaluated in Table 5.3 were per-
fectly detected by both Z-Mask, HN, and FPDA. To better assess the performance of these
adversarial detection methods, we used the optimization described in Equation (5.6) to
generate a set of patches with a wider range of over-activation values, selecting the values
of β ∈ {0.1, 0.2, ..., 0.9, 1.0}. Please note that β = 1.0 corresponds to a regular adversarial
attack, while lower β values decrease the importance of adversarial effect to reduce the
magnitude of over-activation. An L-sized patch was generated for each β. Figure 5.12
shows the detection and masking accuracy against this set of patches as a function of β
for DDRNet. The top part of the figure shows the detection accuracy, evaluated using
the AUC of ROC on a dataset, including both the clean and the attacked validation set

github.com/retis-ai/CARLA-GeAR
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(a) Faster R-CNN - COCO dataset

(b) BiseNet - Cityscapes dataset

Figure 5.11: Z-Mask effects (comparison w/ and w/o defense)

(as negative and positive samples, respectively). Note that Z-Mask achieved better re-
sults than the other adversarial patch detectors, providing good detection performance
also to patches that do not retain much adversarial effect. The bottom part of the Figure
5.12 reports the performance of Z-Mask, MaskNet, LGS, and the original model (without
defense). Again, our method achieved higher mIoU among almost all the β values.

Evaluation for Physical Attacks

The masking and detection performance of Z-mask was evaluated in real-world scenarios
with images containing printed adversarial patches. For this test, we adopted the same
Z-mask settings and parameters used for digital attacks on COCO, which generalize well
also for real-world patches. The detection performance was assessed with the APRICOT
dataset, as positive samples, and 1000 images of the COCO validation set, as negative
samples. Figure 5.13 (a) reports the corresponding ROC, where Z-Mask obtained the best
AUC with respect to FPDA and HN on both RetinaNet and Faster R-CNN. The analysis
on SSD was omitted since the large rescaling factor on the input image required by the
pretrained network neutralize the adversarial effect of APRICOT patches. Figure 5.13 (b)
shows the effect of Z-Mask on a sample of APRICOT.

5.3.3 Defense-Aware Attacks

Since the Z-Mask pipeline is fully differentiable up to M̃ , an attacker might exploit that
knowledge to craft defense-aware attacks, i.e., optimize patches that are adversarial for
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Figure 5.12: Comparison of the Detection accuracy (top plot) and task mIoU performance
(bottom plot) using DDRNet on the validation set of Cityscapes.

the model and the defense together. To this end, we propose two defense-aware attacks.
The first attack, denoted as Mask-Attack, is designed to induce errors in the mask

output to yield an incorrect input masking operation. This would allow the adversarial
patch to pass without being masked or induce additional occlusion in the image. This
attack is obtained by solving the following problem with α ∈ {0, 0.1, 0.2, . . . , 1.0}:

δ̂α = argmin
δ

Ex∼X,γ∼Γ

[
(1− α) · (−LBCE(M̃, M̄)) + α · LAdv(f(gγ(x, δ)),y)

]
. (5.8)

Recall that LBCE(M̃, M̄) is the pixel-wise binary cross-entropy loss between the defense
mask M̃ and the ground-truth patch mask M̄ (which is known).

A second attack formulation, denoted as Flag-Attack, targets the detection flag aim-
ing at causing false negatives in the detector. This attack is performed by replacing
LBCE(M̃, M̄) with LBCE(Sigmoid(d − λ0), 1). This is done to force d < λ0 in the opti-
mization, hence resulting in a mask M(x) = 1.

Figure 5.14 shows the results of Z-Mask against these attacks on DDRNet (results on
other networks in the supplementary material). A mask defense-aware attack was also
tested on MaskNet to provide a comparison, while the results of LGS are not reported,
since other works already addressed its weaknesses under defense-aware attacks [106].

Note that, even exploiting the knowledge of the defense, the proposed attacks were
not able to reduce the performance of Z-Mask more than what obtained for the digital
evaluation, as reported in Table 5.3. Indeed, observe from Figure 5.14 that, when Z-
Mask does not detect the attack (TPR=0), the attack is not effective (maximum mIoU).
Practically speaking, the robustness of Z-Mask comes from the fact that it directly exploits
the over-activation values. In fact, recalling that physical attacks are strictly related to
over-activations, the attacker is required to reduce their magnitude to bypass the defense,
thus inevitably yielding less effective attacks. Conversely, for MaskNet, certain values of
α induce larger performance degradation.
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Figure 5.13: (a) ROC analysis performed on the dataset including APRICOT images and
1000 COCO images. (b) The effect of Z-Mask on an APRICOT image.

Figure 5.14: Evaluation and comparison of defense benefits (mIoU) and detection performance
(TPR) against defense-aware attacks as a function of α. The results refer to DDRNet evaluated
on the validation set of Cityscapes.
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5.4 Defenses Evaluation on CARLA

This section presents an extensive comparison of different defense methods when applied
to the dataset generated by CARLA-GeAR for each of the four computer vision tasks
considered in this proposed tool. The settings used for each defense have been detailed in
the above sections, see Tables 5.2 and 5.1.

More specifically, the training of Z-Mask was performed using the Adam optimizer
with lr = 0.05 for 1000 epochs and 50 as the batch size. The training steps were per-
formed through a positive dataset (containing physical patches in the CARLA scenario)
and a negative dataset (without patches). Each of these datasets consist of 100 images se-
lected from generated dataset splits. The negative set is the original no billboard dataset
(see Section 4.3), while the positive set is composed of 100 images randomly extracted
from extra test net splits (from billboard 1 to 9), which were generated using a different
seeds with respect the original ones. As carried out in the ZMask section and [107], the
detection threshold was tuned with the two previous datasets by computing the cut-off
point obtained from the ROC curve. The mean and std, which are necessary to compute
the z-score, are extracted from the layers activations of inputs belonging to the previous
negative dataset.

Adversarial Detection. Table 5.4 compares the performance of Z-Mask, FPDA, and
HyperNeuron in terms of AUROC. Please note that the performance of adversarial de-
tection algorithms is evaluated with the area under the receiver operating characteristic
(AUROC). Each ROC is computed on two “twin” datasets, one including the adversarial
patches and the other containing the same images, but without any patch.

All the methods present good performance for most of the networks and scenarios,
with Z-Mask being the most consistent detection method overall. Please note that, in
some scenarios (bilboard08, bilboard09 and truck), all the tested algorithms surprisingly
get to low detection performance. Such values clearly differ from the detection performance
expected by the tested algorithms, showing that such scenarios depict critical situations
that question the reliability of the addressed defenses.

Adversarial Masking. Table 5.5 reports the performance of each defense method con-
sidered for each task. Notably, there are a few attack situations that do not induce a large
adversarial effect with respect to the addressed metrics (e.g., Billboard01, 02, 03, 05, 09,
and Truck on DDRNet), where the defense is actually harming the performance of the
network. Nevertheless, it is worth noting how the mAP metric for 2D object detection
indicates a consistent low adversarial effect and bad defense performance, while in reality
the effect of the adversarial patch is present (see Figure 5.15 for an example) and the
defense is masking the patch with fair accuracy. As it is also remarked in Section 4.4, this
observation highlights the need for a more accurate metric to evaluate the effect of these
patches (and related defenses) and highlights one of the limitations to the realization of a
proper real-world robustness benchmark.

Regarding the achieved results, also these tests on CARLA reported different outcomes
among all the addressed scenarios and defense mechanisms, thus helping understand po-
tential critical situations uncovered during the design of the defense. Figure 5.15 provides
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some illustrations of the masking effect of Z-Mask among some generated images for se-
mantic segmentation and object detection.

SS 2DOD Depth 3DOD
Def DDRNet BiseNet FRCNN RetinaNet AdaBins GLPDepth Stereo RCNN

B
il
lb

o
a
rd

0
1 ZM 0.99 0.95 0.50 0.49 0.27 0.00 0.82

FPDA 1.00 0.97 0.53 0.49 0.20 0.49 0.50
HN 1.00 1.00 0.52 0.53 0.09 0.12 0.89

B
il
lb

o
a
rd

0
2 ZM 1.00 1.00 1.00 1.00 0.89 0.26 0.92

FPDA 1.00 1.00 0.97 0.66 0.90 0.00 0.50
HN 1.00 1.00 0.97 0.78 0.98 0.51 0.96

B
il
lb

o
a
rd

0
3 ZM 0.98 0.90 0.99 0.99 0.99 0.33 0.74

FPDA 0.86 0.92 0.64 0.85 0.89 0.43 0.50
HN 0.95 0.87 0.88 0.82 0.97 0.23 0.75

B
il
lb

o
a
rd

0
4 ZM 1.00 1.00 0.95 0.96 0.97 0.39 0.97

FPDA 0.99 1.00 0.58 0.56 0.92 0.49 0.50
HN 1.00 1.00 0.70 0.66 0.97 0.40 0.95

B
il
lb

o
a
rd

0
5 ZM 1.00 1.00 0.86 0.90 0.31 0.05 0.92

FPDA 0.99 1.00 0.62 0.64 0.30 0.50 0.78
HN 0.99 1.00 0.74 0.72 0.27 0.39 0.95

B
il
lb

o
a
rd

0
6 ZM 1.00 1.00 1.00 1.00 0.96 0.59 0.98

FPDA 1.00 1.00 0.87 0.61 0.86 0.07 0.50
HN 1.00 1.00 0.85 0.85 0.88 0.94 0.99

B
il
lb

o
a
rd

0
7 ZM 1.00 0.60 1.00 1.00 1.00 0.61 0.93

FPDA 1.00 1.00 0.89 0.60 0.97 0.49 0.50
HN 1.00 1.00 0.96 0.73 0.98 0.27 0.92

B
il
lb

o
a
rd

0
8 ZM 1.00 0.97 0.66 0.67 0.29 0.00 0.98

FPDA 0.87 1.00 0.58 0.55 0.23 0.50 0.50
HN 0.93 1.00 0.59 0.67 0.21 0.10 0.99

B
il
lb

o
a
rd

0
9 ZM 0.68 0.65 0.84 0.86 0.91 0.48 0.59

FPDA 0.62 1.00 0.58 0.46 0.90 0.51 0.50
HN 0.61 1.00 0.76 0.51 0.99 0.51 0.65

T
ru

c
k ZM 0.87 0.68 0.58 0.56 0.60 0.42 0.63

FPDA 0.87 0.72 0.52 0.54 0.52 0.46 0.50
HN 0.86 0.77 0.53 0.52 0.58 0.43 0.62

Table 5.4: Comparison of detection performance (measured in AUROC) across various defense
strategies (Z-Mask (ZM), FPDA, and HyperNeuron (HN)), computed for each attack situation,
model, and task. The evaluated tasks include Semantic Segmentation (SS), 2D and 3D Object
Detection (2D/3D OD), and Depth Estimation.
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SS (mIOU) 2DOD (mAP) Depth (RMSE) 3DOD (mAP)

Def DDRNet BiseNet FRCNN RetinaNet AdaBins GLPDepth Stereo RCNN

- 33.04 0.65 28.35 -10.20 19.89 -0.59 20.12 -2.66 15.51 6.00 13.52 3.22 51.43 -2.84
ZM 0.00 -2.31 -0.15 -5.32 0.02 -0.49 -0.25 -2.95 -0.36 1.72 -0.10 3.22 -0.45 -0.86

B
il
lb

o
a
rd

0
1

LGS -0.07 0.45 0.11 -8.63 0.02 -1.38 -0.25 -4.41 -0.36 5.94 -0.10 3.12 -0.45 -3.09

- 34.11 -1.74 29.66 -4.32 19.66 -0.93 19.65 -0.45 16.04 4.93 12.33 5.61 38.29 3.70
ZM -0.04 -1.76 -0.21 -2.35 0.06 -1.32 -0.17 -1.12 -0.02 0.07 -0.03 3.04 -0.41 0.85

B
il
lb

o
a
rd

0
2

LGS -0.20 -3.51 0.07 -5.09 0.06 -2.90 -0.17 -2.63 -0.02 3.54 -0.03 4.51 -0.41 6.23

- 34.39 -0.60 28.88 -2.81 19.30 -0.89 18.92 -0.69 14.23 3.22 12.05 3.33 77.54 -11.56
ZM 0.00 -0.60 0.00 -2.81 0.00 -0.77 0.00 -0.70 -0.00 1.03 0.00 3.33 -8.86 -16.59

B
il
lb

o
a
rd

0
3

LGS 1.60 1.01 1.92 -4.09 0.00 -2.27 0.00 -1.60 -0.00 4.24 0.00 3.11 -8.86 -27.77

- 34.22 -6.53 24.71 -6.40 25.01 1.80 27.83 0.99 18.62 6.11 15.73 5.32 47.75 0.86
ZM 0.00 -5.20 0.00 -3.01 0.00 1.79 0.00 0.92 -0.01 0.71 0.00 5.32 -7.97 0.03

B
il
lb

o
a
rd

0
4

LGS -0.14 -8.30 -0.71 -6.43 0.00 0.17 0.00 -2.32 -0.01 5.80 0.00 5.23 -7.97 1.11

- 31.01 -1.01 25.10 -5.06 22.45 -0.21 22.17 -0.53 11.75 10.41 12.54 7.01 46.14 -4.10
ZM 0.00 -1.56 0.00 -1.70 0.00 -0.21 0.00 -0.53 0.36 4.67 0.03 7.01 -8.30 -9.69

B
il
lb

o
a
rd

0
5

LGS -0.20 -0.87 -0.24 -4.04 0.00 -1.01 0.00 -1.55 0.36 9.74 0.03 6.39 -8.30 -2.17

- 33.26 -2.31 26.51 -9.50 24.04 -0.62 22.86 -0.23 11.47 9.71 8.11 8.08 64.95 -27.01
ZM 0.00 -4.12 0.00 -5.87 0.01 -1.22 -0.09 -0.11 0.00 4.27 0.04 5.40 -0.08 -11.60

B
il
lb

o
a
rd

0
6

LGS -2.07 -4.06 -0.40 -6.65 0.01 -1.98 -0.09 -2.03 0.00 10.28 0.04 7.73 -0.08 -25.48

- 30.73 -12.69 20.56 -7.00 12.76 -1.01 9.43 -0.15 13.35 13.65 13.35 8.84 45.41 -33.17
ZM 0.00 -12.69 -0.91 -4.84 0.00 -0.31 0.00 -0.17 0.00 6.12 -0.08 8.68 -0.33 -30.72

B
il
lb

o
a
rd

0
7

LGS 0.87 -11.97 -0.43 -6.01 0.00 -0.95 0.00 -0.51 0.00 12.73 -0.08 8.54 -0.33 -32.83

- 31.86 -3.03 24.46 -2.93 37.18 0.78 38.59 -0.55 12.14 8.48 12.31 6.19 43.15 -8.01
ZM -0.11 -2.38 -1.02 -3.00 -0.02 0.31 -0.20 -0.29 0.55 1.30 0.29 6.19 -8.49 -8.93

B
il
lb

o
a
rd

0
8

LGS -3.28 -1.22 -0.00 -1.60 -0.02 -0.26 -0.20 -0.74 0.55 9.21 0.29 6.04 -8.49 -8.58

- 37.41 -1.11 23.68 -6.75 14.29 -0.32 14.53 -3.39 19.81 1.74 15.84 2.61 61.73 -2.55
ZM 0.00 -1.11 -4.76 -5.89 0.00 -0.22 -0.00 -1.97 -0.03 0.47 -0.40 2.15 -0.94 -1.50

B
il
lb

o
a
rd

0
9

LGS -0.18 -1.25 0.19 -5.83 0.00 -0.83 -0.00 -3.72 -0.03 2.17 -0.40 2.34 -0.94 -4.17

- 27.89 0.09 22.75 -4.51 10.22 0.29 12.68 0.49 14.08 1.21 11.97 0.15 42.88 -0.11
ZM -0.35 -0.20 0.46 -0.22 -0.08 -0.22 -0.00 0.47 0.01 0.42 0.08 0.11 -0.40 -8.23

T
ru

c
k

LGS -0.44 -0.39 -0.56 -4.62 -0.08 0.05 -0.00 -0.84 0.01 0.77 0.08 -0.18 -0.40 -9.12

Table 5.5: Performance of Z-Mask and LGS for each attack situation, for each task. White columns
shows the results in the case without patch, whereas greyed columns shows the performance in the
adversarial case. All the cells report the relative performance with respect to the undefended, non-
adversarial case (in bold). The value is colored in red [green] if the defense is worsening [improving]
the performance of the model, or blue if there is no effect.
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Figure 5.15: Illustration of the effectiveness of adversarial billboards (column one and two)
and of Z-Mask [178] (column three and four) for Semantic Segmentation (a) and Object
Detection (b). Images are extracted from the generated datasets.
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5.5 Attention-based Real-Time Attack Tracking

Although recent adversarial masking strategies have shown a promising performance to
face real-world attacks, even on complex scenarios, previous work mainly focused on single-
image (i.e., single-frame) cases and without paying particular attention at the computa-
tional cost of the proposed defense method, resulting in more inference passes or additional
expensive neural models.

As discussed in Section 2.4, recent techniques as [60, 106, 59] introduced a secondary
encoder-decoder model to compute the adversrial mask, which is then applied to the image
before it is passed to the DNN. These approaches significantly increase the overall compu-
tational cost for each input (even for the non-attacked ones). In contrast, Z-Mask addresses
a different paradigm, based on internal analysis of DNN layers to identify anomalous over-
activations at run-time. However, as shown in Section 5.3, it requires two inference (i.e.,
forward) passes as the attacks are detected when analyzing deep layers of the model, where
the effects of the attacks are not anymore recoverable. The second pass is hence needed
to process the input image with the pixel mask applied.

Overall, although many approaches presented in previous works achieve promising
performance, these limitations pose challenges for implementing state-of-the-art methods
in real-time, safety-critical applications.

To face these challenges, in this third defense work [179] we delve deep into understand-
ing the over-activation phenomenon by observing the presence of specific over-activated
channels even in the first layers of DNNs, which are predominantly targeted by the real-
world attack for propagating adversarial effects. We systematically identified this attack
pattern through channel-wise weights, denoted as adversarial trace, that enable a signif-
icantly faster and more accurate identification of attacks by means of a proper attention
strategy designed in this work. This allows for the immediate removal of adversarial fea-
tures before their spatial propagation in the deep layers, hence detecting and masking
attacks in a single inference pass.

After presenting the results of our analysis and providing insights into the nature of
the adversarial trace, we propose a defense algorithm for multi-frame vision applications
named Adversarial-Channel Attention Tracing (ACAT). To enable the efficient tracing of
adversarial physical objects in a video stream, ACAT requires to know a starting spatial
position of the objects, which can be extracted using a single inference pass of state-of-the-
art single-frame defense methods. As witnessed by the experimental results reported in the
paper, this improves both efficiency in terms of running times and computing load, as well
as the attack detection effectiveness. The proposed approach is illustrated in Figure 5.16.

5.5.1 Adversarial-Channel Attention

Inspired by prior research on real-world attacks and internal over-activation analysis for
neural networks, we observed that attacks can be detected by even analyzing shallow
network layers only (as opposed to deep layers as done by previous work). In the following,
we provide insights into the existence of over-activation patterns within shallow layers
and then address the definition of adversarial trace, which is later used to enable the
implementation of an adversarial attention mechanism for multi-frame scenarios.
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Figure 5.16: Schematic and simplified overview of the proposed multi-frame defense paradigm
compared to state-of-the-art, single-frame defense paradigms. At frame t = 0, with a first inference
pass (yellow arrow in the figure), a single-frame defense mechanism extracts a mask to inhibit the
detected attack. Another inference pass is required at frame t = 0 to apply the defense mask
(orange arrow in the figure). With the proposed approach, the mask is used to implement pattern
analysis in the shallow layers for the next frames t > 0, which is the core task performed by ACAT.
This allows extracting an adversarial trace that allows for a quick identification of the shape of
the adversarial object, hence efficiently generating and applying defense masks (right side of the
figure). At the bottom, we show illustrations of the defense mechanism in a simulated attacked
Carla driving scenario [165] with the BiseNet model [2], where the adversarial object is highlighted
in the red area. For completeness, we also report the output of the same frame without any defense
mechanism and the ground truth.

Single-frame Adversarial Attention Analysis

We start by providing insights that link abnormal activations induced by adversarial ob-
jects with a particular pattern of channels in the shallow layers.

Observation 1 An adversarial object δ is designed to minimize a specific adversarial loss
function by influencing certain network features (see Eq.(2.3)). As for instance shown in
Figure 5.17(a), we argue that in any layer Ll with activations hl, there exists a subset of
channels targeted by the adversarial object. The channels can be identified by leveraging
some channel weights σ ∈ [0, 1]C

l
that, if applied to hl, amplify the adversarial features,

i.e.,
LAdv(f

l→NL(σ · hl),yAdv) ≤ LAdv(f
l→NL(hl),yAdv).

Observation 2 As known from previous work [116], the adversarial features introduced
by physical attacks are characterized by over-activations. Therefore, from the perspective
of an internal over-activation analysis (as done with the steps performed by ZMask 5.3),
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a proper definition of σ also allows focusing on the channels that are more subject to
over-activation within the attacked area. This results in a better separation of the attacked
area from all the others in the heatmap H, which can be interpreted as a more accurate
computation of defense masks. Formally, this observation can be formulated by means of
the intersection-over-union (IoU) [180], which provides the amount of overlap between two
masks. If MGT is the ground-truth mask capable of perfectly masking the attacked area
in the input image, this observation can be written as a function of the IoU between the
predicted attacked area and the ground-truth mask, i.e.,

IoU
(
Λξ

′
(σ · hl), MGT

)
≥ IoU

(
Λξ

′′
(hl), MGT

)
,

where ξ
′
and ξ

′′
are two thresholds used to extract the masks from activation values (σ ·hl)

and (hl), respectively.
2

Channel weights σ play a pivotal role in efficiently identifying over-activated areas asso-
ciated with adversarial features, even in shallow layers. In fact, while the over-activation
phenomenon may look straightforward to detect, our preliminary experiments revealed
that simple operations directly applied to all channels, e.g., a channel-wise sum compared
to a threshold, do not allow detecting the presence of adversarial objects within shallow
layers.

(a) y-axis: mean activation; x-axis: channel-index

(b) Heatmaps with (right) and without (center) the channel-attention

Figure 5.17: (a) Mean channel-wise activation from the first spatial BiSeNet [2] layer during
the inference of the attacked image; (b) representation of the heatmap w/ and w/o the attention
mechanism.

Computing the Adversarial Trace

Following the above observations, we propose a practical usage and update of channel
weights σ, which are used to track an adversarial object over time. As anticipated in
the paper introduction (see Figure 5.16), the proposed implementation is conceived to be
complemented with a defense method capable of providing a starting mask M0

δ. When

2Note that the thresholds must be different because σ scales hl.
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and how this starting mask needs to be computed will be discussed in Section 5.5.2, where
the complete defense framework is presented.

The adversarial trace is defined as a sequence of weights that highlight the channels
over-activated by adversarial attacks. Formally, given a layer Ll, the adversarial trace at
time t, denoted by σt, is a vector of C l elements in [0, 1] that enables the computation of
an accurate heatmap Ht

l at time t > 0 as follows:

Ht
l =

Cl∑
c=1

(σt)τ · ht
l , (5.9)

where parameter τ is introduced to amplify the attention pattern within the heatmap.
Figure 5.17(b) shows the benefits of using attention based on the adversarial trace. Once
the heatmap is obtained, a threshold parameter ξt (defined below) can be used to devise
the binary mask Mt

δ.

In this work, we proposed a per-frame update of the adversarial trace, so that the
next element for time t + 1 can be computed as a function of the mask and activations
computed at time t:

σt+1 = N
(∑H,W

i,j=1

(
ht
l ⊙ M̄t

δ

)
c,i,j

|M̄t
δ|

−
∑H,W

i,j=1

(
ht
l ⊙Mt

δ

)
c,i,j

|Mt
δ|

)
, (5.10)

where Mt
δ is the predicted mask at time t, M̄t

δ denotes a complementary mask to address
all other tensor values not interested by Mt

δ, and N represents a normalization function
that scales the values to the [0, 1] range. In our experiments, we implemented N as a
ReLU function followed by a channel-wise min-max normalization.

In particular, the first fractional term in Eq. (5.10) provides attention to over-activated
patterns within the area of the adversarial object, while the second term provides negative
attention to activations outside the same.

The effectiveness of using information obtained from the current frame to compute the
next adversarial trace element σt+1 was verified by means of experiments.

Summary of the approach. Figure 5.18 provides a schematic representation that il-
lustrates the use and update of the adversarial trace for a frame at time t. Note that a
noise filter (e.g., a Gaussian filter) can be introduced into the pipeline for computing the
heatmap. As highlighted in [107], noise filters help mitigate the effects of small spurious
activations.

Threshold definition. Differently from previous work, which adopted a static threshold
computed offline on a calibration dataset, this work adopts an adaptive threshold that is
dynamically computed frame by frame. This is necessary due to the attack-specific channel
weighting of the attention mechanism, which makes not effective thresholds computed a
priori. In ACAT, the threshold is updated at each frame as follows:

ξt+1 = max(H̄t
l) + ψ(H̄t

l). (5.11)

In the above equation, H̄t
l = Ht

l ⊙ D(M̄t
δ), where D(·) is an operator that expands

M̄t
δ by means of an unitary kernel convolution. This expansion is designed to account for

uncertainty in the areas around the mask, coping with potential spurious activations close
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Compute
weights

Attention
[Eq.(3)]

(a) Run-time tracing

Noise Filter

(b) Update Trace

[Eq.(4)]

Figure 5.18: Illustration of the operations to implement adversarial attention mechanism per-
formed at time t. The resulting output is the next element σt+1 of the adversarial trace.

to its border. After applying an unitary convolution, non-integer values can be obtained:
hence, the operator D(·) eventually binarizes all values using a threshold equal to 0.5.

To further reduce false positives, an extra safety margin ψ(H̄t
l) is included in Eq. (5.11).

It is computed as the difference between the v-th percentile of the values in H̄t
l and the

mean value of the same. In our experiments, we used v = 70, which proved to offer
effective resilience to uncertainty.

5.5.2 ACAT Framework

This section shows how to integrate adversarial-channel attention within the continuous
processing loop of vision applications. Algorithm 8 reports the pseudocode of the opera-
tions to be performed at each frame (retrieved with function capture frame()). To improve
readability, the discrete-time notation with the superscript t is omitted in the pseudocode,
as all variables are updated to be used at the next cycle.

For each frame, it checks if the adversarial trace σ exists. If not, it means no adversarial
attack was detected at the previous frame. In this case, a state-of-the-art attack detection
method, e.g., [107], is executed (line 5) with a single inference pass. If the latter detects
an attack, the algorithm initializes the adversarial trace σ, computes the threshold ξ, and
leverages the mask compute by the state-of-the-art method to defend from the attack
(lines 8-10). The processing of the current frame can hence end.

Otherwise, when the adversarial trace σ is available from the previous frame, the
algorithm leverages it to compute the defense mask following the results of Sec. 5.5.1
(lines 14-16). If the mask is meaningful (details provided next), it also computes the next
adversarial trace and threshold (lines 21-22), still based on Sec. 5.5.1, and continues the
inference process by applying the mask at the inner layer Ll to defend from the attack
(line 23).

Reset criterion Knowing about the connection between the mask size and the induced
adversarial effect by the masked attack [107], we use the number of pixels detected in the
predicted complementary mask to decide whether to reset adversarial tracing or not. This
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Algorithm 8 Adversarial-Channel Attention Tracing

1: σ ← None
2: while True do
3: x← capture frame()
4: if σ is None then
5: (y,Mδ,hl)← inference with SoA method(x, f)
6: if Mδ is not None then
7: #Attack notified
8: σ ← ACAT update(hl,Mδ) #Eq. (5.10)
9: ξ ← compute threshold(hl,Mδ) #Eq. (5.11)
10: y = f(x⊙Mδ) # Inference with masked input
11: end if
12: Continue #Wait for next frame
13: end if
14: hl = f [0→l](x)

15: H = noise filter
(∑Cl

c=1(σ)
τ · hl

)
#Eq. (5.9)

16: Mδ ← Λξ(H) #Apply threshold to get mask
17: if |M̄δ| < λM then
18: σ ← None #Stop adv. tracing
19: y = f [l→L](hl)
20: else
21: σ ← ACAT update(hl,Mδ) #Eq. (5.10)
22: ξ ← compute threshold(hl,Mδ) #Eq. (5.11)
23: y = f [l→L](hl ⊙Mδ) #Inference with masked layer
24: end if
25: end while

could mean that the adversarial object is either too small or far away from the camera.
Specifically, we disable adversarial tracing when the computed mask has less than λM
pixels (line 17), where the latter is a configurable parameter.

Timing performance State-of-the-art approaches require two inference passes to de-
fend from adversarial attack while, as it can be noted from Algorithm 8, once an attack
has been detected at a certain frame, ACAT allows defending from the same with just one
inference pass (completed in two stages at lines 14 and 23, respectively) for the next frame.
This holds until tracing is active, i.e., the reset criterion is not reached. Once a new attack
will be detected the same will hold for the next frames, and so on and so forth. Overall,
ACAT allows significantly improving the timing performance of the defense mechanism
(quantitative results provided in the next section) by halving inference times in general,
except for the very first frame in which the attack manifests.

5.5.3 Experiments

The experimental evaluation is focused on semantic segmentation models designed for
autonomous driving, which have recently garnered attention due to the need to address
real-world adversarial attacks in outdoor scenarios [24, 90]. Please note however that
defense mechanisms based on over-activation also work for different computer vision tasks,
where the connection between over-activation and adversarial effect persists [24, 116].

In the following, we first provide details on the experimental settings. Then, we present
and discuss different tests and ablation studies conducted to validate the design and ben-
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efits of the proposed defense algorithm. All the experiments were implemented using
PyTorch [131] on a machine with 8xNVIDIA-A100 GPUs.

Experimental settings

Complete multi-frame benchmarks to evaluate the effectiveness of defense methods against
real-world adversarial attacks are not available from previous work.

For this reason, we addressed two evaluation approaches: (i) attack scenarios generated
with the CARLA simulator [74], used to test the attention mechanism of ACAT only, and
(ii) digitally attacked video generated with Cityscapes [156], which instead allow testing
the whole ACAT framework.

Attacks in CARLA-simulated scenarios With the intent of facing with realistic
settings, we utilized the Carla-Gear framework, which offers 9 photo-realistic scenarios
(50 test images each) collected in areas of Carla-town 10 [74], integrating adversarial
billboards specifically designed for each model in use. Please note that the framework
only provides random viewpoints of the area next to the adversarial billboards, which
are not sequential videos. For this reason, this setting allows evaluating the benefits of
adopting adversarial-channel attention only, i.e., improving the capabilities of state-of-the-
art defense mechanisms when used on a single frame, while not enabling meaningful tests
to evaluate ACAT as a whole.

Digitally attacked video datasets To address the lack of a dedicated video dataset
featuring attacked driving scenes, we generated custom videos that include digital ad-
versarial attacks. Three extended sequences from Cityscapes [156] videos3 were utilized
with images sized at 2048x1024 pixels. Within each video, a dynamic adversarial patch
was digitally introduced in the frames, which, at every frame, changes its position and
scaling factor, following a sinusoidal trend. The patch position and scale were computed
as follows: 

xpos

ypos

s

 =


cx +Ax sin (αx · k + ωx)

cy +Ay sin (αy · k + ωy)

1 +As sin (αs · k + ωs)

 , (5.12)

where t is the frame index, xpos and ypos are coordinates of the position of the patch, cx, cy
are the center coordinates of the frame, and s is the scaling factor of the patch. In our
experiments we set (Ax, Ay, As, αx, αy, αs) = (500, 300, 0.3, 0.05, 0.05, 0.05). The ω values
represent a phase used to randomize tests among different initial positions. With these
settings, the patch can partially go beyond the image boundaries while holding a size that
is sufficient for producing an adversarial effect [24, 181]. The α values provide a smooth
trend of the patch among subsequent frames.

The attack mechanism used to generate the patch was the Over-Activation-aware Ex-
pectation Over Transformation (EOT) optimizatin (presented in 5.6), where the parameter
β ∈ [0, 1] is used to regulate the over-activation level of the patch within the internal layers
while reducing the adversarial effect (the lower the β the lower the over-activation, and so
the adversarial effect). This approach is particularly useful for evaluating the robustness

3https://www.cityscapes-dataset.com, leftImg8bit demoVideo.zip
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of our approach when the attacker tries to limit over-activation to mount attacks that are
difficult to detect.

Network models and defense methods Following related work on semantic segmen-
tation [165], we considered real-time high-performance DNN models: DDRNet-Slim23
version [3] and BiSeNetX39 [2]. We use the pre-trained versions available from [165].

We compared our method ACAT with two lightweight single-frame approaches de-
signed to mask real-world attacks. The first is LGS [103], which applies gradient-based
filtering of the image to mask adversarial pixels. The second is ZMask [107] (presetend in
Section 5.3)

For ACAT, we set τ = 2, and the kernel size to 5, 3 and 31, 11 for the Gaussian filter
and dilatation operators for Bisenet and DDRNet, respectively. The different sizes are due
to the different spatial dimensions of the features. The layers analyzed by ACAT are in
the shallower blocks of the considered model, specifically the output of the second block
of DDRNet and the output of the first context layer of BiSeNet. Ablation studies were
also performed to understand the selection process of these layers (see Sec. 5.5.3).

Metrics Different metrics were used to assess the performance of the addressed mecha-
nisms. Given the unavailability of annotations for the Cityscapes videos, we use the binary
Intersection-over-Union (IoU), referred to as Mask-IoU, to measure the overlap between
the predicted complementary mask M̄t

δ (whose values equal to 1 denote the predicted ad-
versarial region) and the corresponding ground-truth mask M̄t

GT. Intuitively, Mask-IoU
quantifies the quality of the predicted defense mask: the higher the better.

For the tests conducted on the Carla-Gear dataset, as indicated in the benchmark,
we measured the effectiveness of adversarial attacks by addressing the original multi-class
MIoU [165, 156] of the task, since annotations are available.

Performance Evaluation on Carla

Table 5.6 highlights the advantages of our approach across nine scenarios of the Carla-
Gear dataset on BiSeNet (top part) and DDRnet (bottom). Regarding ACAT, which
is designed to integrate with state-of-the-art defenses, we conducted analyses under two
settings: ACATZM and ACATGT. The former utilizes ZMask [107], reflecting a realistic
scenario built upon an already available approach. In the second setting, ACATGT as-
sumes the knowledge of an ideal, ground-truth mask at first frame in which the attack
is detected. While this setting depicts a less realistic scenario, it serves to highlight the
intrinsic performance of ACAT, independently from the defense method with which it is
integrated.

In the table, the first line for each scenario depicts the task MIoU without an adversarial
billboard, while subsequent lines show the drop in MIoU with the adversarial billboard
and/or without the related defenses. The value between the brackets for the ACAT results
depicts the number of times that the reset criterion takes effect, necessitating the extraction
of a new starting mask. As also mentioned in [165], there are instances where certain
attacks can be particularly challenging for a specific model and scenario, leading to a
poor reduction in the MIoU. To assist the reader, in Table 5.6 we highlighted in gray the
scenarios that have resulted in a more pronounced adversarial effect.
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Scene 1 Scene 2 Scene 3 Scene 4 Scene 5 Scene 6 Scene 7 Scene 8 Scene 9

No Attack 28.35 29.66 28.88 24.71 25.10 26.51 20.56 24.46 23.68

No Def -10.2 -4.32 -2.81 -6.4 -5.06 -9.5 -7.00 -2.93 -6.75
ACATGT -2.9 [1] +0.59 [1] -2.67 [1] -2.11 [2] -0.9 [1] -5.4 [1] -2.87 [1] -0.63 [1] -0.78 [1]
ACATZM -2.9 [2] -3.4 [1] -3.15 [12] -2.82 [2] -1.1 [7] -5.33 [1] -2.89 [21] -5.92[1] -5.12[1]
ZMask -5.32 -2.35 -2.81 -3.01 -1.7 -5.87 -4.84 -3.0 -5.89
LGS -8.63 -5.09 -4.09 -6.43 -4.04 -6.65 -6.01 -1.60 -5.83

No Attack 33.04 34.11 34.39 34.22 31.01 33.26 30.73 31.86 37.41

No Def +0.65 -1.74 -0.6 -6.53 -1.01 -2.31 -12.69 -3.03 -1.11
ACATGT +1.59 [1] -1.58 [1] +0.66 [3] -3.29 [1] +0.4 [1] -0.83 [1] -1.52 [1] -1.11 [1] -0.86 [1]
ACATZM +0.59 [2] -1.73 [3] -0.67 [15] -3.52 [6] +0.35 [5] -2.85 [1] -4.25 [33] -2.22 [16] -1.01 [5]
ZMask -2.27 -3.2 -1.32 -5.2 -0.97 -5.55 -3.58 -0.98 -1.01
LGS +0.45 -3.51 +1.01 -8.30 -0.87 -4.06 -11.97 -1.22 -1.25

Table 5.6: Variation of the multi-class mIoU w/ and w/o defense mechanisms across the 9 driving
scenarios of CarlaGear [165]. Results for both BiseNet [2] (top) and DDRNet [3] (bottom) are
reported. The values inside square brackets denote the number of times ACAT required to be
re-initialized (the reset criterion in line 17 occurs). The results of ACAT are averaged across 5
random shuffling of each scene dataset.

As it can be noted from the table, ACAT consistently outperforms the other methods,
significantly reducing the number of extra inference passes, reaching the reset conditions
only a few times. Note also that ACATZM generally improves the performance of ZMask.
However, when ZMask fails to return an accurate mask, it may jeopardize the initialization
of ACAT, resulting in lower performance (e.g., scene 8 - BiSeNet and scene 7 on DDRNet).
This is not the case for ACATGT, confirming that the lower performance is not due to
ACAT. Concerning LGS, as known from previous work, it loses accuracy in real-world
scenarios [107, 106].

Please note that, in these tests only, we did not update the trace and threshold of ACAT
(lines 21-22 in Algorithm 8). As anticipated above, this is because the tested images do
not pertain to sequential video. The whole ACAT framework is instead addressed by the
following experiments.

It is however interesting to also observe the number of times ACAT required a re-
initialization (reset criterion) during these tests, even if updates are disabled. As one may
expect, we found scenarios in which the mask provided by ZMask was frequently required
(e.g., note the numbers between square brackets in Table 5.6 for Scenes 3 and 7), while
surprisingly, in other cases, it was not at all. This means that the attention mechanism
offered by ACAT is sometimes effective even with sporadic updates (see also the other
experiments below). Conversely, in the former case, we found that the reset criterion was
prominently triggered because the mask provided by ZMask was not particularly accurate,
as ACATGT almost never requires to be re-initialized.

Performance Evaluation on Digital Attacks

In Figure 5.19, we studied the Mask-IoU for the digital attacked video. To show that
ACAT provides high robustness even when the adversarial trace and thresholds are not
updated at every frame as mandated by Alg. 8, we measured the average Mask-IoU under
ACATZM on attacked video streams from Cityscapes, varying the period with which the
trace and thresholds are updated. The period is expressed in number of frames and is
reported on the x-axis of the figure (e.g., value 1 on the x-axis means that the update
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occurs at each frame). In the analysis, we tested two digital adversarial patches, with
β = 0.6 and β = 0.8, to better investigate on the robustness of ACAT. We also evaluated
ZMask, which achieves (0.66, 0.75) and (0.70, 0.72) of Mask-IoU with (β = 0.6, β = 0.8)
for Bisenet and DDRNet, respectively. The results for LGS are not reported since it does
not provide a binary defense mask, but rather a soft filtering of the input image, for which
it is not possible to compute the Mask-IoU.

The figure shows that ACAT surprisingly works well even with sporadic updates of the
adversarial trace and thresholds. This was also due to the fact that the Cityscapes videos
are related to rather static scenarios. In fact, despite some changes in the appearance
of adversarial patches and their background, the over-activated pattern of the patch in
these cases continuously insist on a similar set of channels to induce the adversarial effect.
An update of the parameters is anyway required in more dynamic scenarios with more
frequent changes of the background and appearance of the adversarial object. The figure
also shows that sporadic updates always provide better performance than ZMask.

DDRNet

BiseNet

Figure 5.19: Mask-IoU performance by varying the update period (in frames, x-axis of the figure)
of the adversarial trace and thresholds. The upper plot refers to the DDRNet architecture, while
the second one pertains to BiseNet. The tests evaluate the performance of ACATZM for two distinct
digital patches (β = 0.6 and β = 0.8). The results are the average of five different initializations
of the ω parameters in Eq. (5.12).

Ablation Studies

To better understand the contribution of each operation performed by ACAT to its overall
performance, Table 5.7 reports the Mask-IoU of ACATGT on the attacked videos under
different settings. With the aim of acquiring a deeper understanding about the attention
mechanism of ACAT, we independently examined the two fractional terms defined in
Equation (5.10) to update the adversarial trace. The first term provides positive attention
within the attacked area, which is the most important part of the attention mechanism. We
hence introduce a flag Att+ to indicate a setting of ACAT that uses this term. The second
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term refines the previous operation by introducing negative attention to the elements
outside the attacked area. Another flag Att− is also introduced to denote if this second
term is used by ACAT.

As shown in the table, it is clear that using both Att+ and Att− leads to better results,
hence motivating the construction of Equation (5.10). In general, it is evident that the
use of the attention mechanism significantly improves the Mask-IoU when compared to
not using attention (both Att+ and Att− disabled, first rows of the table). Its benefits are
especially notable in the results obtained with DDRNet, where adversarial over-activations
in the shallow layers proved to be very difficult to detect without attention. These obser-
vations are also illustrated with an example frame in Figure 5.20.

The ablation studies also tested ACAT with and without the update of the adversarial
trace and the threshold of Eq. (5.11) (flag Upd in Table 5.7), and with and without the
noise filter (flag NF).

Bisenet DDRNet
Att+ Att− Upd NF δ0.6 δ0.8 δ0.6 δ0.8

11.9 16.2 0.00 0.01

✓ 89.0 88.7 7.2 0.6

✓ ✓ 90.7 90.2 76.91 84.90

✓ ✓ ✓ 91.3 90.8 72.05 83.05

✓ ✓ ✓ 92.24 91.9 85.56 84.22

✓ ✓ ✓ ✓ 92.23 92.18 86.12 86.42

Table 5.7: Experimental results of ablation studies with respect to the different components used
to update the adversarial trace. The results are in terms of Mask-IoU and related to the digitally-
attacked Cityscape videos using ACATGT as a defense mechanism. Two model-specific patches
were utilized, one with β = 0.6 and another with β = 0.8.. In the table, Att+ and Att− denote two
flags to enable the two attention terms of Equation 5.10, respectively, while Upd and the NF are
other two flags to enable the update of the trace and threshold, and the usage of the noise filter,
respectively.

Figure 5.20: (a) Comparison of the adversarial effect of a patch with β = 0.6 (left), with ACATGT

mechanism (right), and without the ACATGT mechanism (middle). (b) Illustration of the heatmap
among different settings, from left to right: (i) only NF enabled, (ii) only Att+ and NF enabled,
(iii) Att+, Att−, NF, and Upd enabled.
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Layer-wise Ablation

Figure 5.21 reports the Mask-IoU by varying the layer of the DDRNet model with which
ACAT operates (parameter l in Alg. 8). As observed, the more shallow the layer the
better the performance. In fact, if addressing deeper layers, the mask based on the over-
activation extends beyond the ground-truth position (in the figure, only the yellow parts
denote a complete overlap of the ground-truth and the predicted mask). This is attributed
to the fact that the features of shallow layers are less spatially compressed (i.e., they have
a higher spatial size) than those in deeper layers.

Note that, for fair comparisons, in layer l = 3, we used the same kernel size as layer
l = 2 (i.e., 3), which provided better performance than kernel size 1 (i.e., no Gaussian
filter). While, for layer l = 5, we did not use the Gaussian filter due to the high compression
of the spatial dimension. These results highlight how ACAT allows focusing on shallow
layers so that attacks can be masked within a single inference pass, as opposed to previous
work that analyzes deep layers and hence requires another inference pass to mask attacks.

Layer2 - 128x256 Layer3 - 64x128  Layer5 - 32x64
86.12 / 86.42 72.05 / 61.32     52.47 / 49.73

Figure 5.21: Mask-IoU (in black) for the digital adversarial patch with β = 0.6 and 0.8 on
attacked cityscapes video using the ACATGT on different layers of DDRNet. The figures show the
overlapping between the predicted mask and the ground truth for β = 0.6, with the highest color
indicating the degree of overlap. The depth of the DDRNet layer and the spatial dimension are
denoted in white.

Timing Evaluation

To demonstrate the improvements provided by ACAT in terms of running times, we mea-
sured the inference times when testing the attacked Cityscapes videos. Figure 5.22 reports
the overall inference time required on average to process a frame by the tested defense
mechanisms, with the baseline labeled by No Def, denoting the original model without
defenses. Two inference times are reported for ZMask: when an attack is not detected
and when an attack is detected, which are separated by a slash in the figure. As expected,
when ZMask detects an attack, its inference time is approximately twice the one of the
baseline model. Conversely, when no adversarial attacks are detected, ZMask is particu-
larly efficient and hence represents an excellent choice to work in conjunction with ACAT,
which activates only when an attack is first detected (see Alg. 8).

The figure also reports the results for another state-of-the-art defense mechanism,
named MaskNet [106], which incorporates a secondary model. It is relatively more expen-
sive due to the necessity of always running an encoder-decoder model in tandem with the
original model.

Note that LGS exhibits comparable timing performance with respect to ACAT, since it
focuses on specific filters that are directly applied to the input image. However, as shown
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by the results in Table 5.6 and other studies in previous work [106, 107], LGS tends not
to perform well in detecting adversarial attacks that can be carried out in real world, i.e.,
by means of physical adversarial objects.

In summary, these results remark on how ACAT provides a well-balanced trade-off
between defense performance and overall inference time.

Figure 5.22: Overall inference time with and without defense mechanisms for DDRNet and
BiseNet.
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5.6 Summing up Defense Methods and Future Steps

In the previous sections, we addressed three defense strategies aimed at: (i) enhancing the
performance of adversarial detection and (ii) adversarial masking, while (iii) reducing the
computational cost of adversarial masking strategies in multi-frame applications.

Beyond the performance evaluation in both detection and masking, the presented
approaches provided a sense of explainable robustness, taking advantage of the insights on
the over-activation presented in Section 5.1. This includes high robustness against defense-
aware attacks and an understanding of when the defense mechanism might fail, i.e., where
the attacker is constrained to craft patches with low over-activation, thus reducing their
effectiveness according to the insights discussed above.

The addressed studies and achieved results open up several future research directions:

• Investigating over-activation in recent transformer models. While the research in
this thesis primarily focuses on convolutional neural networks, it is important to
note that recent studies have also explored the generation of adversarial patches
specifically for transformer neural networks [182]. As original vision transformers
do not leverage convolutional blocks, which is important assumption behind the
over-activation analysis presented, this suggests interesting investigation of over-
activations in this new domain.

• Deepening the understanding of universal adversarial perturbations. Another in-
triguing area of study involves universal adversarial perturbations. Further research,
including over-activation studies, could be valuable in this domain to assess the over-
activation phenomenon and its implications (as preliminary discussed in Section 5.1).

• Integrating over-activation awareness in model architecture or training. Knowing
the relationship between over-activation and induced adversrial effects, it is worth
addressing the integration of training-aware approaches and specific blocks that could
mitigate adversarial effects during the design phase.



Chapter 6

Conclusions

To summarize, this thesis provides comprehensive literature reviews, introduces novel
works, and outlines future research directions in multiple areas related to trustworthy AI.

Coverage Testing. Section 2.2 reviews the literature concerning structural coverage
criteria and more recent techniques. Then, in Section 3.1, we introduced a new approach
aimed at applying coverage criteria in building a real-time monitoring tool. This tool uses
coverage metrics to determine if a new input aligns with safe patterns computed offline.
Finally, in Section 3.2, building on the extensive literature reviewed, we highlighted future
research directions in coverage testing, emphasizing the need to deepen understanding
of explainable methods, statistical analysis, and scalability for larger and more complex
models.

Real-World Attacks. The thesis reviews the literature on real-world attacks in Sec-
tion 2.3.2, inspiring the research on spatial robustness concepts for dense prediction tasks.
In Chapter 4, we presented, to the best of our knowledge, the first real-world adversarial
attack for semantic segmentation models in driving scenarios, proposing a new optimiza-
tion method designed to attack the spatial robustness of these models. We also addressed
the use of different transformations in the adversarial optimization process, leveraging
virtual scenarios with the Carla simulator. This opens up the development of a schematic
tool for evaluating robustness with customizable parameters. Lastly, Section 4.4 outlines
future research investigations in real-world attacks, addressing new attack scenarios and
improvements needed for the effective use of simulators in driving scenarios.

Defense Mechanisms Against Real-World Attacks. We faced the problem of de-
signigin defense strategies to mitigate the effects of real-world attacks on different vision
tasks. We first reviewed the literature concerning real-world defense strategies in Sec-
tion 2.4.1, offering new perspectives to distinguish current works and highlighting crucial
requirements for practical and feasible defenses in safety-critical systems. Then, in Chap-
ter 5, we delved into an exploration of various works conducted to mitigate the effects
of adversarial patches through an over-activation analysis, which has been demonstrated
and discussed in Section 5.1. We also proposed future directions to further explore over-
activation analysis and enhanced the applicability of defense mechanisms in cyber-physical
scenarios.

127
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Concluding Remarks

As stated in the introduction, Section 1.1, this thesis presents contributions and findings
from publications conducted during the Ph.D. studies. The work focuses on expanding
and disucssing the literature, encouraging a continuous dialogue on these subjects and
setting the stage for future endeavors.
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di creatività scientifica. Gli anni trascorsi hanno rafforzato questa mia con-
vinzione, formandomi sia professionalmente che caratterialmente. Mi hanno
permesso di visitare nuovi luoghi e conoscere nuove persone, di chiarire i miei
obiettivi e il mio futuro, e di insegnarmi ad affrontare sfide anche in contesti dif-
ficili. Quindi, desidero ringraziare tutti coloro che, in questo cammino, hanno
creduto in me e mi hanno offerto occasioni per migliorarmi e per mettermi alla
prova.

Oltre agli obiettivi professionali raggiunti, desidero esprimere un grande ringrazi-
amento agli amici e al gruppo con cui ho condiviso questi anni. Anche nei mo-
menti di stress lavorativo, hanno reso le mie giornate ricche di momenti felici e
indimenticabili, facendomi sentire orgoglioso del percorso intrapreso. Ho avuto
la fortuna di far parte di un gruppo che mi ha permesso di essere semplice-
mente me stesso, sia dentro che fuori dal laboratorio, facendomi sentire parte
di qualcosa che va oltre i semplici concetti di ’ambiente di lavoro’ e ’colleghi’.

Un grande ringraziamento va anche alla mia famiglia, per avermi sempre
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