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Abstract—Our prior work on single-metric near real-time
anomaly detection is extended in this paper through the general-
ization of a model that was initially developed for the monitoring
of CPU utilization anomalies in Vodafone’s Network Functions
Virtualization (NFV) infrastructure. The initial generalization
involves the model being adapted to other critical infrastructure
KPIs, with a specific focus placed on average Network and Mem-
ory usage. Subsequently, a significant reduction in the model’s
free parameters is introduced, with the original count of 13
being decreased to a single parameter. Building upon this refined
single-metric model, a novel multi-metric anomaly detection
model is then constructed. The quality of anomaly detection
is demonstrably enhanced by this model through a substantial
reduction in the incidence of both false positive and false negative
classifications. Empirical results from an experiment conducted
on real-world data obtained from Vodafone’s infrastructure are
presented, with the superior performance of the newly developed
multi-metric predictor being illustrated in comparison to its
single-metric counterparts. The dataset utilized in this study,
along with the corresponding labeled anomaly dataset, is released
under an open data license to facilitate further research in this
domain.

Index Terms—Anomaly Detection, Network Function Virtual-
ization, Time-Series Analysis

I. INTRODUCTION

Cloud Computing technologies [1] are disrupting the world
of Information and Communications Technologies (ICTs) in
a diverse variety of application domains: web servers and on-
line storage; social networks; on-line gaming; media man-
agement and production; on-demand video streaming; high-
performance computing and GPU-accelerated Machine Learn-
ing and Artificial Intelligence computations; and others. Not
only public commercial Cloud services have been taking off
in the last decade, but an increasing number of ICT scenarios
make use of private Cloud data centers, within which Cloud
principles are reused to deploy flexible, elastically scalable,
general-purpose computing infrastructures capable of support-
ing specific application scenarios.

Among these, it is noteworthy to mention network operators
and the paradigm shift they’re undergoing, with the advent of
Network Function Virtualization (NFV) [2], [3] and Software-
Defined Networking (SDN) [4], [5]. In this area, the high-
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bandwidth, low-latency and high-reliability connectivity re-
quirements in modern and future mobility scenarios [6], [7],
many of which making use of public Cloud services, caused a
much higher dynamicity in networking traffic conditions than
what it used to be in the past [8]. NFV and SDN are basi-
cally providing a highly flexible, software-defined, networking
infrastructure that can be managed with the ease, elasticity,
adaptability and automation techniques typical of Cloud envi-
ronments [9]. This way, network operators are walking away
from the traditional static allocation of physical dedicated
network appliances, sized for peak-hour operations, to switch
to a much more flexible configuration where these telecom
network functions become software components, a.k.a., vir-
tualized network functions (VNFs). These are deployed and
managed as virtual machines (VMs) or containers within a
set of general-purpose servers, constituting a highly flexible
Network Virtual Infrastructure (NVI): here, thanks to real-time
monitoring and operations, individual functions are elastically
scaled to adapt in real-time to the always-changing conditions
of the networking traffic to be handled.

In this context, designing smart network monitoring mecha-
nisms is paramount [10]-[12], to realize critical network man-
agement and operations functions, including elasticity [13] and
placement [14], [15] strategies, coupled with the needed real-
time anomaly detection techniques [16]-[18], where metric
forecasting can also play a key role [19], [20], to achieve a
really “intelligent” operations engine [21].

The typical monitoring infrastructure of a Cloud or NFV
data center collects and processes continuously very large
amounts of data, generated in the form of several time-
series per monitored instance (virtual and physical). The
monitored metrics may range from system-level metrics
(e.g., CPU, network, disk utilization, power consumption),
to application/service-level metrics (e.g., volumes of correctly
served requests, experienced error conditions, etc.), reaching
easily to up to dozens of metrics per monitored instance.

One of the toughest challenges in this context, is the one
to detect, in such data, anomalies that might highlight on-
going problems throughout the infrastructure, with a potential
of impact on end-users, either immediately or in a short future.



a) Contributions: This paper extends a previous paper
of ours [18], presenting an improved technique for near real-
time (NRT) anomaly detection being used to analyze moni-
toring data coming from the NVI infrastructure of Vodafone,
spanning across 12 EU countries (OpCos). Such data includes
dozens of metrics collected with a time granularity of one
sample every 5 minutes, for tens of thousand VMs deployed
across thousands of physical machines. The anomaly detection
system has to analyze GBs of data every month, making its
design quite challenging due to the need for appropriate trade-
offs between accuracy and computational overheads.

The paper describes how we extended the previous anomaly
detector to deal with multiple metrics in a multi-dimensional
monitoring set-up, where the different considered metrics
exhibit also a great heterogeneity in their variability. It dis-
cusses key elements of the based software architecture under
development, to integrate the proposed anomaly detection
technique, among other Al-based tools [15], [17], [20], [22],
exploiting a public Cloud provider’s FaaS services to enhance
scalability of the solution.

Results are presented from an experimental comparison,
carried out on real data from the Vodafone NFV data centers.
The presented experimental results highlight benefits and
shortcomings of these techniques. Part of the dataset used for
the results shown in this paper is released with an open data
license (see Section VII).

b) Paper Overview: The remainder of this paper is
organized as follows: Section II provides a concise overview
of pertinent research in the field. Subsequently, Section III de-
lineates the reference architecture that has been developed and
deployed for NRT anomaly detection. Section IV then offers a
brief review of the previously introduced algorithm employed
for single-metric anomaly detection. The generalization of this
algorithm to encompass all other single-metric anomaly de-
tection scenarios, achieved through significant simplification,
is presented in Section V. Following this, Section VI intro-
duces the novel multi-metric anomaly detection algorithm,
which operates based on the single-metric model detailed in
the preceding section. Section VII furnishes an analysis of
the accuracy and improvements in anomaly detection results
through the presentation of quantitative experimental findings.
Finally, Section VIII synthesizes the primary concluding re-
marks pertaining to the novel algorithms introduced herein.

II. RELATED WORK

In the research literature, several authors tackled the prob-
lem of anomaly detection for NFV and cloud operations,
often with the help of fault injection techniques. For example,
a data set injecting faults in a Kubernetes cluster has been
published in [23], where researchers evaluated different tech-
niques for anomaly detection based on supervised machine
learning (ML), including support vector machines (SVMs),
nearest neighbor, naive Bayes and random forests. SVMs have
also been used in [24] for on-line detection of anomalies in
data from transmissions in Wireless Sensor Networks. In order
to deal with transients of the time-series, here an SVM with

a Gaussian kernel has been applied to data fitted with a least-
squares regressor over a sliding window on the raw data to
process.

An evaluation of several supervised ML techniques for off-
line anomaly detection in NFV can be found in [25]. Authors
compared 13 different techniques, including various types of
decision trees, random forests, Bayesian networks and SVMs,
on host monitoring data obtained by injecting anomalies in
a test set-up running components from the ClearWater IMS
system within KVM VMs deployed in an OpenStack environ-
ment. Another interesting survey can be found in [16], where
authors discuss the risk of facing anomalies when switching to
a NFV/cloud model, mostly due to virtualization and resource
over-commitment issues causing temporal interference among
co-hosted VNFs.

In the research literature on anomaly detection, works
focusing on unsupervised techniques have also been proposed.
For example, a technique based on Hierarchical Temporal
Memory (HTM) can be found in [26] for analyzing streaming
data in real-time. However, the technique was evaluated on
a benchmark using single-variate data. The work in [22]
proposed to use Self-Organizing Maps (SOMs) for anomaly
detection in NFV data centers, with a multi-variate analysis
method that identifies clusters of similar daily patterns in
multiple metrics of VMs of one or more VNFs, so that changes
in the classified behavior is marked as a possible anomaly.
The technique was coupled with a heuristic for removing false
positives, as often occurring over transitions between working
and weekend days. However, the proposal focused on off-line
analysis of daily behavioral patterns as observed in a recent
time horizon.

A digital twin-based approach is proposed in [27] for root
cause analysis of anomalies in NFV infrastructures, formulat-
ing the problem as a dynamic set-covering problem, using also
hidden Markov models and transfer learning.

Compared to the techniques recalled above, in our published
paper in [18] we discussed how we tackled the challenges
behind detecting anomalies in near real-time, within the Voda-
fone NVI infrastructure. There, we presented a technique that
was purposely designed around the use of a few algebraic
operations, to provide a fast, lightweight and effective anomaly
detection mechanism, as highlighted by the measurements we
could perform on real data.

This paper presents how we extended that work, dealing
with the additional issues arising from the consideration of
multiple metrics in a multi-dimensional set-up, where different
metrics exhibit great heterogeneity in their variability (e.g.,
compare the 0-100 range of CPU% with the one of the memory
occupation or network bandwidth).

We hope this paper may help other industrial practitioners
with the task of designing processing pipelines for anomaly
detection in big infrastructures.

III. PROPOSED ARCHITECTURE

Anomaly detection methodologies play a critical role in
NFV and cloud management ecosystems by identifying irreg-
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Fig. 1: Anomaly Detection System Architecture

ularities within the infrastructure, leveraging the extensive vol-
ume of telemetry data produced by their monitoring systems.
Near Real-Time (NRT) anomaly detection specifically targets
the rapid analysis of this data as it is ingested at run time.
This proactive approach enables relevant teams to be alerted
immediately to potential faults, thereby facilitating swift in-
tervention, minimizing disruptions to the services hosted on
the platform and possible economical loss for the company.
In our implementation, we focus on the real-time analysis of
performance metrics across NFV infrastructures deployed in
data centers spanning 12 EU countries.

Our architecture, outlined in Figure 1, is tailored to identify
anomalies in the temporal behavior of metrics associated
with Virtual Machines (VMs) and Virtual Network Functions
(VNFs). These metrics fall into two categories: infrastructure-
level (INFRA) metrics that reflect the usage of underlying
compute and network resources, and application-level (VNF)
metrics related to the performance of the VNFs themselves.
A comprehensive discussion of these metric types and their
standard patterns is available in our earlier publication [22].

VM-related monitoring data is acquired from proprietary or-
chestration platforms through localized collection agents. This
data is stored in a Data Lake hosted on Google Cloud Plat-
form (GCP)!, with Cloud Bigtable?> employed as the primary
NoSQL database for time-series persistence. Alongside this,
we maintain a relational SQL database containing metadata
about the VMs active within Vodafone’s NFV infrastructure,
including unique IDs and life-cycle event timestamps (e.g.,
creation and termination).

The collected metrics are structured as time-series with
one data point every 5 minutes per VM. For analysis, data
points within a selected time window are merged into vectors.
A preprocessing step then ensures the data set is clean and
compatible with the anomaly detection algorithms. This in-
volves identifying and interpolating missing values—crucial
for algorithms sensitive to gaps in the data—and tagging
affected timestamps as potentially anomalous. Furthermore,
min-max normalization is applied on a per-time-series basis

"More information is available at: https://cloud.google.com/.
2More information is available at: https://cloud.google.com/bigtable.

to accelerate algorithmic convergence during model training
or inference.

The system architecture is intentionally modular, supporting
the integration of multiple machine learning (ML) and artificial
intelligence (AI) models via a standardized interface. Each
model processes a vector representing a specific VM and met-
ric. These models are deployed as Google Cloud Functions,
allowing us to benefit from the scalability and flexibility of
the Function-as-a-Service (FaaS) paradigm for constructing
serverless data pipelines. The execution of these anomaly
detection routines is scheduled using Google Tasks, ensuring
periodic triggering based on the arrival of new data.

The anomaly detection pipeline generates a score for each
incoming data point, indicating the likelihood of it being
anomalous. In the subsequent post-processing step, isolated
anomalous points that are immediately followed by normal
readings are discarded, under the assumption that transient
issues have already been resolved. Conversely, sustained
anomalies—defined as sequences of three or more consec-
utive anomalous timestamps—are forwarded for long-term
storage in a database, making them accessible to operators.
The anomalies are visualized through Grafana dashboards,
enabling intuitive monitoring and diagnostics. Our system sup-
ports the simultaneous detection of anomalies across various
metrics. During evaluation, we applied our methodology on
VM-level metrics with a granularity of five minutes, resulting
in 288 observations per day for each monitored metric and
VM.

IV. SM REVIEW

We previously published [18] Simple Median (SM), a
predictive model that tries to forecast the upcoming values
point by point. The approach is based on the fact that, due to
its repetitive nature [17] (see also Figure 2), the value of data
point like p can be predicted in the most precise way based
on the behavior of similar data points at the same time of
the day, in the past few days. Meanwhile, careful monitoring
of the behavior of the metrics reveals that, in general, we
have three different classes of behaviors which are related to
different days of the week. Namely, these three categories are:
1: Weekdays, 1I: Saturdays, III: Sundays.

Accordingly the predicted value of the data point p will be:

Pred(p) = Q2(p—24H,p—48H,p—T2H,p—96H,p—120H)

if p € Weekdays. For the “Saturdays” and “Sundays” cat-
egories, we should go back until p — 72H, which will be
the corresponding value of the data point considered for
Saturday/Sunday three weeks ago. The main reason behind
this fact, is that the amount of available data for each anomaly
detection execution is the previous one month. Even if there
were more extended available data if we wanted to consider
the corresponding five data points for both “Sunday” and
“Saturday” categories, we would have considered very old
information with less relevance to our real-time anomaly
detection. Figure 2 illustrates a case of a data point belonging
to the category "Weekdays” on 30-01-2020.
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Fig. 2: Calculating the predicted value according to SM

V. LOGARITHMIZATION OF SM

The initial SM model was developed to spot anomalies for
two key performance indicators (KPIs) related to the CPU, i.e.
CPU usage average and CPU demand. After its success for this
task, we decided to generalize the model to other metrics as
well. In particular, our immediate targets were network usage
average, memory usage average, and CPU capacity contention.
However, we had the following issues:

o The SM has 13 free parameters that should be tuned based
on the features of each metric separately.

o The memory usage average usually has a fluctuating
behavior as its normal behavior, so we have to tune the
parameters as much as possible, to skip false alarms.

e The CPU capacity contention values are very small
compared to the other cases. Thus in order to have a
meaningful anomaly detection according to SM we need
some normalization/scaling to bring them on the same
scales of memory usage average as well as CPU usage
average.

« All above issues aside, the most challenging problem is
the handling of Network KPI as its values are neither
bounded from above nor from below, which means that
they can take any positive value. Thus, no proper normal-
ization method can work on them.

To overcome these challenges, we introduce a new version
of SM that instead of taking the original values of each
metric to perform anomaly detection, takes the logarithm of the
values of these data points. In this case, to maintain the self-
consistency of the model and avoid divergences that may occur
as soon as the values are equal to 0, we add 1 to each of the
values before taking the logarithm. In this way, theoretically,
all values will lie in the interval [0, 4+00).

Consequently, the number of free parameters is reduced to
a single value, thereby simplifying the model significantly in
comparison to the original SM. Furthermore, this simplifica-
tion renders it a universal model applicable to all metrics. This
novel model is designated the Logarithmic Simplified Simple
Median (LogSSM).

VI. MULTI-METRIC ANOMALY DETECTION

Our approach for developing multi-metric predictor is based
on LogSSM as a universal (single-metric) predictor for all
metrics.

We perform anomaly detection on each metric individually
and get the “Measure” which is the ratio of “Loss” to the
”Threshold”.

o Loss;
i = Threshold;

{—1 <m; <1, the data point for metric i is normal

else, the data point for metric i is anomaly

where “Loss” is the difference between the Predicted value”
and ”Actual value” of each metric obtained according to the
execution of LogSSM for the corresponding metric.

After obtaining the “Measure” for each metric, we use
geometrical methods to figure out whether a data point, from
a multi-metric point of view, is anomalous or not.

Now, we use the above mentioned four values of the
“Measure” columns of the following metrics:

e cpulusage-average

« mem|usage-average

« net|usage-average

e cpu]capacity-contentionPct
to develop the multi-metric predictor. These metrics, chosen
based on prior experience in behavioral pattern classifica-
tion [17] and forecasting [20] at Vodafone, are described in
detail in [28], [29]. Namely, we focus on a four-dimensional
space where each point is represented by

(m1>m2, m37m4)

and our objective will be to find an algebraic relation which
can outline the anomalies from a multi-metric point of view.
First, we divide the anomalies into two different categories.

« Increasing: The actual value is significantly higher than

the predicted value.

o Decreasing: The actual value drops drastically, which in

general is an indication of a severe anomaly.

Regarding the nature of cpu|usage-average and net|usage-
average we expect that the detected anomalies in them should
be taken more seriously than other metrics.

While among these two metrics the behavior of net|usage-
average should be analyzed with the highest priority and
importance.

Thus, considering the importance of m; and mg from one
side and the fluctuating nature of the two other metrics i.e.
”mem|usage-average” and “cpu|capacity-contentionPct” from
the other side, we come up with the following equations:

ma >0 (Im1| + ms)?logio(max(m3 + m3,10)) =
=T 16H(2 — my, 0)H(my — 1,0)H(ms — 1,0)
—-6<m3<0: (\m1|+\m3|)2:

2
770)

25 (g — 1, 0)H (s | — =

ms < —6: m3=36
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Fig. 3: Contour plot of 2D projection of AGMP

Accordingly:

If the right-hand sides of the above equations are smaller
than their corresponding left-hand sides, we can conclude
that it is an anomaly from a multi-metric anomaly detec-
tion point of view.

The above algebraic relation has a geometrical represen-
tation, whose two-dimensional projection has been sketched
in Figures 3 and 4, and because of that is called Algebro-
Geometric Multi-metric Predictor (AGMP).

The AGMP core equations stem from a comprehensive
statistical analysis of historical anomaly data. We observed
that severe anomalies, which typically correlate with abrupt
network outages, necessitate an immediate alert; the algorithm
is thus designed to prioritize these critical events. For less
drastic deviations, such as significant increases or decreases
from typical normal behavior, the coefficients were calibrated
through a statistical examination of the ‘“Measure” values
across all four defined metrics. In these latter scenarios,
particular emphasis was placed on the statistical distributions
of mg and m to refine the detection parameters.

VII. COMPARISON AND RESULTS

The use of AGMP allows us to detect anomalous incidents
that have a severe impact on the infrastructure. This might
be those cases where we have an outage on the network, or
scenarios where we see sudden drops by more than one order
of magnitude, happened in both CPU and network KPI in
the meantime. Moreover, compared to single-metric LogSSM
anomaly detection, AGMP significantly improves the results
by reducing the number of unwanted False Positive (FP)
detections. This is due to the specific feature of the AGMP
which is called the ”Asymmetry”. Namely, the equations of
AGMP as can be seen also in both Figures 3 and 4 have
been designed in such a way to be asymmetric with respect to
both m3 and m; axis projections and this feature in its turn
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Fig. 4: 2D Projection of AGMP on the (m;,m3) plane
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Fig. 5: Single-metric anomaly detection according to LogSSM
for Network

enables us to get rid of unwanted false detections. Indeed, the
problem of FP cases mostly arises when we have a recovery
of the behavior after a sequence of anomalous days and
intervals. This is a very common issue in real-time anomaly
detection scenarios which is called “day after an anomalous
day”. As an example we have plotted the results of the
anomaly detection a VM for its “net|usage-average” according
to LogSSM in Figure 5. From this figure it becomes clear
that while the LogSSM has managed to spot the anomalies
successfully, it has failed to avoid FP detections which is due
to the continuous presence of anomalies in the previous days.
However, these false detections are not there any more once
we perform a multi-metric anomaly detection. In this case as it
is shown in Figure 6 the AGMP detects all anomalous points
of network KPI and raises zero false alarm.

In order to test the performance accuracy of the AGMP
model, we have selected a subsample of 20 VMs that contains
normal and anomalous days. The dataset is released with

neffusage_average

©  anomaly
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TABLE I: Scores of AGMP and two LogSSM algorithms

[ Predictor [ Accuracy [ Precision [ Recall | Flscore [[ MCC ||
LogSSM - Net 0.889 0.187 0.896 0.310 0.380
LogSSM - CPU | 0.951 0.335 0.753 0.464 0.482
AGMP 0.996 0.929 0.951 0.940 0.938

an open data license and is accessible at: http://retis.sssup.it/
~tommaso/papers/ic2e25_ad.php. In addition , there is another
dataset that includes all the detected anomalous timestamps of
the selected VMs with the corresponding columns related to
the values of each metric.

To outline the improvement with respect to LogSSM mod-
els, we compared the results of multi-metric anomaly detection
of AGMP with two single-metric LogSSM results of the two
most important metrics used in multi-metric cases i.e. the
net|usage-average and the cpulusage-average. The results of
the analyses are shown in Table I. Meantime, in order to have a
detailed insight about the performance of each model we have
plotted their corresponding confusion matrices in the Figures 7
and 8.
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VIII. CONCLUSIONS

In this paper, we extended our previously obtained results
in [18] of prediction based single-metric anomaly detector, i.e.,
the SM. We started the generalization by outlining that due to
its complexity, i.e., having 13 free parameters, it is not easily
applicable to other single-metric anomaly detections. In other
words, for each of these detections, depending on the metric
selected, we had to fine-tune the SM model. To overcome this
issue, we introduced the LogSSM, which performs anomaly
detection after taking the logarithm of the metric values. This
not only reduces the 13 free parameters of SM to 1 but also
makes the predictor a universal model applicable to all metrics
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without any need for fine-tuning.

Then, we moved from single-metric anomaly detection to
the multi-metric case. In contrast to classical methods where
the predictor performs detection by analyzing the values of
each metric, we introduced the AGMP model, which takes the
“Measure” values of each single-metric LogSSM result. The
key point here is that since “Measure” is the ratio of the "Loss”
(the difference between the predicted and actual values) to the
“Threshold,” we can have a dimensionless, global value for
all metrics, regardless of their standard value ranges and the
presence or absence of upper or lower limits. Hence, AGMP
takes the “Measure” inputs of all LogSSM detections and,
based on the algebraic relation among these values, which can
be represented in an abstract 4-dimensional geometrical space,
determines whether a data point is anomalous or not. The
introduction of AGMP as a multi-metric anomaly detection
model significantly improves the quality of our detections
compared to single-metric cases.

To provide readers with a better insight into the improve-
ment of AGMP over previous LogSSM detections, we per-
formed an experiment on a small dataset of Vodafone infras-
tructure. The results clearly show how multi-metric AGMP
can enhance the quality of our anomaly detections compared
to single-metric detections performed by LogSSM. Namely,
it is shown that many FP detections of LogSSM cases are
eliminated by AGMP, and many missed anomalies in single-
metric detections are detected by AGMP. Finally, we should
outline that, in contrast to classical ML/AI predictors, due to
its purely mathematical/geometrical structure, AGMP does not
require any training process, making it an ideal option for
industrial projects and use-cases where reducing the time and
cost of computational burden is a top priority.
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