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Abstract—In continuous-variable quantum key distribution,
information reconciliation is required to extract a shared secret
key from correlated random variables obtained through the
quantum channel. Reverse reconciliation (RR) is generally
preferred, since the eavesdropper has less information about
Bob’s measurements than about Alice’s transmitted symbols.
When discrete modulation formats are employed, however, soft
information is available only at Bob’s side, while Alice has access
only to hard information (her transmitted sequence). This forces
her to rely on hard-decision decoding to recover Bob’s key.

In this work, we introduce a novel RR technique for PAM (and
QAM) in which Bob discloses a carefully designed soft metric
to help Alice recover Bob’s key, while leaking no additional
information about the key to an eavesdropper. We assess the
performance of the proposed technique in terms of achievable
secret key rate (SKR) and its bounds, showing that the achievable
SKR closely approaches the upper bound, with a significant gain
over hard-decision RR. Finally, we implement the scheme at the
coded level using binary LDPC codes with belief-propagation
decoding, assess its bit-error rate through numerical simulations,
compare the observed gain with theoretical predictions from the
achievable SKR, and discuss the residual gap.

Index Terms—Information Theory, Reverse Reconciliation,
QKD, PAM, LDPC

I. INTRODUCTION

Information reconciliation is the process by which two
parties, holding correlated random sequences, communicate
over a public channel to correct discrepancies between their
data and obtain two identical sequences. This is particularly
useful in all applications where these sequences are employed
as symmetrical keys, and the correlated sequences are obtained
from data transmission schemes of various natures. Ensuring
secrecy is therefore a fundamental requirement in such kinds
of applications. A possible scenario of shared randomness
generation is quantum key distribution (QKD), in which the
correlated sequences are obtained from the transmission of
quantum states over a quantum channel [2].

Following the initial phase of random data transmission,
reconciliation serves to resolve discrepancies between the
correlated sequences. It is typically assumed that the remote
parties are provided with an authenticated noiseless public
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channel for this purpose. Finally, a privacy amplification stage
is applied to purge any information potentially leaked during
the previous phases.

Depending on which party performs error correction, two
reconciliation strategies can be distinguished. In direct recon-
ciliation (DR), the sender (Alice) defines the key based on
her data and discloses some redundant information, usually a
syndrome, associated with it. The receiver (Bob) then uses the
shared information, along with his received data, to recover
Alice’s key. Conversely, in reverse reconciliation (RR), Bob
defines the key based on his received data and discloses the
redundant information associated with it, while Alice uses this
information and her transmitted data to recover Bob’s key.

When a potential attacker is taken into account, the direction
of the reconciliation matters. In fact, the data potentially leaked
during transmission usually have larger mutual information
with the transmitted data than with the received data. As
a result, RR generally results in lower information leakage
compared to DR, thereby allowing higher secret key rates
(SKR) to be attained.

For the phase of data transmission, different signalling
techniques may be employed. For instance, in the realm of
QKD, the existing protocols may adopt single photons (discrete-
variable (DV) QKD) [3], or coherent states (continuous-
variable (CV) QKD) [4]. Unlike DV-QKD, CV-QKD does
not require single photon sources and detectors and can use
the same devices and modulation/detection schemes commonly
employed in classical coherent optical communications [5].

The choice of the information carrier is not only a matter
of implementation, as it also affects the kind of variables with
which Alice and Bob are provided at the beginning of the
reconciliation procedure. In the GGO02 protocol [4], Alice and
Bob share correlated Gaussian random variables. The most
well-known reconciliation procedures for Gaussian variables
are slice reconciliation [6] and multi-dimensional reconciliation
[7].

Despite its theoretical appeal, communication based on Gaus-
sian variables poses several practical challenges [8], [9]. This
has motivated the exploration of CV-QKD protocols utilizing
discrete constellations [10], [11]. Among these, a particularly
promising approach uses probabilistically-amplitude-shaped
quadrature amplitude modulation (PAS-QAM), which allows
the protocol to closely approach the SKR achievable by GG02
[12], [13]. When the transmitted symbols are drawn from a
discrete constellation, DR can be formulated as a classical
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error correction problem over an additive white Gaussian noise
(AWGN) channel, with slight modifications due to Alice and
Bob working within an arbitrary coset of a given code. After
Alice publicly reveals the particular coset by disclosing the
syndrome of the key (equal to the transmitted sequence in
this case), Bob uses this syndrome and the soft information
available on his side (the AWGN channel output) to infer the
most likely transmitted sequence. For this task, efficient codes
and soft-decoding algorithms—such as low-density parity-
check (LDPC) codes and belief propagation [14], [15]—are
available to closely approach channel capacity. On the other
hand, RR—usually preferred over DR, as discussed above—
is made more difficult by the lack of soft information on
Alice’s side. After Bob defines the key based on the received
data (e.g., by using thresholds to select the most probable
symbols transmitted by Alice) and discloses the corresponding
syndrome, Alice has access only to hard information (her
transmitted sequence) to recover Bob’s decisions through error
correction. This limitation reduces the reconciliation efficiency.
For BPSK and QPSK constellations, a soft RR procedure has
been proposed by Leverrier [16], in which Bob discloses the
amplitude of the received samples. In this case, the amplitude
gives no information to a potential eavesdropper (Eve) about
Bob’s decisions (which depend only on the phase), but enables
Alice to perform soft decoding as in the DR scheme (and
with same efficiency). Unfortunately, this procedure cannot
be extended to general discrete constellations (e.g., QAM),
for which disclosing the received amplitude would reveal also
relevant information about the key.

In this work, we introduce a novel RR procedure with soft
information (RRS) that can be applied to PAM (and QAM)
signalling. The proposed reconciliation scheme involves Bob
disclosing a soft metric that enables Alice to perform soft
decoding, without revealing any additional information to Eve
beyond the syndrome normally required for error correction.
We analyze the achievable SKR of the scheme, derive its
theoretical bounds, and show that the achievable SKR closely
approaches the upper limit, yielding a substantial improvement
over RR based exclusively on hard information (RRH for short).
Finally, we validate the proposed approach through a coded-
level implementation using LDPC codes and belief-propagation
decoding with PAM-4 and PAM-8 constellations, and assess
its performance through numerical simulations, confirming its
advantage over RRH.

Although the proposed RR procedure mainly targets the
described CV-QKD scenario, in this work we analyze the
reconciliation problem under the assumption that the only
side information available to a potential eavesdropper is that
disclosed by Bob over the public channel during reconciliation—
namely, the soft metric and the syndrome of the key. In
this setting, our analysis is sufficient for the computation
of the SKR. Nevertheless, the analysis can be extended to
a more general QKD scenario by taking into account the
side information that a potential eavesdropper may gain by
tampering with the quantum channel.

The paper is organized as follows. After providing a brief
overview of the proposed reconciliation scheme in Sec. II, we
dive deep into the formal aspects of the problem in Sec. III,
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Fig. 1: System overview of the scheme. The highlighted blocks
enable the reverse reconciliation with soft information. Bob
generates a soft metric N from the symbol Y he received
and Alice uses it to generate the log-a posteriori probability
ratios (L (N, X)) of the corresponding bits for the subsequent
syndrome-based error correction.

presenting a solution in Sec. III-C. In Sec. IV, we investigate
through numerical simulations the performance of the proposed
solution. Finally, we draw some conclusions in Sec. V .

II. RECONCILIATION SOFTENING SCHEME OVERVIEW

Fig. 1 illustrates the working principle of a system employing
the proposed RRS procedure. In the initial signalling phase,
Alice transmits random symbols X to Bob over an AWGN
channel. Upon receiving Y as the channel output, Bob makes
decisions, denoted as X.

Next, the core phase of RRS begins. Based on the channel
output Y, Bob computes a side-information variable N and
transmits it to Alice over a noiseless public side channel.
This variable is designed to provide Alice, who knows the
transmitted symbols X, with soft information about Bob’s
decision X. At the same time, N is carefully constructed to
reveal no information about X to any potential eavesdropper
who does not know X, as discussed in Sec. III-A. The specific
transformation N = g(Y) used to compute this side information
is detailed in Sec. III-C.

Alice then uses the side channel information N, along
with her knowledge of the transmitted symbol X, to compute
the log-a posteriori probability ratios (LAPPRs) for the bits
corresponding to Bob’s decisions, as detailed in Sec. III-E.

In the subsequent error correction phase, Alice and Bob use a
previously agreed-upon error correction code (for simplicity, we
assume here a binary code). After collecting a sufficient number
of decisions X, Bob computes the syndrome of the binary
sequence B corresponding to X and sends it to Alice over the
side channel. Alice feeds the decoder with the syndrome and
the LAPPRs to produce an estimate B of the binary sequence
B.

Finally, privacy amplification (not shown in the scheme)
is performed to remove any information potentially leaked
through the syndrome and produce the final shared key.

III. THEORY

In this section, we focus our analysis on a PAM signalling
system. The analysis can be readily applied to QAM signalling



consisting of two independent PAMs, one on each quadrature.

Alice, the sender, selects a random sample X from a PAM
alphabet A = {ay,...,apn} according to the probability mass
function (PMF)! Px(a;) and sends it over an AWGN channel.
Such PMF is arbitrary, therefore the following analysis holds
when PAS-QAM is employed [12], [13], even though we will
use uniform input probabilities in our simulations, as a proof
of concept. Similarly, the channel noise need not be Gaussian,
as long as its distribution is known both to Alice and Bob. The
noise sample added by the channel is W ~ N (0, % . The
noise variance is supposed to be known by Alice and Bob,
for instance after channel estimation. The channel output is
Y = X + W, with conditional distribution
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The choice of the intervals D; (or equivalently, the decision
thresholds, corresponding to their infimum and supremum
points) is arbitrary. For example, they may depend on the
noise variance Ny, or they could be fixed. Furthermore, even
though in this work we assume that the size of the output
alphabet matches the size of the input alphabet, the analysis of
this reconciliation scheme still applies when input and output
alphabets have different sizes. When both X and X belong
to the same alphabet A, the intervals D; may be chosen, for
instance, to maximize the a posteriori probabilities of the
transmitted symbol X (MAP criterion).

Once a sufficient number of decisions have been collected,
Bob demaps the resulting sequence X to a bitstring B, e.g.,
assuming a Gray mapping. Then he evaluates its syndrome
according to a code previously agreed upon, and supposed to
be publicly known. The syndrome is sent to Alice, who will
use it to perform the error correction processing and get B,
possibly identical to B.

To assist Alice in decoding B, Bob provides her with addi-
tional side information derived from Y. Since this information
is shared over a public channel, its design must ensure that no
information about Bob’s decisions X is leaked to a potential
eavesdropper unaware of X.

To achieve this, Bob applies a deterministic transformation to
Y, generating a random variable N that is sent to Alice. Without

'Throughout this work, we will denote the probability density function of a
generic random variable A with f4, and the corresponding cumulative distri-
bution function (CDF) with F4. For PMFs, we will use P4 (a) := P{A = a}.

loss of generality, we define the transformation between Y and
N through the piecewise function

g1(y), yeD
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When the eavesdropper has no side information, the achiev-
able SKR is /(X;Y) [17, Prop. 1], [18, Th. 2]. In the DR case,
the raw key coincides with the input sequence X transmitted
by Alice, and Bob can exploit the continuous (soft) outputs
Y to recover it. This reduces to the classical problem of
reliable communication over a discrete-input AWGN channel,
whose capacity can be closely approached with well-established
techniques (e.g., Alice discloses the syndrome of X based on
an LDPC code, and Bob uses it with soft information from Y
in a belief-propagation decoder).

In the RR case—the most relevant for QKD—Bob derives
the raw key X from Y, while Alice only has hard information
(her sequence X) to recover it. Proceeding symmetrically to the
DR case, i.e., with Bob sharing only the syndrome of X and
Alice using it with X to recover X, the achievable rate is limited
to I(X; X), with significant loss compared to the ultimate rate
I(X;Y). If, however, Bob publicly discloses additional side
information N, as in the RRS scheme of Fig. 1, the achievable
SKR becomes I(X;X|N) [17, Th. 3]. This can be higher or
lower than 1 (X ; X), depending on whether N reveals more (or
less) information to Alice than to Eve. We will refer to / ()? : X)
and I(X; X|N) as the achievable SKRs for the RRH and RRS
schemes, respectively. In QKD, further side information may
be gathered by Eve by tampering with the quantum channel,
and must therefore be included in the computation of the SKR
[19]. However, this aspect falls beyond the scope of this work.

A. Constraint on Information Leakage

A well-designed transformation g, according to the discus-
sion above, should maximize I(X; X|N). First note that

I(X;X|N) = I(X;X,N) - I[(X;N). (5)

Whereas the optimal transformation g may be hard to devise,
it is reasonable to first minimize the second term I(X;N),
which represents the information about the raw key B leaked
through the disclosed metric N. As the MI is non negative,
we can reasonably impose the following constraint

I(X;N) =0. (©6)

The mutual information between two random variables is zero
if and only if they are independent. Therefore, to satisfy (6)
the function pieces g; in (4) must be selected such that, given
the decision X = a;, the distribution of the resulting variable
N is independent of the decision a; itself, i.e.,

Ivix(nlai) = fyx(nlay) = fn(n) VYai, aje A (1)

Imposing (6) does not guarantee the optimality of the
solution. However, as we will see in the results, the remaining
degrees of freedom allow us to closely approach the upper
bound /(X;Y) as discussed in the following section.



B. Bounds on the SKR I(X; X|N)

It is useful to establish the upper and lower bounds for the
SKR of RRS.

I(X;X) <I(X;X|N) < I(X;Y) (8)
Proof. For the lower bound we first use (6) in (5) to get
I(X;X|N) = I(X; X, N). )

From the chain rule and the non-negativity of MI

IX;X,N) =1(X;X)+ [(X;N|X) > I[(X;X). (10)
For the upper bound we have
I(X;Y) =I1(X,N;X) (11)
=I(X;X|N) + I(N; X) (12)
> I(X; X|N) (13)

where
« (11) follows from the fact that ¥ and the pair (X, N) are
related by a deterministic invertible function;
e (12) is the chain rule for mutual information;
« the inequality in (13) is based on the non-negativity of
mutual information.
[m}

Remark. Proof of the lower bound uses constraint (6). On
the other hand, proof of the upper bound doesn’t, therefore it
holds in general.

As expected, sharing N over a public channel cannot increase
the SKR beyond the limit posed by [17, Prop. 1]. At the same
time, if N satisfies (6), the SKR achievable by RRS is not
lower than the SKR achievable by RRH.

C. Transformation Functions

To construct a solution to (7), we begin by arbitrarily
specifying the target output distribution fy (n) as the uniform
distribution over the interval [0, 1]. To preserve as much
information as possible about the channel output Y and ease the
analytical calculation of the LAPPRs (Sec. III-E), we further
require each g; to be continuously differentiable and invertible
(therefore monotonic) in its domain D;.

We are left with an additional degree of freedom for each
function g;, i.e., the direction of monotonicity—increasing or
decreasing. We first consider the case in which all functions
are monotonically increasing. A generalization to arbitrary
monotonicity configurations is provided in Sec. III-F.

It is straightforward to verify that, conditioned on Y € D;,
the transformation

Fy(y) — Fy(inf D;)
Pg(a;)
corresponding to the conditional CDF of Y given X = a;,
produces a uniformly distributed output over the interval
[0,1].2 Here, Fy(y) = /_yw fr(z)dz is the CDF of the
channel output Y, whose distribution fy(y) is given in (2);

8i(y) = Fyx(ylai) = (14)

2A formal proof follows from the probability integral transform [20, Th.
2.1.10].

Py(a;) = Fy(supD;) — Fy(inf D;) is the probability that
Y € D;, i.e., that Bob makes the decision X = a;; and, for
conciseness, we define

Fy(infDi) = lim Fy(y), (15)
$—inf D;

and similarly for Fy (sup D;). Consequently, defining the global
transformation g(y) in (4) by assigning each g; as in (14) for
i =1,...,M, satisfies the constraint in (7). In other words,
the conditioned random variables N; := N|{X = a;} are all
statistically equivalent, i. e., Vi, j : N; = N; = N ~ U ([0, 1]).
Moreover, each function g; in (14) is invertible and differen-
tiable over its domain D;, with

g7 (n) = Fy! (n-Pg(a;) + Fy(inf D;)) (16)
’ _ fY(y)
g (y) = P(a) (17)

D. Secret Key Rate

We can assess the performance of RRS by its SKR, or
equivalently by the mutual information /(X; X, N) (as proved
earlier, see (9)):

I(X;X,N) = H(X) - H(X|X,N) (18)
where H(X|X,N) = H(X, N|X) — H(N|X) can be written as
5 Yaea In g1x(N, axlX)
H(X|X,N):= E {log, [SX=AN XX ,

XX,N v xx(N, X1X)
(19)
which is entirely expressed in terms of fy . Since the event
{N =n,X = a;} corresponds to the event {Y = gi’l(n)}, this

distribution can be obtained through a change of variable as
[20, Th. 2.1.8]

Frix(g7 (n)laj)
g/ (g7 ()]
We remark that, so far, we never assumed a particular

distribution of the noise. We just assumed that it is known. In

the case of Gaussian noise distribution, the above distribution
can be expressed as

fN,f(|x(”,ai|aj) = (20)

Py (ai)
_egjlm-aj-ag)(aj-ap)
Zakeﬂ PX(ak)e 202

In gix(nsailaj) =

2D
where we replaced the expressions for g/(y) from (17), for
fr(y) from (2), and for fy|x from (1).

E. A Posteriori Probability Ratios

To apply the RRS scheme described above, we finally detail
the computation of the LAPPRs that Alice can feed to a
syndrome-aware decoder to recover the raw key B.

For the sake of clarity, we will follow a concrete example,
sketched in Fig. 2. Suppose that Bob receives the channel
output § € D,, as shown in Fig. 2a. Therefore, he assigns
X = ay according to (3), and computes 7i = g(¥) = g2(¥) based
on (4). Finally, he publicly discloses 7.

Fig. 2b shows that both Alice and Eve can now apply the
set of locally inverse functions to 7i, and formulate M (in



(a) Bob receives y = ¥, so he decides on X = a», applies g» to
compute 77 = g»(¥), and sends it to Alice.

P4
(b) Alice (and Eve) receives 7i from Bob and applies the inverse

transformation function within each region to infer the possible
channel outputs $; = g L(#) that Bob may have observed.

Jrix(vlas)/g' ()

P3
P2

D1 { P4

x % % X

1 hip) as 9s 4 ¥

(c) Since Alice knows what she transmitAted, e.g. x = asz, she can
compute the a posteriori probabilities of X given X, by the samples
pi PX|X,N (a;las, i) of (20) (plotted here as a function of y) at ¥;.

Fig. 2: Usage of the transformation function

our example, M = 4) different hypotheses Ji,..., s for the

channel output that Bob may have received, where y; = gl.‘l (7).

Note that the true channel output § is included among these
hypothetical values.

From Eve’s perspective, 71 alone provides no information
about Bob’s decision x. In fact, she could use a soft decoder

with a soft input computed from Py (y;|7) = P)A(‘N(ailﬁ).

However, such input reduces to the a priori probability Py (a;)
due to (7) and the uniform distribution of N over [0, 1].

On the other hand, Alice knows which symbol x she
transmitted. Therefore, unlike Eve, she can combine this
knowledge with 7i to estimate and compare the a posteriori
probabilities of the M possible decisions made by Bob. In
the example of Fig. 2¢, x = a3, meaning that, due to channel
noise, Alice’s transmitted symbol differs from Bob’s decision
X = a,. However, by substituting x = a3 into (20), Alice obtains
frix(ylas)/g’(y) (the orange curve), and can evaluate it at
y = ¥; to derive the (unnormalized) a posteriori probabilities
pi PX‘X’N(ai|a3,ﬁ) for i = 1,...,4. These probabilities
indicate that, although her transmitted symbol a3 remains
the most likely, the decision a,—Bob’s actual choice—has
a comparable probability, which may help Alice’s decoder
correct the discrepancy.

In general, the (normalized) a posteriori probability required

by Alice’s decoder can be expressed as

I xix(nailay)
fnix(nlaj)

For bitwise decoding, the LAPPR associated with the /-th bit
B; of the label assigned to X is

Pg,x N(0|a;',n))
Li(n,a;) :=lo (’—
t(n.aj) & Pp,x,n(1laj,n)

—log Zasea,) Prix v (@il aj, n)
Zajea, ) Prix v (@i | aj, n)
(Za,-eﬂo(l) fN,XlX(n’ ai|“j))
=log

Zaea () In xix(nsailay)

P)‘qX,N(ai | aj, n) = (22)

) (23)

where Ay(l), A1 (l) € A partition A according to the value
of the /-th bit (0 or 1, respectively), based on a specific symbol-
to-bit labeling rule—Gray labeling, for instance.

The denominator fy|x(n|a;) in (22) ensures proper normal-
ization of the probabilities. However, this term cancels out in
the computation of the LAPPRs, as shown in the last equality
of (23). Consequently, Alice can directly use unnormalized
probabilities; in the example of Fig. 2¢, she computes £; (7, a3)
by using the samples p; shown in the figure.

E. Direction of the Monotonicity

If N;, as defined in Sec. III-C, is uniformly distributed in
[0, 1], so is the random variable N; = 1 — N;. The latter can
be obtained through the modified transformation

Fy(sup D;) — Fy(y)
Py (ai)
corresponding to the complementary conditional CDF of Y

given X = a;. By construction, also g; is invertible and
differentiable in its domain D;, with

gi(y) = =1-gi(y) (24

g '(n) = Fy' (Fy(supDi) —n - Pg(ai))  (25)
80 =g = 20 26)
! ' Py (a;)

Since N; has the same uniform distribution as N;, Alice and
Bob can agree on using either of them independently on each
interval, i.e., if they agree to use N; for channel outputs that
lay in D;, they can arbitrarily agree to use either N; or N;
when Y lays is another interval D ;. Either choice complies
with constraint (7) and is therefore still a valid solution to our
problem, i.e., no information about Bob’s decision is obtained
from observing N alone.

On the other hand, the set of monotonicity directions chosen
in the various intervals does impact the distinguishability of
the hypothetical channel outputs from Alice’s point of view.

We define a configuration C'?1 as an M-tuple of mono-
tonicity directions, one for each decision interval. Each of
the 2™ possible configurations is identified by a superscript
[b], where b €0,1,...,2M — 1. The monotonicity direction
in each decision interval D; is characterized by the binary
representation of b, i.e., clel = (bum,...,b1): b; =0 indicates



that the transformation is monotonically increasing () in Dy;
b; = 1 indicates that it is monotonically decreasing (). For
instance, for M = 4 (PAM-4), we have 2* = 16 different
configurations, e.g., the "base" configuration , whose index
has binary representation C o] = (0,0,0,0), and the "alter-
nating" configuration , whose index has binary representation
cB1'=(0,1,0,1). Each configuration C!?1 defines a different
transformation G!?1, which is a piecewise function over the
decision intervals (analogously to (4))

GI"1(y), yeb,

n=GPl(y) = (27)
where
i if b; =0
GlPl(yy = (8 (28)
1-gi(y) ifb; =1

For instance, the aforementioned "base" and "alternating"
configurations, would visually "look like"

GO~ [, 7, 7, 7]

Gbl ~ [N, 7N, 2

(29)
(30)

The analysis of the SKR in Sec. III-D still applies just by
replacing g; with G; in (20).

Some monotonicity configurations are equivalent, in the
sense that they yield identical SKRs when used in the RRS
scheme. As shown in appendix A, equivalent configurations
also produce the same conditional distribution (20). Therefore
the LAPPR distribution remains unchanged, and the BER
performance is identical across all equivalent configurations.

Recognizing equivalent configurations is particularly useful
when assessing the performance of RRS, as it allows to
restrict numerical computations and simulations to a single
representative from each equivalence class. For an exhaustive
study of equivalence classes, refer to the Appendix.

IV. SIMULATIONS AND RESULTS

A. Secret Key Rate

To assess the performance of the proposed RRS scheme, we
compare its achievable SKR I(X; X|N) against the achievable
SKR of the RRH scheme /(X; X|N) and the SKR upper bound
I(X;Y). Results are obtained through a numerical library we
developed for this purpose [21].

The M decision intervals in (27) are defined by means of
M — 1 thresholds (the first and last intervals being lower and
upper bounded by —oco and +co, respectively). In this work,
we consider two possible threshold selection strategies:

(F) where thresholds are fixed across different SNR values
and placed midway between adjacent constellation points.
For PAM-4, with constellation points {-3, -1, 1, 3}, the
thresholds are at -2, 0, +2;
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Fig. 3: Achievable reconciliation efficiency S* of the RRS
scheme with PAM-4, for different configurations C (1 and
threshold selection strategies (A/F).

(A) where thresholds are adaptively selected at each SNR
value to produce uniform symbol probabilities after hard
decision, thus maximising the entropy H(X).3

We first consider the case of BPSK modulation (M = 2),
which admits only two non-equivalent configurations, CL% and
C (see Table III in Appendix B), with the optimal threshold
fixed at 0 by symmetry. In this setting, configuration Cl'l
corresponds to Leverrier’s scheme [16], where |y| is remapped
from R* to [0, 1] to serve as n. This scheme was shown
to be equivalent to the BI-AWGN channel, and therefore its
achievable SKR attains the upper bound I(X;Y). For this
reason, the BPSK results are not explicitly plotted.

We then turn to the PAM-4 case. To better illustrate
the performance of the proposed scheme, we introduce the
achievable reconciliation efficiency as the ratio between the
achievable SKR and its upper bound*

*

_ I(X;X|N)

1(X;Y) D

Fig. 3 shows gB* for a representative from each configuration
equivalence class of PAM-4, listed in Table IV, and for both
fixed and adaptive thresholds. At rate R = 1/2 (and higher),
the difference between the two threshold selection strategies

3Maximizing H(X) does not guarantee the maximization of the SKR in
(18), which depends also on H(X|X, N). In principle, a joint optimization
of (18) over both the input probabilities Px (a;) and the decision thresholds
would be required to maximize the SKR, but this is beyond the scope of this
work.

4The reconciliation efficiency 8 is commonly defined in the literature as
the ratio between the actual rate achieved with a practical code and its upper
bound. Here, instead, we add the superscript "*" and refer to 8* as achievable
to emphasize that it is an information-theoretic metric, which does not account
for the performance of a specific error-correction code.
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is negligible (for high SNR, the fixed thresholds already
yield almost uniform symbol probabilities), and the alternating
configuration CI®1 attains the highest efficiency (~ 1). For
lower rates, the choice of the threshold selection strategy
becomes more important, and the adaptive strategy is always
more efficient. At rate R = 1/4, C 51 with adaptive thresholds
still achieves the highest efficiency, on par with C!°! and only
slightly below 1. Indeed, CI®l is the best configuration for
almost any rate (but in the range 0.1-0.25, where C!°! has a
slightly higher efficiency) and is asymptotically optimal for
both low and high rates. For this reason, from now on we
will only show results for configuration C[°1 with adaptive
thresholds.

Fig. 4 shows the achievable SKR of the RRS and RRH
schemes (both with same adaptive thresholds) compared with

the upper bound /(X;Y), as a function of the SNR Ej/Ny.

For RRH, the minimum Ej /Ny is about —0.95dB ( ), with
a gap of about 0.64dB towards the upper bound ( ). At
higher rates (shown in Fig. 4b), the gap increases to more
than 1dB. Consistently with the efficiency curve shown in
Fig. 3, the RRS scheme (----) nearly close this gap, tightly
approaching the upper bound at both low and high rates, and
showing just a small gap at intermediate rates.

B. Bit Error Rate

A second set of simulations shows the performance of the
proposed RRS scheme in terms of bit error rate (BER) for

PAM-4 and PAM-8 coded transmission over an AWGN channel.

In these simulations, we consider Gray mapping, DVB-S2
LDPC codes with rates 1/2 and 1/4 and a blocklengh of 64800
[22], and implement the RRS scheme with adaptive thresholds
and alternating configurations (C>) for PAM-4 and C!8! for
PAM-8). The LDPC decoder [23] implements the sum-product

algorithm [14], [24] and takes into account the syndrome
when processing check node inputs to produce the messages
for the connected variable nodes. Simulation parameters are
summarized in Table I.

TABLE I
Modulations | PAM-4, PAM-8
Code rates 172, 1/4
Block length | 64800
Max LDPC iterations | 50

The corresponding BER curves are shown in Fig. 5. As
benchmarks, we also report the BER obtained with the RRH
scheme and with direct reconciliation, where Bob recovers
Alice’s sequence using the channel output Y and the syndrome,
as in a classical communication scheme. We take the latter as a
reference because it represent the case where soft information
is fully available at the decoder, and the corresponding SKR
is equal to the upper bound for the SKR of RRS.

With a 1/2 code rate employed in the PAM-4 scenario (Fig.
5a), RRH has a gap of about 1.4dB from DR. This large gap
is almost completely filled by RRS, which lays within 0.04dB
from DR. This is consistent with the behavior observed for
the SKR curves in Fig. 4b. For reference, in Fig. Sa we also
report the result we obtained in our recent work [1], where
we had a gain of roughly 1dB w.r.t. RRH, further improved
in this work by resolving numerical issues.

With a 1/4 code rate (Fig. 5b), the gap between RRH and
DR reduces to about 0.9dB, and is only partially filled by
RRS, which however still provides a relevant gain of more
than 0.5dB over RRH. The gains of the RRS scheme over
RRH and its residual gap to DR are summarized in table II.
For reference, gaps and gains measured on the SKR curves in
Fig. 4b are reported, too. Gains are roughly the same, but the
residual gaps appear larger in the BER curves than in the SKR
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curves, particularly at lower rate. This larger residual gap may
be caused by the mismatched bit-wise decoding implemented
by the belief propagation decoder, and could potentially be
reduced through symbol-wise decoding, non-binary codes, or
optimized bit-labeling strategies. This aspect is currently under
investigation and will be addressed in future work.

[ TABLE II | Gain [dB] [ Residual gap [dB] ]
BER (1073, R=1/2) 1.39 0.04
SKR (1 b/cu) 1.2 0
BER (1073, R=1/4) 0.53 0.36
SKR (0.5 b/cu) 0.63 0.07

Regarding the PAM-8 modulation, at rate 1/2 (Fig. 5c) the
BER of our scheme lays within 0.1dB from the BER of the
DR scheme. When a rate R=1/4 is employed (Fig. 5d), the
improvement is less strong, but the RRS still has a positive
impact. In fact, despite the gap to the BER of the direct

reconciliation amounts to about 0.35dB, a gain of at least
0.1dB with respect to RRH is still present.

V. CONCLUSIONS

In this work we introduced a novel technique that improves
the efficiency of RR for CV-QKD protocols that use PAM
or QAM alphabets. In this approach, denoted as RRS, Bob
computes and discloses a carefully designed soft metric that
assists Alice in reconciling her transmitted symbols with Bob’s
decisions (the key), while not revealing any information about
such decisions to a potential eavesdropper. We formalized the
concept of configurations underlying the construction of the
soft metric and analyzed how the choice of the configurations,
along with the thresholds used to derive the key from Bob’s
measurements, affect the achievable SKR.

We evaluated the performance of the proposed RRS scheme
in terms of achievable SKR, comparing it with its theoretical



upper bound and demonstrating significant gains over RR
without the soft metric (the RRH scheme). For BPSK, the RRS
scheme is equivalent to Leverrier’s reconciliation method [16],
achieving the SKR upper bound. With higher-order modulation,
such as PAM-4, RRS nearly closes the gap between RRH and
the RR upper bound across all rates, with only a small residual
gap (below 0.1dB) at intermediate rate values (between 1072
and 0.5 b/cu).

Furthermore, we implemented and tested a complete version
of the proposed RRS scheme, employing binary LDPC codes
and bit-wise belief-propagation decoding. The performance
gains observed in terms of SKR are partially reflected in the
BER results. For PAM-4 with code rate R = 1/2, the proposed
scheme fully bridges the gap between RRH and RR with ideal
soft decoding (equivalent to DR), achieving a gain of about 1.4
dB over RRH. At a lower code rate R = 1/4, the gain over RRH
decreases, leaving a residual gap of approximately 0.36 dB
with respect to ideal reconciliation. For PAM-8 modulation, the
results are qualitatively similar, though with smaller gains over
RRH and larger residual gaps relative to ideal soft decoding.

Although the BER results generally follow the SKR trends,
the observed gains and gaps do not totally reflect those in the
SKR, as evident in the case of PAM-4 at rate R = 1/4. The
reason for this discrepancy is currently under investigation,
but a likely explanation is the use of bit-wise decoding. In
fact, as demonstrated in [25], mutual information is not a
reliable predictor for the post-FEC BER when binary codes
with bit-wise decoding are employed. In this case, BER is better
predicted by the normalized generalized mutual information
(GMI).

In future work, we will compute the GMI of RRS to
better understand the impact of symbol-to-bit mapping and
bit-wise decoding on performance, and possibly to close the
gap between hard and soft decoding also in terms of BER.
We will also explore probabilistic constellation shaping and
threshold optimization, and focus on the low-rate regime of
particular interest for QKD.
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APPENDIX
A. Egquivalent Configurations and Transformation Functions

In the following we will refer to the soft metric produced
by the scheme employing a configuration Cl?1 with N1?1,

1) Flipped functions: A pair C'®! and C!*"'1 of flipped
configurations has opposite monotonicity directions in each
decision interval, i.e.,

b))

Vie{l,....M}y: b7 =b; =GP =1-G". (32

For instance, in the PAM-4 scenario, configurations cl?]
and C[3] are equivalent by flipping, and the corresponding
transformation functions would "look like" this:

G~ [ A, 7, N, 2]

G~ [N\, 20N

(33)
(34)

Proof. (Equivalence of flipped functions) From (32) it follows
—1 -1
that Gl[b(F)] (n[bm]) = Gl[b] (n'?1) and for any y € D;:
GV (3)] =161V ()|. This implies that for the flipped
configuration it holds that:
pM
Sox(@GPTT @l jay)
B, [pF)]"] -
[ (N D]
-1
Frix(GI (nPhlay)
b1’ ~[b] 71
GV (G (it
and being the distributions above equal, H(X|X, N) does not
change when we replace N!®'”1 for N?] in (19). Moreover,
H(X) in (18) does not depend on the configuration. So the

mutual information of RRS that employs either of them does
not change, i.e.,

(X xINP Ty = (% x|NTPTy

b(F)
leb(FH,mx(”[ Lailaj) =

(33)
= fN[b],mx(n[bJ, ai|aj),

(36)
m}

2) Mirrored functions: A mirrored function is obtained by
mirroring a transformation function, i.e.,

bM) b
G" "y =G ().
For instance, in the PAM-4 scenario, configurations C [4]

and C!13] are equivalent by mirroring, as the corresponding
transformation functions would "look like" this:

G~ [7, 7, ~, ~]

GBI L [N, 7, N, ]

(37

(38)
(39)

In the following we’ll assume that the input distribution and
the decision regions D; are symmetric, i.e.,

Va;e A: P{X =a;} =P{X =—a; =ap1-i}
inf D; = sup D pg41-i,

(40)
supD; =inf Dpgyq—, 41
soyeD;, & -y € Dpi1-;.
Proof. (Equivalence of mirrored functions) The first step is to
prove that

Tywony gx(naila;) = fyw gx(n apmsi-ilamsi-;). (42)

We can immediately establish the following relations from
definition (37)

L) N U B

G! (n) = -G " (n) (43)
(M)’ ’

Gy = -6 (. (44)

By applying (44) to (43), we obtain

G ") @s)

By using the symmetry of the PAM constellation, i.e., —a; =
apm+1-j, and (43) again, we obtain

pM Y p) )l b
I TGPy =163

m)—1 2 —1 2
G, (”)—aj) o (GAT ORI
(46)
(myq—1 -1
= frx(G )lay) = frx (G T )lams-)).
(47)



Dividing (47) by (45) term by term, as in (20), we prove (42).
For the second part of the proof we write the second term of
(18) as

1 M/2M)2

[b(M)J [b(M)]
Z‘ Z; (ﬁj (1) + 7 pai= M+
i=1 j=

(48)

H(X|x, NPy = /
0

[b(M)] [b(M)]
+ Fppproi; (M) + TM+1—i,M+1—j(”))d”

where
Fi,j(n) = Px(a;) fy xx(n ailaj)-
(Zakeﬂ I xix(n, aklaﬂ) (49)
-log, .

fNj(|X(n’ai|aj)

Because of (42) and the symmetries discussed above, we have
that

[pM)] _ ¢1b]
Foi W= Farer—i par—; (),

(50
and we simply obtain a re-arrangement of the sum inside the
integral in (48). So, we can conclude that H(X|X, N[”(M)]) =
H(X|X, N'?1), therefore

1R XINP™Y = (% x|NPY) 51)

]

We can immediately establish the equivalence of (37) to the
following equation
pM)

= bu+i-i (52)

as it will be useful for proving the last configuration equiva-
lence.

Remark 1: In Sec. III we claimed that the analysis of
the scheme holds for any input PMF Px(a;), however in this
proof we assumed that opposite constellation points have the
same probability. This is not a restrictive hypothesis, because
constellation points probabilities are usually shaped to be
symmetric.

Remark 2: We proved (42) for the Gaussian noise
distribution, however the proof holds for any other additive
noise process whose distribution satisfies (42). If this condition
is not satisfied, one should simply consider C!?1 and C!? "]
as configurations with distinct performance. Consequently also
the next configuration equivalence would not hold, as it is
based on the mirrored configurations.

3) Reversed configurations: In this configuration we just
reverse the order of the monotonicities, i.e.,
b = by (53)
Transformations functions with equivalent monotonicities
would "look like":

(54)
(55)

G ~ [, 7, N, 7]

G~ [7,~, 2, 7]

Proof. (Equivalence of reversed configurations)

b = by = (56)
=bprei—i = 57
_ M) _
=pM = (58)
= (b (59)

So, to obtain the reversed configuration corresponding to
C®1 instead of reversing the order of the direction of the
monotonicities, we can equivalently mirror C!?1, and then flip
the result. We can now apply the identities we found for the
corresponding mutual informations.

1R XNy = (% x| NLEP) Ty (60)
= I(X; X|NI®I) 61)

= I(X; X|N'P1), (62)

b(M)y(F)]

where in (61) we used (36) with configurations C [(
and Cl®' ))], and in (62) we used (51) with configurations
L™ ang 1?1, |

B. List of Equivalent Configurations

In the Table III and IV we list the equivalent configurations
for BPSK and PAM-4, respectively. The first element of each
row being the "reference" configuration.

cbl | cb®1 ™) ™)
clol T ¢BI cBI clol
clil cl2l cll cl2]
TABLE III: Equivalent configurations for BPSK
col | ¢ ™1 o]
COT [ i3] rallEl ol
cll cl14] cl cl8l
cll | cl3l clil cl4l
cB3l | ch2] cl3l cli2l
clsl | cho] csl cl1o]
clel | ¢l clol clel

TABLE IV: Equivalent configurations for PAM-4

Configurations C!?l and CP! for BPSK, and C!*! and
cll...,c5! for PAM-4 are not listed as reference con-
figurations, because they are equivalent to some other one
already listed. In fact, it is possible to use the fact that flipping,
mirroring and order reversal are self-inverse operations.

Proof. (Self-inverse property)

"y -
(") =B = bi = by (63)
o _
(b)) = by = by = b (64)
(®)
(bER)) = b,(\fﬁm =bpy—(M-i+1)+1 = b; (65)
O
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